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Autht = Authentication (3&7F)

Authz = Authorization (FZX)
rhjg)$EF = Authorization Grant

Password = Resource Owner Password Credentials
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3. Password




3. Password




4. Client Credentials
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‘ 2:Authorization i
3:Callback

4:Exchange token

Authentication




WEB SSO

B &5 Browser
K7: Cookie

[B]1/F . redirect_uri(URL)
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Mobile SSO

Bo: AAE Rigm/Browser
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lEl 1H Android(Activity) ; iOS(AppDelegate)

BliEl%E: AppZ &A/fFRIR




User Autht

ticket in cookie

N




Authz Request

GET /oauth/authorize?client_id=aclient
&redirect_uri=http%3A//www.example.com/cb
&response_type=code
&scope=bread+milk+car HTTP/1.1

Host: graph.renren.com

Cookie: ticket=aticket(renren.com)

redirect_uri: http://www.example.com/cb




Authz Request

void android.app.Activity.startActivity(Intent intent)

GET /oauth/authorize?client_id=aclient
&redirect_uri=http%3a%2f%2frenren.com%2fcb

%3fandroid _key%3dak
&response_type=code
&scope=bread+milk+car
&X_sso ticket=xst HTTP/1.1

Host: graph.renren.com

redirect_uri: http://renren.com/cb?android_key=ak




Authz Request

[[UIApplication sharedApplication] openURL.:
[NSURL URLWithString:url]];

GET /oauth/authorize?client_id=aclient
&redirect_uri=http%3a%2f%2frenren.com%2fcb

%3fapp_store id%3dsid%26ios bundle id%3dibid
&response_type=code
&scope=bread+milk+car
&x_sso_ticket=xst HTTP/1.1

Host: graph.renren.com

http://renren.com/cb?app_store id=sid

redirect_url:  gios_bundle_id=ibid




0
User s

BIFR B ERRE
F=J50ppiERsso . =t

EROAUthR S
4 —

s —

AN A

| 6

) -

- RBR%H

ARPERER R, AR
>|%Tokens‘—aéé’;f€£7§op&>

7 =
\ 8 / ‘
o= RR SDK/

" | Third
Service Abps

‘A'A‘ ér{n\.ca




OA
uth 2.03CI /Y

2L

N
AN






Access TokenR1&iT

e Access TokenfyZEEL
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app type sig life  expires user

- iXAccess Token(sig & expires)

expires = current + life;

B RBEHLAE RUUID: key

date = (Date) current

key = getEncryptionKey(date);

sig = md5sum(type + life + expires + user + app + key);
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Access TokenR1&iT

e Access TokenHi{si&

if (current > expires) return false;

date = expires — life;

key = getEncryptionKey(date);

sig2 = mdSsum(type + life + expires + user + app+ key);
if (sig == sig2) return true;

return false;
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Access Token 475 B HA

e OAuth2.0 Access TokenHgyIE &
— Bearer
— Short-life Access Token
— Long-life Refresh Token
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Only secure content is displayed.  What's the risk? Show all content
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