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ZEHBNLE, WERSRBEY TENIINT RNENBIPAEMEL, TRPIIHT E

=EBEHNEME R,

IS0 27001 ERZ2EEARARERNEREK ZXBNEKZ25E, [

2K EZFNEREENEZESHICANEN S ERSRER, NEUEZR

ISO 27001
AT 2 NERE BERe BFR2EENTALEBNETTEETHNR
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ISO 27017

ISO 27017 BT —EFERA=RSHNEXGEELZ2REES, 485

ISO/IEC 27002 HHF R H SN SE IR 51, AN S = RS HEHE X A

) LA AR B SERETS S .

ISO 27018

ISO27018 N = REBN = EDNASMIERNZ 2B ERIREINE, A

EMABHERLBERE—ETN, URFPAHEZPHNPIABHER

(P AZRL, 2ENERLENE . &K, &K ZEZMNL

BBERZE2HRFRINILE,

CSA STAR

CSASTAR HEEREN S (BSMEMR s Z 2N AR =2 28 B (CSA)

BEHY, WESEARKERIKE (SASTAR a2 MER,

SO 9000

ISO 9001 FEEBHRAB TIFLHAREBRUEBEBFPEXRMEREN

KRB m B8 D I EAILE .

ISO 20000

SO 20000 2EFR FE NN ITRESEBME, WEZEEANBRE

B3k ISO/IEC 20000-1: 2011 ANIFHW = HERSESH, ERENE=EZ T

THRERRSRE, FEERT, sFaRSATCH, BRSWEHEEIT

BEENR.

1SO 22301

ISO 22301 WEEEMEEBRRZEROINEBE SRS ELE 8

NEREEREHSRENEL,KENE—17E, WERBYL2HKE MR

B 1SO/IEC 223071 V55 3% 424 E BFRIAE

S0C1/2/3

SOC REZREEEM UMM EN —ELRSEEBTHIRERA

A 4.0



https://www.iso.org/standard/43757.html

ZEHEP [AFF]
RRE MMM IRERZELEIE (SOC - Service Organization Controls) &
. SOC BEMNBNSARESIEHEER, HEMINEETELNEXR
EY Y -3=l
PRENENERE | MEEBFRE AN EENETPANENEHEMERLE
LR EE B (2EBN) NS ERS.
MEZENEER—— NS EEREP 2.0 FOEM, 2RE2ET
ANEBNERLE
FUHELEREPUENTNEINETE, BEZLBTER 2.0 B
FARIP 2.0
THEANETE,
TS \ \ o
E#=TH R (ARZHEES) AN EEHET TEB U SHELENTE
RSB 1 T —R (EBR) NERES.
el WEZZEN. NREHE. ZHEE. AAS RS LR RIRESEET
BB | =it e msiir EELEENEREIE, TEIRTHE S MR ITBY  BIRLAEN .
RSN TIE.
e AN BRSNS B AR ERABEATES SR
KR BR 55 NI T, BHIEE CNAS 7S (H) BRLRINE, S5 RKF W E
S5 KIS ER AL
M BRI R REANLEE RS E R 2 REE AR
22 % IR 55 85 11 NI
YEWT, HRASAUEHERe R ERELE.,
RERARXE W = 45553k CNCERT A R M A RS ZEM (ER%) . CNVD
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(BxRERZ2RBEHE B)RAARRBN. ERXNESERLZEE

[BH]

BEBERPOURAIFBEMU (ZFMNFRAZFEMUNRS) | EREXED

=
><r

BLR2RIDZAIFENENRS, WANEBRFLZ2THRHEEIAT

BERZNZREH,

C5

EZREBE GIRE, ExnTatEERINZ2TELIA RS NEN

AW, ARERNAENEBETHEEAE, OBk 8B KON 59 &

. BENEFPILUANEB G HERRBETBOAMER, HEBRNER

fmaal

4R

REFETz2OIFRH, (O EZARTWARSRER, EHIHTA
RMZBESREFTIEF, . EB 17 NMABHNRHIZENR, cEHELHIE

—n

5

eSP

REEXNORBRE IRESBELAXBIISIFOLENME, FEE

EHMZ WM EBIIRA.

MTCS

AN AINENLA Certification International B E =M A T EHME L 2

=T MTICS ZE L2 T3 NE., ZE=T S MTCS £ BHEINE B

BRI R E IR A B E BB (Infocomm Development Authority, IDA)

K, AR E. EFFNE5CIHB (SPRING Singapore) #HEHN L2

R, EZ2NESHN =D

Bl

R, BERE=FNES. REZ2

NESA/ISR

EXRHEFLZ2/E (National Electronic Security Authority, &#R

NESA) BRRAAKEHKE (UAE) B, AREAXEEREMIZELL

FEBRNERMEBLZ20BRNX, WERDREZIXTHEN—RKS

BERR2ES, =M P RINE=FEHMEIT,

FRZ2M5E (Information Security Regulation, &R ISR) £ B @ FEX
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WA HE, WSS ErfrE 1IS027001 1845, BETHINEEZ2M

B, FMKREFEBFHNERNARNERBTIAMHNERZ2ERAT, W

EZEHEBNE=ZSTMENHI, BARNEZERE ISR HRHNE

S5BAREX,

PCI-DSS

PCI-DSS B —MEEW XM RWSEEFINE, WUXTREENZ D

M, 8EEAFRS. (W2S5%, INXIKSHEBERSHEFNR

2, MEZR22EEREY PC-DSS Z2NENTIHERSH.

SEC Rule-17a

PERTH T WREFMRS 0SS BADRENEXOITME, LUFEEE

FEXZZERS (SEC) MM 17a-4(NMEst W SEF (FINRA) MAK

ZEANZEBEEREZRAN 4571, BEIXIMW AW EREBRSES

remiTlER,, RAXEEREE ZHOHRRESEEUSNOE R

XA, FA—1TrafleEZRIFENEE0 -85,

TRUSTe

f 2 = E frib @5 TRUSTe R WRAINE, mEEREZRE. FH.

BEEMBRMIAGEROGNE.

HIPAA

P 8 =325 HIPAA WS LUK BEFPRIER, BFEERRR

ROEMMFEER, URPERERNBANZE,

MPAA

MERETEEBY NS (MPAA)KRESLEIESI,

PDPA

MERBIE=ZSIFE, BRETHMNEDAGERRIPER,

Trusted Cloud 2 &

fo] B =AY 0 R E EXF AL X M 88 R B HE5h 89 Trusted Cloud &2 R H 5%

Trusted Cloud B9IAIE,

EU Cloud Code of

Conduct

M E = /ENIEE =N (EU Cloud Code of Conduct) 898184 RF1X

=R, RIS E5HENRFE GDPR Article 40 EXXR TR =R S Y
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=N S, SHBHUERPENETEZRMEOSIE, UBERAMIIY GDPR
tlin s R HENMARESEREETNHNENSEER, HEZBAOTHENWTE

TEDSERGREFSKENYFERP, FAEMRRTUYHORRAREYH

=RSS

ey

nH., WEZYXBRSUETWUERE, AHEBNzE,TE

BB WO BRREERIP DA,

S1.LEEEM
R SRS AME I, B WA B SRR N . MW, SR %
RB(MERSEVEXLER, EOVKRPERI S ERESEEA L2 EBRRNSE, BYRSW

LU RE MERNEER,

PERLBEREEMERIAE . ERABNIXEZR . TWHIE S EIAI EETER
BRON (U ERSZ2HAINE) 2K, WEBFHSZFEHE 2016 FEEEHEI TR
FEERBRIR, AREWIX. XREREMRHBEEEREZ2TENTIERS.

BT IZBNELZ2FRHFIPHE, NIRRT ZHERSOENHE . shSHE . BRI
MIEHEDIIPBES), 7 2019 F 5 B%R 2.0 BAMREEIAME, AZEEZREBENER 2.0 IE
ARENIFN = ARSE .

NEREES=VFanEREaNEIRIN, BNTHEMAFUENIAR, BRELN . E5

Z2PIPENRIEEGMER, ERTRIGHBRE R, Hf, EUEZSRENLZEH

R E (https://www.aliyun.com/solution/security/compliance) o, —AEAZRER DK
LR HIEHIT. FUREL . HENEURZ2EBE T HREERENGED, 3—HHEY
MEMRKE SRS RENENESEAUENG, BE—IE, 2REEHLR, KKEER

PiIEE B UBRA, EBAPRE, BO00BIFRUT,
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32N AGBRREF

KELUK, WERERFENTRPENEFHNIMIAGR, RIEEFPYAERHETERY

PANERREMENMEZFIN, SIE, JERRINAEZR K S S I EWAENAER
RIPRENSE, FATSNEHNAGEREERR ., WERRE T EWHMNAEREIPEN,
ARMER . BPXARESDEFENL, B 7TREBERPEERE2EBRR, BEibl

BLE2RPEIZORAN, IBPPMAERRE T 2E0EBNR 20 E1RIPAE

P EmBY K ENENEEPAIBERNAGEBRIFPED/EREL2RIFE], FHERBERL
ISO 27017, PCIDSS. T =RBHRHRIPINLES ., WEREEZERMEZEZEARNDIAGR
RIPEBAR, RYXIMEZFNRHEARHNZFEESNMAGREIPENZN,

—SRANER RN EFANEIRELEENACTENH R/ RSPEDANERRIPRE

FEZHRANBRUTLUERNEZENEE, BEAEHLEMNEREEIEE WK

2, HARERBES AR B MEBIXER

W

(https://help.aliyun.com/document_detail/103075.html) , BEIRFAE X B ZERTT L

BIMERNTRERSE . EEASBESRETRE.

3.3.FZHE
FERKBHNFELEREEDE P EPEREBAEXNER.

EP—RIUBIWEZNTIERARRENOWEZEXNER. RHRESER, —BET
EPERENEX, NEZHRRNNNEFLHNENR, B, WESEERREZSBINEREN
B, BYRSEESEFPEXNRSRIEEELEPN, #—SEREPNIEZTRNE
RR" HRR, XMRETHSEROREMEDRDSHEREREELHAI, KM

B "BRE" OKBHGE,
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4. ] B = EIEHE

[PERNEPRESIKEE . SMEZTHXNTEIRED L, XAZLH% BGP MEIRS ML

WiE, SXOMAZRERFENIE T mieft S UAEMEMNZ I AEIERR, 2K
GSEHRAFT ARG R FR., RREEHAZZNEL IS, SEBIUNSERRZE,

ERIMERNEADEPIA DTGNS, SR, 2. JENHEEMIRIE,

MEZAEZREELRFL, BBESF2NIRX, 2R ISEE . BoBXEE, of

SIS O AZRM, PIAIEEMAAXOE ., BHIERE . RESE, =0, BKER, B2

D00 BB = BREAHE B (https: //m.aliyun.com/markets/aliyun/about/global) ,

b3 JHRXHE

EHESPN b 1 2
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5. IR =R

SEEEEETY
BPkPRS PSR APRe W EIES
BSHNE WSS KIE RESnl SHEIE BRI R
AP RS
R EEE
M HEREZS MAFESZS
KeEE AP SiERS A=t
. . SuEmmE senEE T
AP ERRe
HmER e PPTN Rtz =R
B
e \ . Zyane
parolE | ummme Ehme  mawme  zPERe | arog

FERRBETAERNG 7 MEENRZERMRE, RIMNDEESIINKFPZE (B
MipaEs) , UhzeERNzEE8R, HIRERMREE THPUANZFaNiRE
S, ERMER4EE D, GETNEREENZFEEERE, IMMEFPEANER RS, &

B2, NAZeMVELe2,

REENRERZE2RAE, REENES I RMEAPOXREE, BNcBEESMI

a

M

Bxrm, BRZEZE REXER. SrafExg e, B2 RaMEBREXED

i

2

o

5A.ZFE5RE
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[IERRERY
ArlsRe

BFPNAZRE

RP#RERE

WX TR THE

I 1597 24 HF B HD W 0 38

RAF&itEs
ZEaRE

ErERES THEE =tz Bk 3 GiEEES %6

ZFE  gEpeRe  EFRE ZME RERN A TRBE MEES T
w%?ﬁ P T
wiags  @gRe B4R NEHE TEHE HiEE

mERS HEBER ARER I4EEETT HHEHR MR

ZY¥ELE2PNEMERSE T HEREATFENRENREMZ 2, TEHEWIY
NZFEASSNSHRERFIURTFEL2EREENNEE, 2 VFENEEESNLZEE
BZE, EPHFABEERRA, S2EW, aYiELZe BHLeMEIWEZ2ER, P10
FEORENMNIUZZNEZASNESLZE2EFREN, Mo mZE2EIX—EE8Ta¥ak
BNTFmPAZEPRENZEENNZ2RE, BEPEot) (WEFPRS) BFraAsEiA
MRE, 8o (MEURME) RraiRieeINENEEEFPNABHERELE.,
511.98ZE

[IEZEXMAAXKSEEAAERFN,R2RPEX, HEHAMNARENG, BH
[ RTPER, [OE=EIEDOEIRHE GB 50174 ( BFEBHERIHHIE ) A 25 TIA942
(ZHRP OV BB EEMZEIRE) & T3+HRE, 88AEUA TESHELZSBRHIER,
5.1.1.1. YLBEER
KSRAE U % R 3

[ B ZHIR /O KRR R AR BAFNREEE R LI, ERESS U T RCRMIR TH;
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SRASHE, BHERE, JRPOXBEESERIKERSFHINEE, BEHARKNK
Ko 5 RS B9 AT E BR o
::yp

NREREZR WSS 724 /NNFEE T, WEZEREPOXANEHBEFERMUROBENR
Z, £ SRFEMNAKESHERNHEEN . BRRAEHE, =HHEURILEIFELAML
AR BIIREHTHE, RELE D OE—RITEAERFEIEITEET],
im ENEE

[ EZEEPOXBBEDFRREER NG, FDEEFTEFEE, —BX

A EEVRIXBMN Y, SENESXBARETREL .

511.2. ARERE
HEEE

E

P BB ZEIE P OMRA AR P OB HEARBEFIBIHORIE, —Ex4ARERNER,

RIRZENBRR, HEMARBRAWSEREZHALIRER L, LISLREBE, 250 EEHM
B R R BR AR, X H A B2 EREHHITEIR, BEUER OsEARESERER,

MR EHED ORBANEEE . WEXKE . ERTSKE, SN KEBERIN ISR
%, BEXERBEIENETAL, BEXHRAREHTYERS,
S EEMSHINE

WEEEAS— K S EENSMAIRAEER IKSEGEE, AREENETFER

= aRNES NI ERIET

BENEE

MEZETRITHFRMUNAR, BE&RIMIEMRESBERN, £7YRTEROERN
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OPR, RTRFELAFFTEBRIEPINREEFSHE VPN AR, E2FIHENR.

BEYELUREFRAFHIONR, 2XE . ERRFAEE . 2B B RURBXEPIEME,

]

PATIERL,
RENE
P BRI ARHTIRESE, B IEAREAME T R, BEM BRI S

HZEBPRREIT, SEFEEINAFEERRTSE

5.1.1.3. Z#HEI
5

FERHEDONES KERERBUERS, M tEBEREKEMmEE, BEml
8% 724 INIXGE, FIESSEN X SE RS KERE, BREACHER,
#it

BTN AR S RIENAE RSB R2NMT, FERETRAREEDR
HIMEREEPAZTTE, MERIRE (KSERAS) & (FUELLME) BE X HiENs

DUE X BN, ZIERT B2 ARIREH,

FIEZWEMER B/S M EERMSIFRGRRBIW E R BE S e HFAIC REUZERT,
FEASKXEEFRAEFE, MESEPHSFEXBEASXENEEEN, FREHEX

MM R3O

5.1.1.4. HEHE
RERB
MERRITNRESEGEAY (BERK. ®F. ZB. 4P, REUREHAREK) B

Z2EE, RENHOEFSTRAEEEEREE, FEHHTRERPNER., WE
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ZRMEFNRLEEZ2BRRE, LELRESEE, RESE BUEBEUREMN ERE S
BNEEOHRES . BHIIMTESSLUREROGE, BAKBIETERE , SEWSSERER
R, AEREELEE IR, SEMIERIR, siBUSEURGNIEE = IRIMER, LIRIRE
BEEEE,
ZRSEFRRELE

FIERELRIENRRSEFPRERSE, REBRTRSE PEIRESREEXNINE
KIBREREHER, FHEZHREREABESTWATE, FRBEBERTELIR, BREPH

FEABCRIERIF I,

PMEZEHEARREEZFPIFY, AMBUERLINEEPREAFNEERS. WERE
BEFHIEADETERRN, NSRS T Er-SuRR b AT EargmeE, Bilbs%EA

RMNEFR G NHE .

51.1.5. MERE

PIE R ETMESIRETWEHT T ZERE, NIFETMERNEE R B ML
FORSFENME RS, FHEREXIMERRSOTRS MWENETRSODEREHTE

PRE, BIIME ACL BRAIRES NS T E LRV L, [ E = KEUN & 26 38 5E 5 LE3F

:ID\

BRREMEEKI = FanENg, FhlEs FaIRiRS2aEHINEX,

E

PEREETWEDRIETE2Y, DAMNAE4EARREEBYEZ2YLHEA LMt
TEHEEE, B AREREZ2NFEAEKRSZEMATOLSHIVHTZARINE, B2

EASRENBEARET4BESFEEROINE N TEME,
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51.2. @R
51.21. BHEHZS

BHENH RS EZ2 RN 2EM, 1T REEHEHZE, WERX/KEREHEH
FATINE, EPeE@EEHELERE . SR GPU SEAI{RIP. BIOS E4i%s. BMC EfH{R
#o

o WHEMELTE: TERNEANEHEAERIENMRATHTEE, ©loEHNE
BEAEEMHER

® SMERE GPU SLAIRIP : BN HA AP EIME GPU XBSFRRF, BIRABFE

WHBR T TS st E 24N, TEEN GPU HEHRERFEFEEH R,

® BIOS EHIRE: HBIRR AN EZEZIIM BIOS BHA oI LAERISERTRSZE E, M

Bt 7%= BIOS B4R B
® BMC BRI BIREENEBIERS D, XX BMC EHHTIERNEERER S

51.2.2. MBit+E

b B =SB4 T LA Intel® Software Guard Extensions (Intel® SGX) ol{=HiTHEBEANE
B4 O ERTIER, ANEHENBEMOERTHRES, LB RHE YT — o EHRT
W, HMARIPEUEEE (F1a0, MBEER) . BATFNETENEEREETCERCH, mik
BETRESRY, RIAEMEERREETERTHREPIHENET, ANMmRERETES4NS

4R RIS
5.1.2.3. OJ{=itE&

P EREXRERS S LXB T AR EMMAOEDE, BYESNRIHRIERFEIE T

KENZE, URBINARENBNENESBHERNBNETZE.
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EA o EAXERS EXATETFT TPM2.0 NolEHERCR, 81 TPM 2.0 LUK VIPM
ARXSPPIEN . BN LR AR R E NI HTE S, FFEU O ERSN EEE R TIIE,
WEEHEMEEFET BIOS, Bootloader, BFRFERNZUMMBHAGRRNNASE , 22
DA RO LUBE KIS RN RS ol BRI, FEREEN R 2N EE (flan, =

MR ERER s SE%)

R ol E I XS B RAT T AER RS . XHRE . MERESTARTIER. 217, K
RETABZBNERE, SNBASTHEBINTSEEXREINNAITN, FRITEES

BETNEZERIERANNARE0E, 224 A\ R0 LUBIYRIELS R M AHTHIES

pali

MR FHRIRAE,

51.3. Bk Ee

BB AZR T ENEERRASE, BUHEENE, FREIML, NEEMURRES
HERETHLZEFREE. WESEULZERATREAEESBE . Z2ME . 2@, 4

TRES. HREETSFSLAENLZET D FRENEZEIMENZS,

51.31. HFRE

EMHWEEEPREPEIEXERNFR ., ETEHAEMMRARNEUNEERREZ Mt
ETRBOEIMNERFERHTRE, HPARNIEEZBRENNERRIR, AMERET
ETRPERERE., B, EUMEREARER T FHEEEMNEREE., BEAEPEEIT

B, B2z ez B8 -EG-HPRBEED,

[ERRBESHETZHUHERS, @FSMUESLORS, o B84 LUK BN A

RFIEWEFTER, KETELAMRSES MR ERBLURIPEE, RERF
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ETRAPEXRNREREFE., TERBPXRORBUAZEERRSE S EMULLL
FEFPREIVZBHNEE, XMPREEA Hypervisor BEEREM, WERFaEATIEN
WINE , KB P LB RS EEIMET T, B (D IR B e SR R m s U AT

WS, WIRAF RIS EEE REN D n W EENMEMR P RN R

o FHREE

TEATI BB EMRITN—88, MERBETEUNNITESEFES S, Xty
BESHENFETLURYY B, NMESSRESEF RS AEMMLE, Hypervisor
KA BIREXSNER LI /0 EIM, EILFE 1/0 BIFE =4 Hypervisor B3R

ShIE , RIE M R BEE 0D BA M IBH AT B, N SLHAE EIIERE= B

R

|
Bl

gl

o

o WERE

AT F ECS RN TAIER M &R, BRI IEED ) B EUMNE ., f
BEREHMEZETAMEME LN FREESENR, 8N EEREMUMNESIEEMD
NGRS, XPEESEHNTHREEPHONESRELIRARETE ECS EIWA
o),
5.1.3.2. K2NME
ZeNBEREBYSHEAFRBDEMNEERRFPOUENEKNTE., MERGEARES
FHNENINT ESFANELIWERREF (LLKYM AEMB Hypervisor) , FERITZ IR
HERIRBEHED=EE, ©ETRXEEENS LEMSENEEEN, B, NP> EIE=

2] Oday f®RHIZIE, WEREMKEERFEAZIMINAENERETIEM ZIRFIRF M8
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HSRYENER. BMmas, NEZEARENNENULERREF PR — L5 LiRE
TOREFURD SRR RLCEE, o, PRB R R EN B TAE— Mo EHRT S 2
BEREED DEG U ERTE AR S BN E#R, WERXABT —RIJEHERRKR
[EEMERNZE, B8 —EETEHIEEINLE SRR E XL F I T 6 S ARSI R R

BRI A

FZSN, FEBREN I ERREFMBEEN OS/RZPH T8 N2 MNE ., Flal,
XREIAME E R FENSSITITEH TN, FFELERZRITA P = E0E LU N2 /F 1R X
WEE, FEAGFBUBHIWETE, FHERZASIREI DTN NERIP I RELUB NN 7
i R HEE . WER ARSI AT RS R MW ERRFREEN 0S/mzH, X

Hop O FNEH XM R KB & =288,

5.1.3.3. FKiRieN

EMUEENAGSHERRINAEEMN LHRERE, HEZEERIEALE: B
TR L EFNEMNET SEP—PREBREMNERNDEEN L, RERAREL

F, LA B B AR89 8URE B SEME S IR B B AR TN REBO BRI T 9

EWERFat, WEZENEREFBIERASSEMNMBEEUN LERRFPH
RIWETEREVEN L, BEEMNTDEENRNE SOV EEININE, N, WER
£ Hypervisor EESX RN EET AT, xS Coredump XHLESSATIEE . X
Hypervisor JNZF 17 o] ZeACA3 B A7 SEaT A . XS B IANLE0 R A R EAOE B A VM Exit B E179
WITE . LUERNEENFEREHATTAMME T AN E TN R T S 7L R RS,

R RIS EAETF iR E S,

SRNEERREN, WEZSEMNLE LRSI EHEMTL, FFBENREEsH
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TRENEEERE, ENREERSTINT RES,
51.3.4. }pTHES

W E R BN TEATEINTREEREA, BT T RESEAGERRAEHLBYERFLE
ENRATERPERRS, NTIAZNEL IS,
5.1.3.5. HIEEFT

VENTEREE AL, AP IARESERNE, ERENHENNES GELRTE
T E T RER P HRRS,
51.4. R

MEZNBFPRETZSMHABN T M, HPEFETEXR 0 (W=RSE: ECS) | T
e (WSRAFME 0SS) |« ML~ m (MEEME VPC) | HUEEX M (W=HIEE RDS) |

KEERFS (MAHRIE MaxCompute) . BEFRNRDBUNEEN, BENEFSL

5.1.5. = & N3RS 42 F 17 0l 422 1l
51.51. B ER

FEREERR T, SS4 . SMD . AEKEEREBE P ERSHNERFHTKS £6
BHER. IERAPER "—A—KS" | "AAESE" BRUHTKSSEMER, ke—
BHE, FMEEZKSHTKSHMAE—NEREE, KSBDEEMBIEG, —BNMHE»
B, EENITENSELESE, HFERNSENETKSEE, MABKSE,
5.1.5.2. ZEERE

[PERBRE—A—KSEN, 8MNESEHEHBNEESE. MERPEP TABEEERE, &
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FERREFEBBKE. EREBROTNE, HAEBHENBLEAERS E—XEBEE, B

Y, MEAXIBKESHERER, —AEACER, HFIEBERELHNEERAE,
5.1.5.3. NRERE

MEZRFEIVSTECESENR, LBNR. A€, BP4A. SiIMAFPHETNRSE—
B, 8MNERPEINRERRFALTNRPE. EAMLIW, WEZATINRAERFN
[REAERE, BESIEEAXNK, RENREIIENACRENNBDEFY, FARESIOHEITA
FAEXOBBEMNG, STBI—ENEBREROINE, REVNENERENR, XYTER

P, REBHMERERS, DWNR, ITERBFP, R%GB350WENE,

51.6. 5L LiIEMIZE
51.6.1. ZFmEEE®AM (SPLC)

~IE@EeEeEH (Secure Product Lifecycle, @FRSPLC) EMER N I REETE
FNarReetnAE, ENERReRm AR BN TR LE GBS, SPLCAEFRBRMEH
%, AR WA EZ., NS M BEEEX, 801 KR8 ZEBNRe TN R

mZEMEREEHE T THS LE2RK, NMAEMBRES a2t EZ2N

N sger [ BEHPA W R
P LI — B ————— HEFK
A R

5

o oAk ARG B %
et ——— B —  — BT
A LR MR TFRATE

WMEEFR, BN rmReEsBR0 USRI, RERMER, 22 k. £2

MR B NAAM. NRINSAMER,
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FrrmIi IR, 222N mh —EREFELSHE . WSRE. BARESREI FRD
(NEERKRA) | KFIFMAEBE, FENERTm LaNER2ELERPHNE T~
o EH (REELEXK) . BN, ANBRLHEI TN Z2ERESZRETmI AR,

AR AR LT mA R P HIABENRENE,

£z

[
E]
=
R

R

BB, REZMEINE E—M B HE FRD M2 E R R EX a7
R 2 2 ZATHEFHR L R ORNER, FENEENTES, REXRBITEX T m P
B IHERPHET. BFPREHER. ORI EHSMEFAREE, FREEX T
NREBRT R, RERMITSEE (ZEEELESXK) MEPEETPHNLZ MRS R, —H55T

AN TZT R E (Z2EXK) .

EReHEANER, MFah B (ZE22XK) ErafAPeaTLeeRue e, LU m
HREXZEDENER, N TRIESTmRREFENF L, &hSHBENE, FahaEARN
B TEIN (Z22K) FELSI, FAREEXNFINEER (WAMBIIIE, BN

RikEF) SATNEHNRZETERN, A THEREZE N6 B2 ES.

Az2WRBZNE, Z2TRMSRE MmN (Z22K) EHTRE . &it, RS
WREEHUNZ2ER, AN REIRERTREEZNZENE ., FENRAINZED
BRERFTmETZ2BEMMNE.

FENREMHNER, RERIZ2ER, FABSIZEEMITIE, el B dmERMAR
FEZBIN LW, LB RETEemeEENEEiT,

AENRIBENE, ReENRBIEAS R FadElNZen#@, FBgiEReE (W0
ASRCZE) syEWBERE (MAEEHER. Z2BNF) SHLZ2RE. £RIVFEELSE A

X Z2mEFHTHRRITE, BELZEREBOESENEERR, NMmEE AR, MEIHR
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EHABNEELSRE, RENEZEAS. BSNTL,
5.1.6.2. =Rl

~Pellfizehs, T2EPEREEANFEESNNAMEN. NEFHE BTSN
THZ2SH, FERIZE2SMZE, BAZFERBURAINREHFTZELE, REE

BRI,

Z2EREIFESNASTHE . RESMRNMSERT="8%9, BSKWEZTEZRRFa
MBOENBE. NEEAK. LAEMTmm BSHTWE, oS AINHEFaMBEL
HETYEe., REOMRNSESMIETYED, B2 BRERRE, WHTHETLEN D
i, #EMTAXRLAINS KR, —BEXIEEZ23H, SENEZNINZ2REFE L
HTEERR, FHEIZHE, BE, BMHEBENEFHABNZENRA RESE B EHTIEL

[===]

B

5.1.6.3. ZFESMUKEZEN
FERESFANIES Y, BUARASREHINERMIERNE, BOME

BERHHANSERE (RRNE., RRRA. RIEE) , LASSSRE RO A

REZFAREBNTT, ENERAEEZLLBMEN . BRNAEHEKE, BRTES

BOREREN, TEVFaRhEBEER,
UEHRNSLHNTES, Ko Faz2IR:
® ZRINPHEIEREESBN
& =RIHNARERUEEEEEN

® RN EERFENERAER
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® IHINEZEKMULTHARE, FEAEBLEL EEMBA

51.6.4. ZEAZENRMN

=Y ENNRINNEE R BN TR SR ERNIFREMZES MM E NS
L&, = FENEBYHSWEMSEEOMONEFRAITENZESMH, FHHITEE, SN
LIREORZEFE ASRC RN PO BEREMNIFEFE . SEHAR=77 A4 INERE

CVERIBERMEE =D HEMERER

—BRAZESHNFE, NEZa#TENNZ2NRIGN ., NRBNHE—FREX

FROEINZESHNEIMHITHEER L. — B, WEZFEL2ARS

Mp
il
%l
=
iy

2
fig, FHERMESBHTLE ., BEEXSHREHANRENZ2SLMPWEE, FRIE
P ZE MR BEAEXT M) SLA BN EREXIRBENEEH KM L, Z2SHEPLENE
LEESHRZCERIAN, SHRER, MSEERMNHEFEIELER, BN, NaHELDR
REBIE LASERINRLZ2RRE-NEBNAR ., WERGIESEH AR NRE

FBRE—REZ2SHENET R MRRELE,

ATHRZENAMARIERABY, WEZAE T EIHERERBHXI P E R HITH
ES, ARZENRAWMRENENE. WEZEREMAEBEE =1 HNIHE=#HTE

EWE, RIEN B 22 lhiPARRNE 8N 22 N AR E Rt .

51.6.5. TEEE

EIMURRRZUHENEEREN, S EMMARNTEREEZ W SET, HERK
#& 1ISO/IEC 20000 27 7 e BENTEEERE, RELTEXSREHTEBEFRL D, BEZ
EXFE. NREHTEESLEE, PHTUEKENTELEROAEME, BINETELIRE

W EUHRFN TERSTE, RRRETEBE. HE. B, W, THEEERSNE,
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AF

HPH T TEEEREPEACIREK.

® TEHEMEKR: REFBKEL. LR, BUNHESXBT R,

® TENITHER: EBRETE LR, THIHN ., TEWENTELHEEENR, FEHE

SERENTZE, FELNE, TENEBEAMNTESREFFTLINE, BNHER

AN EZFMOEL A TR . EZNTERIFERVAEK,

® TEWUFHER: HHTERIE. KENERNTEERBANFEN, HEZZTE

183X

TEIRPNER, HEETEsvkERE TR, JEHTEMRENERERN

@a%&%\ o

52 AFEMZS

fIEREERN
APLERS
APNARS
APHERS

BAPEitRe
MERE VPC e | =N DDoSRA1H

i
=]
%
E 3
I
£
Al
=
£

WX TR T

BHERe REPERR  AEEN RREM RRES

RS AERM RS RREE OS/REGME  BENIH

ZEaRE

=~ ERPHENMZ2ENNERE2RNEENEZ2,. BRLENNELZE=T1H", &

AREANREZNITERFENEBHTERRONE T ENZ2MPNES. STz LBP*

i, Ex ENAMISEHREENEBE (BY LERRS) OBREMETTIHE (ENMMNE

72 ) MM RSHEMERS £, AP ENZ2N L8N Ve g2 I siBtE—+,
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—ENAFPHNT L EEWS 2R M T IRSRIE,

AR, AUHENNERIEZS, FHEERSTRPRREEEXREEN, TEREXNTHAF
HENERIPOHE, cERXTHEPAREZSET PHARR. B, EAFPNZ2ZRW TS,
AR HEz2ER, B "APKPZz2" Ml "APz2hENEE" . KRN AEZ2EEN
TEMAPMELDEERSE SN, Z2EEPNENNEEZ2RN ., KPZ2PYEH T

IREOINREERESE, BE—2ERTETER,

521.FEV %2
52.1.1. NE&K

PMEZBLPIUERZZ2POER (L) RS, BUEEN LZERERLE
/0 Agent (JRZ5TE Agent) , T minZ 2P/ 0, NAPREINOAERUNZ 2
BN, ENMPIARRNFEZEETREEFREN . WMIEFIDER (Webshell) . ENEET
Al GERFRETAMNREEMNESEZLN) | VARG RN AR E Ul & 2 Mk
SlENEE. B, cz2PORREEERFINABLZ S8, RaloEM0) 5/ ERE
FIERNABRZE, MIEREAZBENNEFBERET, UBRENZIAUEESES
H1RE.,
5.2.1.2. fEEN

ZZ2P OB (ZBL) REBEERHEXNERPR. 128 . DDoS A ERSHILEE=
#HEED . ARG ERLI = EXHHRIT AN SR EENIN S, BRSEImMEANS
MERSEFORERED, ROJUETERTADT, ZEEEREREPIRFEER, S
WEDNZH, ExmmSELNEN, SEM7TERIINERRSSIE. WEREHIENNRES

SSIEEFFNARAN, JLUBRRRSEEHANEMEMERE,
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52.1.3. ®EASE

PMEZBLPIUERZZ2POER (ZHT) RS, BUEEN LZEREERLE
b0 Agent (R&zLE8MY) , SUMNRisZ2P 0K, TAPREENNFER#ENZ28
1. ZRTETEERANBYERPEABNIEESIE, EBENEFP LIRS DR
MR THBENEENZ2EHETF., HIESXIFER Windows REGERIE . Linux ZHRIE |
Web-CMS iiE . NMAIFE, BRI E D REEREANTHNARENIRE, ARIGITR

MEI WL LRA DI ERREHORUMEERS .

5.2.1.4. OS F1&&ME

fTEE = BHTHY Aliyun Linux 2 0S E& & 7 &3 EPRrZE =75 Cyber Internet Security (CIS)

ZHLO3\IEE) OS Benchmark, B8P o] LUETE CIS Benchmark %4 &AL (Remediation)
BB 0S HiTLZLME, hoLldidEfE CIS Benchmark & SLE AN E M A
(Remediation Kit) kXt Aliyun Linux 2 OS #47Ea00E . CIS Benchmark S A4F00 & p A o]

LUBIZ CIS B 75 Wik % #3KER

BHRETRSSE ECS BAUMNMIHEITHRNER, —REFBRIERFA RN, 8
= ECS PO UEARGRIEIN ECS LAIMER ECS THNRRE ., WEZERALER
(32#F Linux A1 Windows BIZ/NEITHRAR, B3R E =BT Aliyun Linux 2 fiK) Ze3F
ZERRGEMRZLRE, FRFIESE, MAREINZ2RGE=187, FEZREX
BERAHBEBRIERZRHUR=ATHERENOINEN, UBRAENERAHRESER
BEE—WREIEE, HEMENEZAREEMBERSINRND (BRI LAESERADE)

ZRZEPO Agent T LURIEE PAESLPETE - BB 22 RE,
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5.2.1.5. BHLiE#¥

TIRSAEEBARE TN (AU RS ROMIERSER) L, BENJERMEERSEBY

RESEHE, ZmlE=RESFMENREENXERRBN, ZAEHNRPETE, LR

ST RE FENBENL, IRESAIESET, REMBNSTRE.
5.22. ZRBLRe
5.2.21. B2V EIE

FaRS AKRBHRETRWERBENZ2R=ME, BERAETHERZ LA

M

W, RETAE%8 Docker HBAZZM, 81 22ERMER=NAL, IRF. WE. 10F
ST ERNEE, APUUETXEER, £ LEFNRERFNZSEFZ2RE

5.2.2.2. N

FERERRESUNCEIBETEREPONABRN, YHEReP OB LRSS
RIERER Web-CMS BERMAIEE . Webshel RS . =55, WESETH. 8
syt WRER AR, MG R0IAL

5.2.2.3. BEEAM

FET Linux BP0 EMRER, WERSRERRSEEREM T HRELZ2PRENIEE

Ril3
=

AN LA S HEABBHREXNEN (VE Z2REER, BNEEBENER T=OAFIE

HIRBEERL,
5.2.24. REBEZ

FEREHSEMREIHRMNE AK LEHELIRRERLE2HANNERER. £
PEGELNHFIENARK, SsEAEUUENREFRAIREPHTEENDNREHITE

2, AEAEHENRENTELIIE, BeHATRIE, IJURRKEEIRIENREEMN
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MEMEBRIED, NTINESRFBIHE TRNT R, [50th] LURE s S
T H— S R e SRRE,

5.2.3. MELRE

5.2.3.1. VPC

fIE=BEB ML (Virtual Private Cloud, &% VPC) oJLAZFEEIAFPEFRBERE A, LI

C-

HEEERENRES, AETMHEPRHTKRYBENEZEMEINE, ARE VPC ZBREBMLESE

Z2MREE, ReEBIXIIREH 1P (BIEAM IPFNATIP) Bk, 7£ VPCRES, BPILIBEX
P #UEBRE. WER . BEFRMMXE, W, BPoLUBY VPN X, 8 REENELTL. &
BEEA R X ERS B AR P/ OM= £ VPC T8, toJLUBI =b W ST R RS BB

MM —MREBER OMERE, SSTNBHHEER LM EER 08T &,

5.2.3.2. A

AR ERRHPILA R EIMCH K, BERSRNMEEITIRINE, BT
ErimosS ECS L (EBREREST, S INERER) INReE, 242 1EE
LHndH, XPoAZHEB—MEE (Region) NABHEEBZ2RIFFIFEEETHSLIIA
P, EAZ2ANRERELNZSETRSHONENNEY, EREBNNEZLZ2RBEFER,

BFERRISMELLH,

ENLAELPEF—N22A, A—22ARNLHZ AMEEE, FRZSANLHZ
BEARMRE, SEZLATUBTRLEANERANZ2A ANER, BoURed
REHREE 2 BB,

5.2.3.3. =HNIE

ERRENTHAER U RERAKERNE T Saas XE, oG —EEEEW
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SR IL@IB R RS S WS Z BRI RAOMEERE., SRRANER LHRRES, A
PRAEFZEEHEEEMNILR, BDREEERTmE. VPC ZE ., D E RN 2 BT

212, BIRMOE, APYUNEILEMARARILENMEREFH TN, FHFF

A
i

il

=
R

2MRE (EEMIHORE, Z24EBREF) UMW, HZFRFXNEFNINKIT NIRRT,

ERENITEN £, ZNERHEENSEMERNEEEERRS, SFEA LM IP ik
B, BETEE00EES, MET VWCHEREEERNEZS IDCEEZEBHEREER.

=KERREMN T &R T ANEIRN (IPS) THREMENMEIRAES), FF> s ABRM DT, [
B, =PSRN ERERZ2SUHASHFEDNRE, BAMRT 6 MRNZ2SHHEEM ML

Vi b% ER R IERE N WM ZEAMER 2.0 PIEKXEXK,

5.2.3.4. DDoS Bl

P E =5 B EH & H DDOS PP ARG RIPAIBEIED L, 35HhiPE232 DDoS K,
FHET Al FBERTIP SI XN W T A TR R B A B S0 INE B IP N, RIEMZZEIREE. &
Y, WEZH DDoS BiiP ARG >oF R ek, LHEEXRMBIPER. FEZE DDoS B
PESG, MUBEESXRFEPNR LS, CUXHR TEWVEPERFEZALREEN R
MEBXRPLORR, E5 AIEERIPSIE, BIEREAEHN LN ARSW P

£ Web WA ERIFFERE ISP
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5.3.AF4fERE

fIERRE5M
RPAEES

RFPRRZE

A
=
z
2
%
="
il
i
B

RP#Eze

HEBGREF BiESE BRI SUERHE  MERRENE BESTA

WX TR T E

2SEBEME fEwmE  ZEmE EHEE (SGX) MERE SSLEBRS

BiEE EEHSM  His®E - BERE

RP&Eiize

ZTEaRR

BAPNz EHELRe, REAPHNESS, PR LZ2BRENN—MREZEREI. B
E2015F7 8, NEZHARETPERERSHED "SHRFRPE" | FEATFENSH
W BOAESHETFE LRNALRE. 259, BUF. £=VWENEE, IENRENETER, =it
BFYaNMPRXELERIFEA. FanB8xE NS, SEPREEMIENNEE. T8

MEAIO] R,

HFEZ2NEX, JLABRZE2ER=2% "CA" RMFFE, RIVLEME (Confidentiality) |
FTEM (Integrity) FoJAE (Availability) . PIRMEEIEZRIPEGER TLUREAE (SUFES
§) BPoipin), EESSNFREFLIRGDIOES, ZURMME, SUEINENEZHEEEF
B, TEESREREGSEN (WHHEY) AP BENEE, 2@ DRGSR, [
AHEERNEME P O LB IR EARRIEA PEEN TR, RN AEEERINAE
= EMRRBAN L2/, BXREN, UEE, URT EEMAXARSR (FREAS. WEBEKE,

SHBIENHANRRREYGISE) NESTERE, WEROIEREEDEEHENBFH
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IFAUEHTE, IBRMABRRP . %12 2.0 LUk GDPR SAMER,

5.3.1. ZUR{RHF
5.3.1.1. BIEHD A

= B, BNNZZEE 8 SHRN L, M XL EHETOERNRP 280, 0
NBEHHE D LYo X HEPTERRIP NEUREHRR 5 2SRRIV e A RS E8E)
B, FESEXNE—L2HHEFHEER, WPARIEESF (Personal Identifiable
Information, &R PII) , #HTRIVFRN , HIESEHE L 2HTEREPHNERER, RIE
BPOERTE. T INZ2ENR, WEEHITHESR, NMAZIBHMEHREST, e

AT S ERIPEIER

fo] 8 = BUBUR IR (RIP (Sensitive Data Discovery and Protection, f&#% SDDP) Faa, o
LI AP = R #HT RIM DX 5% INee, SDOP o &BEl= FRAFPENE, BaRmfsN
BRCCEWBFTIB LA/ E/ZR/ P X RIFE R/ I REAR RN ERER . B XRE
AW AEEEIRBEEE, BERNZINERNEREIRE, I35 RIEAF B S SN
ITEREIEB TN, SDDP RI|BEREIRRANER, JLIN = EHIREETWSHEHDELURE
THREENSER, DMHEERBEHRSEDRERES ERRPX AP EIESSIE X BRP

L 6

5.3.1.2. #iEREL
EENMAHEBREIES, ARIPEIRER, BPAAEERERRNSSSMEXE
BRI REE NEE ., B0, AR B AR RN A E DA OISR T,

SEFFEEHITIRE, FRTUR, Fi, o, =S8RBT HZP,

P E R BIEURERRIP &, 224 Hash, & EZE . B, %R TS 7R 30 7P
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RNERFEEZHB I IFE2 P BEXRBEENEBENRESH, BRRERIEELTHEN
THRMBSRFEE, REFREEEFENSM, BEREENEIMEMNIRANE. AP ULUE

PR, BME. e AREEIETMWS

5.3.1.3. HEHHEE

RPEEOEE, 2RI R FINRIZ 6 5o 8 A SR A P i = el e
H. MRBEHUEHIREE, BEFELINN = LEERERmnfRNENER., ME
ZHBREIRERIP T msT "R, AL NR" Z2XPFEES, XFAEEREKRSNE
BRESIEAT, M2 REREMIRGE—F18 ., SDDP RS LN = ERRERARF & Re RELERIIHN

FENRRE. NRERREHITEE.

HX, BE2NAPEREORENRFIRE2ENERNRNEEN, KIYRIMEEEAT
JRERI R E1T 9. SDDP RS EEFNHEREIRPHREBRHTEIAER, SCHEERLHE
BHSER, BREGESH/AREEDEINER. RIEAEREDNT, BRI ATRFSNA
EOBA. ETM=SRZIMNAEEESNED, SINREASREERE . SERIFPTE0NR

BT ARITIRIREE,

&ia, ERNEIREESER, SDDP RESIFX R ESMHHET N MR LRI AT ,
Hop, SHEITFEPAESXETESH, FEIEREFOMRARRTEERTAEL,
SRR P REE YN, N AMBIRTT D ITRER B8, SDDP fRS3sSHP S HIRBELE,

F IR ERBDEIRI R F I HRE, AMESERERNEEN BEER,

5.3.1.4. HIRTEM

EHREEDIEEER, WEZNZmmiglt 7 2% BEERKRINEE, TSI EN
RPEIRHT R REMERE, USRI EANEE ISR SRR, A, IR7F
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& 0SS RS ZIFXEf AT, &M object JR[EIE CRCH4 12, BPEE i o] LM A ITER
CRCO4 BT, MNMEMEIRREMHNIE, BN, £EEFENEESENNHIRKIEE S

1A%, AREIXEIRHTHRLE (TR MERIRIRIF

HENTEECEINERFHRRRINESEERE, BREESLAP K 22150

=,
5.3.1.5. $IEETH

ERERDHIFE, RS BINFZEIRA B BFREADNRE L, FEESD
HERBEEZ M EIA, DhFEEANMBIRS THREN RN, R THENZ 2. B,
PMEZN=Tm, BETmaPSHAPLSER, sAEPRHZEIA. ZREH . WERT
% . 391 DDoS RS ZERP, RIEBFPAEEREUEFHNS A, S0, XIREFMHE 0SS
RSIBERBMEIR TR, TLIAEPEIEE 3 MMEUAK (AZ) #17EH, NMRIE 12

9 (99.9999999999% ) BIEIES T ANMERM 99.95%H 5 0] L.

5.3.2. DRI

[ EZXTFHIEL2RM 7T 2uBNNE R e, 8 & RENNE (Encryption in Transit) .
FHENDE (Encryption atRest) , LURIRMEAETAEI E T Intel® Software Guard Extensions
(Intel®SGX) BB MBTERE, R, ERRMETEFBAENENBNERSH SSLIE

BIRS, MAEPREAENZENERRDR.

5.3.2.1. {E@N%

FRMERER T mNALPE (S3FEBM ) BIRRMET SSL/TLS MECRIRIERIE

ERNTZe. P, BRPURBINERZFIGRFE, WESRFIaSER HTTPS HITHIES
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B, IENMERFTREAEFIRMET R/ HTTPS B APFER, FHIRMEESIX 256 (1ZHNE

WINERE, WESREIENEEZRENR,

B 2 = B9 MO 5 7 R B AR B I SRS A9 M5 TN 8. VPN X (VPN Gateway) BRSS, oli@d
EEFEEINZIBERE B A IDC M E = VPC L o] S f9EER R, VPN WK oJ 217 IPsec-
VPN, A IDC MM = £ VPC &R ; 011 SSL-VPN, KA E Pimimi2 & A VPC,
[ B SRR B A M E (Smart Access Gateway, @R SAG) RS, MA@ EaE
BEAMXIMFENEEAN, FEEEIREPEIEA IKE M IPsec MBS EmEIRHTINE,
RIEFELZ S, FIEZ VPN MXHE e AR X PLe A\ R EE A X BEREM N ZH AR

%5, NRMEIAE Internet &L

5.3.2.2. M=

MERRERTREREENEZRNER,, TR —EHNEZHEERS (Key
Management Service, (&R KMS) HTRHPERE., WEZHNGFHEINERME 256 MEHNFME

INEIRE (AES256) |, % EEVREURHIMNEFRET K,

AEF@mETUSESNEL, TR, EEENBENEKRITEEARR, BXEMS, F#EMN
BHBPERZELDAME, FFEIEFNE DTG SIS EIRHNE ErnERPER
£5 (Customer Master Key, &#R CMK) , 5 —E NEIRESS (Data Encryption Key, {&FR DEK)
Hoh CMK 79 DEK AT E2RAEFRY, DEK NESHIEMTINBZRIENRP . TEEE
BEMEN, 2 RaBEURREEN (B KMS FH CMK 112) ZHIES AN E, 55X

(D mEFHEER LA DEK IR ) —BE A AKAEEREN T, MBEN, E3E$
B “EE BRAERS EEUERP N ESGNEEE SRTe A — “E8" (Envolop) 9.
AEBINIELIEN, SEERNEX O —EHEEN, FATHRERTHE. REEEESTN

WHRR e, BN EURA BRI E R EEY,
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EEHMENG P, EPEESR (MK ZER KMS ZHNZHSEEMRENRP, X
IR IEEAYDIE 22 212 H) LA LERE RN E0A 10, [ B fIE R EEEMIRERS (NIST) 800-
57 PHIEW, FER T HEEMENRG B EEMEIIZ N (Hardware Security Module, 18
FRHSM) . AEMEEINEIRS, (MK BBXMARE KMS FEE K HSM ZSN#ITI7EFE
. KMS X5 ERTE, BYRHFEBEER (Software Cryptographic Module) X&43
EATRIP . KMS BUMNERAHZBER, RIPEERHRIBX AT BT EBERTNA
F, NEeEBEHARARMNBTAFS, B8, HIEEPR DEK BXRER P EAKARS LA

FRERREENBANGFEPER, KAz INFREEERKAN R L.

ST mBEENEN S EREEL T RSB HREANEEFLN, BAME, 3
APE—MEE - RERE— M= miRSHEREMNENEN, ZRSAGE VB EER
BERS (KMS) hERBEEHNER— TN ZRSERVAFPERS ((MK) . XEH
MFARSEREREEGEBREEA RSN, BRRNNBR I UEEREERSEN G

EESEIZAPEZR, BAREMK.

EFENEDES, WERDELS N RXHHEPEnRPNe, S8EXSRPE LEN
CMK (Bring Your Own Key, f&#r BYOK, ¥R Customer Supplied Key) st~ H SFE KMS &
ERBAPERSE (CMK) FEATRENEIBETING, FARFEFPX (MK 4G FiR T2
ZEE . FERANE, AP EEN (MK RRPINET, /7m0 82 A P RER (81T RAM)
7ol LME B E NSRS TR RE ., AP Bo LN BUBEX R H CMK 821, R E) &R

BRI,
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EZFERHIBAERRSE: ZISEBYOKHEEHSM

LeHE

BiAME

BYOK* — L{E®E o

M )
%) HiEmaer W suEREREY

o =k . -
| B T EEdEER
APEEENAREE, EOAABETAREN | m— | S—
Y - temne

BER, A TRANGRERE, EARE BT, ILEFNRE, EEaaER "BRBIEEE"
Xz EAAFP B EEE KMS (BYOK) Zi T KMS BAERM B CMK /B8 =24 T ME N2
BThEE,

HERERBARNE @3S EREFENENE (BErRis2NmadNET )

® RIFfE EBS: SUFEMNANEMERNREFMERE (AI=E) NEUEEENE, BERREF
BHEIREEDMARATNEFR, X EARSERNABF BEER (BYOK) 1F

AEBPHITEIENE

® XRTFfE 0SS: RS IHAMEPinNFMEIIEEES ., ERFSHNNES, XFHFERR
FSEAMBFBEERS (BYOK) EAEREHTHENR . AEPHNNES, &
FREFESERAHTMNE, BXFERAAFS KMS ANTREHRITEPRNINE,

® RDS HIEEMEIEME . RDS BIFEENZMNRABILEBNME (Transparent Data

Encryption, {&#% TDE ) Sl = =2 SERIIN G, SZHHE A RS2 HEF A P BiE2 498 (BYOK)

TEAEZBHITHIRNE
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® XiFME OTS: X ERRSEATAF BEERS (BYOK) fEAERFAHTHEIRMNE,
® UHTFEME NAS: HEERRSEHEIENETZHFITEIRNE.
® MaxCompute KEETE . THRHEARSBHEIE N ERAHTEENE,

WBEZ Mt T FREINENRE, SFEFEARSERNAS BE&A (BYOK) 1F

NEBFHTEENE, ERBERBEESILEZTREMEE (www.aliyun.com) .

5.3.2.3. IN&Eit+E

b B =SB4 T LA Intel® Software Guard Extensions (Intel® SGX) ol{=HiTHBEANE
B ERTHR, BPULBYRGEZI— NI ERTHERE, HRIPERETE (NMNEE
2. WPRIEERSE) . BEIHNEITEENIN ECS 4, (MEiil) , BPILUBY e
CREXFUEHIITIERARNRBERERIFAFBCHEE, BRAEABPREHNREAUEITE
O ERTHERNAR T LIS RMERER P XREE, BIMEMETERK, WEZNA

PEARERTSINE PIRME T BRALHIEMNE R EE

5.3.2.4. INZBRS

EBHR, NEZNEPRENERS, BIERERPERLERTNEEREMIAIE
HEHERN, BRNEFPHRAREZENENEEGMER, ®RIPS EWVSHEIONESE. &

BINERSS, &P UL INZ 2 RH 2= RINE T IR RE,

5.3.2.5. SSLiFPIRSE

IFBARSS (Alibaba Cloud Certificates Service) |, olAE = LS K S = H41E CAIEBMA
HUEHY SSLAES, LML HTTPS 46, ML TIE, ik, BhEX. Bklr, FN= LIER
HiTm—4mBARER, GUWIERISE, #EoAkZECHWERN R (83F (DN, SCDN,

DCDN ] SLB &£ 8R%%) .
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5.3.3.%RFEE

ZHHEIEARSS (KeyManagementService, &FR KMS) 22— T2 HHBEERS, 12
HBPENZLAE. BHRESEANE, AERPERESLEIE, INYFEMERE
—HERNAF AN TREENEPEIEHTIRRP ., KMS NLZ20SNRHEEINER

S RN A EE RIS
5.3.3.1. FE& HSM

AXZFERPIEERAT KMS IREZIER 24N, FIERH KMS REXFTHFERBIT
BB AL 2EER (Hardware Security Module, &R HSM) Z g, FH oA HSM #1720z

ENZ2EEFNE, NAPHNIERREESERNRF,

BPOULRERTEEEHLZ 2R (HSM) o, R BEAILE RRIPEE B E R
BIARBEH HSM 2R, BPER HSM 2 TeE N, BEcENdRERcR4RE
HSM &, NMRIE T B P ZRHIMEE HSM FBEZH LUR AP NS Z2MaflFE XK,

FENET KMS REZFEIREN, WAMB/DBFPHEEFE,

5.3.3.2. Bi&EH
ENEFERTUERPH KMS RS PHALEE— BN "BRESE" |, HILEE
RIS A TSR 8, BT E A RIB A KMS MRS SR I/T N TS M S,
BE, BASFRESHRSHPTLENE P FESERVERRPEH, BEYTFEHH
REBS, FUMAEE—LHPEROER, ANTEEEESEXBNESEE. TER

Bt RIPERINNARGERSF,

Fi, PO LUBS A SR/ mPiEFEE @ HER P EZE(CMK) Fl KMS &,

FEEEEBNRERNLGEE, BY RAM IENE, BREHBI BT = miEEINE
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Z2AKH [~ FF]

88, HEERPEZNLZ2EEN:
o FPRUUERNERAES, RHarrmlEEaiElee
o FBroURESRMNER, BHl=rmmlReEaiEae
® M OJLUBIIIE KMS h& ANBH 24 (Customer Supplied Key, B BYOK) , #H—4
RPN B E R N MRS = m B EUR MR RES
IR, YERABSRREN LARLENN, BRKE, APRFEFZNE RS HNRE,

BEFRRELR LR,

5.3.3.3. BARE

KMS T BENRASIRE, ANESRANEN L, THBIRENAIYBIE
MHT AR, BN AP B TR AR NS RRAME B RS, T2
IRANR BE BRI PR, MRS R B B 2RI SR I

EREEFST, BOATHNEREETENS, ATEESETEERRATENEY
BB 0 S A B B SR

BPEIUEBENRERBZIN, SR ENTEE, —RNEZXRFHHLEEHIOMRA.
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5.4 AFNARE

FIERT 2N
APlERe

BFNAZs
HRARP WAF

ERARERE ACMEEINE

H> ¥t R T3

ERFRERE RREEE RA3EE et ZEINE

H
F
523
£
i
Z
Ml
i=
=

RP#ERe

HP&izs
TEERE
APENER EHENNABTESIZENZ2RP. ANAZ2ER, WEZAAP

RETNANREZE2, NAEREZ2NMNABESRIPI=THENZ LI,

541.NHARERZS
5.4.1.1. iEREAM

MERREAERSENEPESANRETNEEEENAHIE, JEBAFEA
WEMIEFIRELE T, T2 ENENUREEESN RSN ENE, R L5
Mz ENAWRNZ2E, B, SNEENNERSEATIVEIXREERS . IEHK
ZaRmEHTIEE, FREBERN, FULRRZ2ERPHEHFERIENFRDEERS.
541.2. KBEE

= AP, TERE TEEARKNANAF, ELEABNZ2RIPRETRIPIE

280 . NERNZIURSREM T ERRABRSEASE Git Z, FHRME T REERPRIREILE

BTN REIRINGE, D LIEE SR AF B OERE Git F/4E LRINR .. SR PAESE Git
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/2 £ Master s Owner BEMXIRE, A 0] LIEEMMESGZ Git F/HBEAA REIRIE, X E

A REOBIRF TENEE, FNARNMIRERN.

5.4.1.3. fCEBE T

ErrmZe4anEH (SPLC) , MERNZE2ERESZT MAT RPE= 1 B
THAEREN 2, AMmRENEZEHEBPO RN Z2RE. WESBSFE AR
BN =R PR EE TRE2ml, AMmEREEZENR., B, FEREIENEW
APYEELHNAHTEARNEZ2RN, SKELRHNNAAFERERE, BINA

PARSHSHZ 2@,

] B =IBMAILE RS, AHHEHPRERABPHNRSMERES, DIFFHEIX
35| AN 2R IFIREAIDEITEBNEN, EiryiEd, B ATHNESWITEREES
B AT, it java. PHP. ASP. ASPX. JSP. Python &R, HEEEZ B E IR

SHNEERNEERS . ARSHNEZINENSFKIHRHE T ARS.

541.4. Z2NE

BB S BIEHAA P OB SR TR NERS. EHREEPBNERNERT, B2
BRAELHOUSRERSE L, RERALHETBERNREER, WEIMSRMENET
LHMOELMBENEEFR, RINEIRESENSHEERINZLRD., RS RAE
FNEMAIE LRI E RS,
542.MARKERS
5.4.2.1. ACM & nZ

NATLEEIE (Application Configuration Management, f&#R ACM) , BIE R EE NI

BcE$/0 Diamond, IMEAFA Nacos HIECE P/ ORERAR, ACM R ED MV INZ P
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R AR B TEPBEMAEXN R, FIA ACM, BPOJLUERMERSS . DevOps. A EED
= MEABRREEEENTFE, FEREEEENRSEN. A THREREE (FUER.
Token, AP%& . BE%) Nza2t, BEAFPREIEENXK, ACMRBHT IZMNEREND

B8, ACM RHHECEME EEFE:
® KMS & BMERNZ AT 6KB, BEERNBTHBPXEESEWE KMS K5,

® KMSAES-128 MN&: BEERAOLIBIT 6 KB, IV AT 10KB, S A A#813 100KB,

BEEANTHBXIREARERE KMS 25, Z2EES,

5.4.3. N F{R$F
5.4.3.1. WAF

fo] BB =324 Web Mz B KIS (Web Application Firewall, B#R WAF) RS, ET =& 4K
RN R &R, @IIFHM SOLSEA . XSS BuhMA . B0 Web BRER=FEHRE . KB F
£ IR OVEEI 9% OWASP #11 web &, 1ITE82ERE50), 86 /L& Fr4uEst

B, RENENENZ2ES B,

BE—RHNZ, Web NAMIIEHKIERN E @ K BMEIRLGIERES, BRI
ALREZITE, AREERRENENBEULES TREER, B, JUETAPWEHDR
FHRBWEN KL ITREN LB S BB K., Web NA L XERRH BN IRENE/S

IR AN E 2 T & FTRINABE.
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55. 8P IS&e
MERR RN
L Arissa
YERE XUEEIR A1 e X CEHR TR IE
ot il AERE

SR EE SEAINE

WM TR T H

RAFNARE

A
}':l
ES
ES
b
=
il
iz
2

RP#EZze

RPEtize

ZFaR:

SRPHNACENREFETTRNERYE LE, ¥TAPNABLYSES, WERBIE
MTENENLZ2EN, EUSZ2ER, WEZNAPRETSHAME. RS X

ER=1EENZ2INEE,

5.5.1. B3 583iE
5.5.1.1. SEAIAIE

B R A P ESEHIIE (STANE) RS, LR AP NESSRNE L RIS
SO B BOELE . BRI . AR EEYIABIRA Y OCR RBEAREHTHERA
BT SBERRIRS . STANERSEEEELY . TELNEALSINIRS, BFEEE
1 SDK LB M BAERE THARWELRS. SOANERIETR O REFFEEREL, R
ENSHIES, SRASERHTRELY, BEBERAMAA, STANERS BN

BEPEARINEE —RERSMHIENERHETIAE,
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5.5.2. N340
5.5.21. AL

MEZABPRHEREZ2RS. ETREFIRALNEBEESFHNESLETE, W

Sr2RSEMAER . WM, XFEZEANNEXNREERMRS, MIUBEBHAPRES

l

Iff

B PBESNNG, BRI EE, BEFRPRRER, MERERXEERBEALSEZ

A, RERERSETENEZL LIHEMAIERE)), BB MEISLH BB EIRA,

5.5.3. kX1
5.5.3.1. KRB

P B = AAPRENEIRAI RS . XEIRPIRSET AR . NBFIEE. RAHES
BEEEHISNERESTE, NEPEMM APl RS, BRESI BT AN — I & N IZHm R
BR, THERAPWE=PERPER. 22758, X5 . EREZEXR VS PEIGIOEFD
A, KRR ARSIR AL API BRSS, B IREXIZRSIE AP ER MM SHSEHERE,

W RHEERNRR, FENFITEEESHRIRMRSSIEE,

MR B ARSERA LMIER B =4 EXEHRITE RS, o LAY PB 45l iz B AR 2
BT, MR SLE MRS RIHR N IR B RA0RES] . BIIXA server-client 23, %
2ERBIR NG ERETRERNEE, INHSHIEXTNTSIE, STM—LBES
AT, BRLIELE NI, XEIRADAENR T 2R —H577m (zmim. MaxCompute. Log

Service, 0SS, RDS, Redis %) , SLINZEAMZENHEIA.,

55.3.2. [EEXKEEE

A= EWSe, BIEESRR (Bot) o LA R A RINLEE B s TEX P WL

HWVSEN, EERPHREERSHE., BREF. TREE. ROEORR . BIERRS
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%, FEHER X EERSIEART Web WTis/H5 TUE/APP/API £ H 4B, F@Ed=
BENENBRME S TEREWHHNIRRINLA, BNLTEXIBFPRSIHAE, BT
CNAME B9 IBI D] TEBARRN L EERS, e ERRRASEIPBIEHHN . 1TIE,

E‘%’HJ—_E % E/] /)|L§l\&@éﬁ\/ﬁﬁ£HE%%§ , }Aﬁ'ﬁﬁﬁﬁlﬂﬁﬁﬁﬂ%%%%? E/)wg 5 | EE@%@E/E@ N

1]]

WS EFER 2 BB,

5.5.3.3. EXRE

HY = Emls, MERRETHWE (GameShield) RS, AR M ERHTH
AT EXSE) DDOS W #EHBIEI N ML 2R %, M DDoS Sk, FRT REFK
meE DDoS Wi (T Fal) HITBEMEs, RAESAEAERIEN T ASEERN TCP il RE
RS (L4-CCIE) BEEN, BiPmAEl. MRBLHF,

5.6.AFKKF &2

Oy e 2 A

BAE  K®E  AK/STS  MFA  sso @AR

BEER RaM RBPNERE

- _ - Resource
KSEE @EEIKS RAMAF/ASR Directary

BIEEIT  ActionTrail g2 HF8ERe .

NAEE JNESHRS

i
}"_'l
%
2
i
£
#
=
2

RFEfZS

TEERE

EERNE L2t BPNKFPZ2ERFREN— 1M E24E. = LAFY

KPR Z2TFE2RIIERNHE, 8FSHIAE (Authentication) . 35 1a#24X (Authorization) .
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KSEHE (Account) | BAEE T (Audit) FINFAERE (Application) , BIkPZedf SA &
=, FEEIRNR, £ RSP, FERE RS ="m (2 RAM iz ) LFREM T
SAPHZNEEREN, BT AEEENEBNENERFATFEREL AP N AB4EERNIKS

8871, RILEARE P S5A 4EEHTH BB YN L 28RN A, ST miItExee

FHEBRENAARPEXOETREA,

5.6.1. BPIAILE

SEMNEREBIRIEERINERPHNEXLSRD., BEEREEIEREBIIHEE
(Access Key, @R AK) FFITINE, BER, BFEMAENEIEEENTEPRAZWE

ER, BRPURZERIPEFSNEIEERNZ

5.6.1.1. IKSZHEIAE

BPULEARERKS (BIEKS) StE=IKS T RAM BPNEBERWERES a7
B ERIFHTERE, WEZNKSEBIE. BRLZENEREHNE=R—EE, =kS
TFAF (RAM BF) B9BBRENoLIBEEFECRE, NEBFFAEMT. ERERXK
M. BINREEPERE, 1, BPYLUEY RAM =H58 RAM AP SIZRIB R, LUR

BN FRPEMEAERLENREBNAMESEARKFPORZEME,

5.6.1.2. Access Key (AK) iAiE

oI EE =B Access Key (AK) 2B FPIEB=RS APIRNEMEIE, BFAERFEY APIEE
IR REREWE P SMETINE, AP EIHESETERENL, A2EAHSEAE. fERTE
FRIVERZTRS APl, mMEERTEREHE

Access Key B3E15 101248 ID (AKID) FIAZHA 0248 (AK Secret) . AKID BFFRIRAF,

i AK Secret FBREIEAR P BMEEE, BRPEEARRNSEA AKID, FHER AK Secret
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SIERKETEE (HMAC-SHAT 8%) . AP JUEREEZBFP SO RAM ZHI 53R EIE
AccessKey, BIROIE. KR BURAMIEREIE . AccessKey 2o UKIBEMLT AP B ER,

NP AEFERNEEEX Access Key BB HEIM 0,

BER, BTEINRSSINEENREER, = LREZE2XRPARMUAP NERK

= (BIEKS) € AKEZIE, MEWAAETEN RAM BPEBEIZE AK ZIE,

5.6.1.3. STS AIE

fi] B8 = Security Token Service (STS) 2 RAM AP, MERRS . BHIEHBESETL
PRI EIL R RN R EIEN RS, BNFE—LAP (ASNEBRER) , HFALE
PEEFPZRKE THZAR, RRE/REBHD—K, XEHAPOILERA "IRNEP"
BERP, PINEHEATERRE LY App, BITAESREMEATE, NEaMAKEE
MBI AEE . XEBERT, DJLUBE STS KAXEHPMA IR REIE, A, &

B RO LMRIERERE N EOSIEM BT 88 (BN 1/NEH) .

STS HiESERE— =T BEF— N2 (Security Token) . —MpIE)&4E 1D
(AccessKeyID) HM—ELIOESE (AccessKeySecret) , BPAEEREIR APl FHEAZ
2OBAIAIREE D, FHERME R REENEREITEE (M R AK 251586 )
5.6.1.4. MFA A

MFA R—ME2EMNEELZSXER L, BREERPENEBZIIBIIMNEN—EZR
2RP. BA MFA 5, BPBERAEREN, RAKERBGABPENERE (F—RL2EX)
REEIMARBEE MFA REHN TN (B 228XK) . KEZFEZECERENAE
PREFIEUEESNZ2RP, MER I D HET AR MFA &%, B MFARER

£ 6 MEFNEBHN AR, CBEETIEN—RERE (TOTP) FRfE (RFC6238) .
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I R F TR BARE (BESEEN) BT,
5.6.1.5. SSO IAIE

fIE R HFET SAML 2.0 IR SEF (Single Sign On, BFR SSO) , olLiSEWER,
FRAGVEBEBEMES (/EA Identity Provider) BB RIRESSFZRIHOME R (/E8 Service

Provider) .

AT HEARBVEFPNERGSFER, FERRHET LUTHIPET SAML 2.0 #1189 SSO

ML :

® MFFSSO: WERBIYESMEME IdP AN SAML ¥rE (SAMLAssertion) HaE®
WAHRFPSMEZR RAM BRI ER, DWAPERE, #/H%Z RAM BP0 E =

TOR, XNRNELIEAERE RAM B PRI PTIR S,

® A SSO: [MERIEISMIEME IdP AR SAML K= (SAMLAssertion) #aEe\
RPERME= FoLEARN RAM AR B FPERE, 8 SAML K= s 28 RAM

BEHREEEEE, S0 aAIRE RAM M6 1SR SR IR S .
5.6.1.6. SSH A%t

FEXY ECS Linux L4, FEZRBMHT SSH ZEXHENINES TN, SSH ZEX 2@ —FPn
BEREMO—NEZR: —PNIHFELF, KA “RB" 5 THBFPECRE, WA "R
B WRBPELRABERER Linux SEFD, BBA, AARMEESI—"LPIH, AP L
EAMBEIT SSH sp L TEX TREERZ BB APEENLA, MAFTEBMAEN, SSH 18
XERIAK A RSA 2048 (I p9MN& A=, R TERNAFPEZMEBINERL TN, SSH ZHEXERIA
EEANZ20 s, BNETZREERAE Linux L6, B, MERZEHRSBFEY SSH

BN LB RER,
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5.6.2. 73 0] #21%
5.6.2.1. RAM

MEZNEPRMHTZMIEMINEE, AREPNEPAESHER TENERIERN,
Hh, fIE = AEPEA Resource Access Management (RAM) &EiRIp DRGSR, BTH
P EmERSERIAIEESRAM EE—NTERKS(EKS) B2 MR F B (RAM
BF) , NmBeSEMBPEZRKS®RE, FILURES/IMUR RN ARE AP 2B &R/N
M TAEBR, NMEERAPHNERRZESEENK, RAM B o] LU EI X E A API-Action
M Resource-ID BIMHRIERN, ETLSHSLMIREISME (Hla, IR 1P ik, Z2ipaisE

SSL/TLS. 1piaYE. Z2RZINESE) .

RAM 2l E mk S L2 B BN Z2EE0ENM, B RAM oJLUSE RAM B P 2B ARG
BZA3EY AP iR B)& 4R (AccessKey) , IBiRzlkSHE=mkNweXk; BT ARG RAM

APOBEARNIT/ENR, AKEETRBPNEIAHERONK,

56.3.lkSEHE
5.6.3.1. fIBE=MKS

Resource Access Management (RAM) 2MIEx AZE PRV EDXBEFRPEES R RIGIE
MR H RS . 81" BRERENE—EE (R Owner) . ZEBEEXEMWIME2— M UEREKS (X

MEKS . RIS, &R Owner) , 2YERTEIOA, IRFHETEHITUIR.

REBEA—ERRFOES. P21, —D RAM BPEEFOIZZRIINIR, Z RAM A

FPORIFBERET NS, FiliZ RAM BFARKRIREEARRREE.
5.6.3.2. RAM iR

BUEA RAM, BRI LIEERKS TAEMRWRT | AN AREFOZIRTZH RAM A
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IS, AoLUREIXER P ERZRNZRIFSIR. 810 RAM A P o LUREIRI K E RED
8, Access Key, oJLAERMIE =T ST D IVRIFR RS APl, RAM 15— NI E XK
S (XKS) B2 MRINFAF (RAMBF) |, AXFZRFINE, 2EEERE. =)
SRFPS APPSO E. BEXBRESRRE, BPoEEN, IRFENSEENE. RAM A
FPEIZEEINRB AR REENE, REEREEAENOFMT RAM BP T BEREEIKS

HH TR RIRAE
5.6.3.3. RAM &

RAM BB oLIEEN—EIN RAM P, BEREKBNSMHINERSE (ERBB
AccessKey) , EREH —MEENEL RAM BPWEZ B2 IER®R . RAM o] LI K#ZR
BRRSHNEERN. AEZRSZBNZRIGEEN . 2851 App MA IR RS . HiT
B SSO BREm=.
5.6.3.4. Resource Directory (ZIKSEIE)

ZESENEZRZERERBSMTIETENR/NEEET, N TRERSIMAEENTE,
PUVFAFTEFERNERZ MRS, b, MEzERCUVEFPREN—EET2KSHND

REERS, BIERRES (Resource Directory) .

RFEEARSFRBETEWHNWEHAESHE, ILERR S EREIZEIMI S XK FEIR
BREM, FFREVENKSoMIXNEREVPIENUE, NMEREREEEEHRX
., DWIBIRENARXFZHTHERNEFER, BEEVRFEVR. 22, BitLEH

HHNEERE,
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5.6.4. 1 {EE 1t
5.6.4.1. ActionTrail

FEAPINESIENSIRRSIZN T BE AR RH, MERe A5 TT U STt B R
ZHZeRR., WEZ AcionTraill AEFPEME—NEERBERZLAFEE, ERKST
WAPBSRRERIFIDBIE, GFEREA. BIERE. R IP i, BRENR. BESRREBIE
RZS. R ActionTrall (RENFERIELR, BPIUSIEZEA. AR, BRTEE
BURASAMSEL, ATHEEPHAMETEE, APAEEERNERPNEFAPK
FAREIZR . ActionTrail FHEROBESH TR ZHESMEEU TR,
5.6.4.2. B21]

FEPHT L IT A BTN M ME4ERIE AT EITINEE, B SE2H
BERE—ZREI VNS L ITEEAR, BT TEBNRENRZS R, R2RSE
BRRRZ NMEAER ECS IkSER ECS, MLUEMIRIEA, ECS BB EEE I, BISMETSE,;
EHARMRERER, ANSEHELE, FEEMERTE, ZRLEHEENRRHE
SEHL LA,

RRNBSED T EHESHER . KSSE . KRBT UHESHHEE., ETIMUEBRRE
STHL, B EEAERN ST SSH . Windows Ti2 =@ . & SFTP &5 MIT 4N B%0E
MHTRRDR, HETEEREANSHTREEN, KA EERFHETHERN.
5.6.5. NFEE
5.6.5.1. NSRS

SKHUABF, AEELZRNMASTE o NARNARETER N (55 IDC A= TEH

=), AtAPNZ EMNZ TNARTE— M50, KR, kP, EHEERS. HERL
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NS MARS: (IDasaService, f@#R IDaasS) 2—PMEFX BN EERS, NKEEPRMES
—lNEF. BRPER. BRER. EPEN. URTAEHEDERS ., NEEMRS T
NAPEESMEBEEAMEZIHHNIAILNERSG WERFE MK =7 SaasS Z50NRE 8%, £ —

MKSITIB B NAERS .

MABESMRESITZM KRR, & AD. LDAP LURAE(IHRME SCIM AR APl BIRIAE, o
PRRSABWREERFERR, B, NASMHRSHES SAML, 0IDC, OAuth, CAS FFFE=E
MAMERERE RN, T RFFIREMNBIN A, B323FXA APl SDK, BB MEE S iH
fTIRRER . BRME, NASHRSEXFZHKPEURRNERIVENRN, M3 7L
RIR—FHINER, BVEMT HE EENNAERIRS, o ERER RAM BRSS, NAFRM

THRHNBEERER,

57. AP L2 MEMNIEE

R ERTELIEH

AFPlsZe HARZ2lsiES

BHEN  zoeen  nsws
BPEHRE RERE EEHE EREHN

BHESHET SRR FAMEERRBBL
RAP#iERS

R BB 22N

S, e o PCI-DSS

Z2EN BEER SR Aot

APEiRe |

Z¥EERE

SRPAES LHER. NAB. WESHKFEHEE T NENRPRE, ARENERTRPFE
=P aNHEHENNZEBERNEZEREN, FEAPJUBRIRNZ2TYE, BEERRR

NEEZEERYE, N tAEHTTENLER, FESENER FENE P EARWSIRERN
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TR, BENEERS, (L EEN%e M EMEE 4N SH L B ESEm
30 B PRSP

5.7.1. B BME 0 F0 0 i

5.71.1. =&<£t)

FEZNTZE2POE— LR 2 MELEBPDNGE—Z2EERS, BIHE

R, es. BEX. alREaFeee), EWAP SRR . WA, WERNEHKEZE
EEAW, RIP= LR ENFHEEEENENK,

ZRZEPOLSIM (ZHT) RSREETEINMBROBMDNGES . IITRE=EE M
HEi#iE . ENRETHN . REAREEFEMES, BEMIISEDTT. Ms=Z> R E MEN
EHAT RN DA BEEZ NS LR, BEEMNERER (100) HioNERER, ET A

WIEHREE, EeENERTARUERE, IMSLERNREHEMERTA,

ZREPONENRTEELEMEZE-FNLEET PRIPENAEEN . BN

mEEEENE, LEEsTFaRANEKERNUNENELKRE (BB 22 hENEE-

RESE-ZZ2POET) . BN, BEWLN ., BESHNREDIREINEE,

5.7.1.2. RIR0m L

WERSERENSNNES, PHNEESBNEEAENHENEEAREALE
RS, MANNRS BAFSSHAL RN EEAESY, FEADE. SMTARER. &
BUSRLEHES, \TRERLSBESINRE, HEPHELRERE S, BEMS, i
SRS AN

o EEMER: THRZESHMR. BIFsEEH

o WENEME: WEHHTNG, BEEREr, WERRIERET
A 4.0 59




ZeAEE [AFF]

o ANERENIT: oMRAFMAL, ERARRE
o REMEK: RENSEXIRE, RENAMNIRSE

57.2. B ERE
5.7.21. BBEHE

EEH (Cloud Config) EEME IRBNEHRS. HEPREEXENEES 2
RRELH, PREBNFFPREERE, ARENEL, YSEL4ARETEN, BREAN
WA, FE AAH BERHEE. ERPEEIANTSREE LRSI NS TN

Rrxs (e R ERAIINERE B F 2

5.7.2.2. =21

AATUEREZE P ONETRS S ECS TSRS, ARSEBIEE TLAER, X
FNHTREBEAN, OFEKSRS RARE. KRENR . 2NNGFERESE, NET
SARENTEHTIZER, Rtz s, BRI B ERNERE, RERNTE . £ NELE. i
RHRSHRAE.

B, 2P O BREAFARENS, GFSMINE. MEHDE . $iE%e. A%
Hit. ERRLPPAEMENREZLREIHRRN ., ANHF RO ONETA 0RE
5, TUENAPEIENZINI T FASEMENRLBE, NTRERRFENS

B EERSEINKREE.

5.7.3. &8t
5.7.3.1. BEKE

BREIIN I H ActionTrall MIE2YBEINE (BRKP 22 BIFHETET) 24, 2

~HBEERS (LogService) BIRHEES N @y BEWENLIEIINGE, SFREBMEITE .
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FERRSS . BIRERS . MERS . 22RkSSEMEEN M ASEE (HIa1 ECS, 0SS,
SIBZE) , BRZFRIRFEER . BTN, WSHSFHREER . BAMmE, BERS™ @
RETENZ R ASHIREMERE, EWNLESNT, DUARSHIECEN2EINEE,

AT LLE A X R0 B 7 SO B T A Bt
5.7.3.2. EaME/EBEFEBL

ER L, = FaNBRNIBsERF, SEFPEATLNEZF, RIAFP Ao E A hE
BB, BRNEZCEREB T WRIEH=EMNERR, ERPEESELRE, X
BEZFERS2A5EE T ZENRIPIEENANIEILAPENREZ, B, WERX
BREHETFaMRSRIEEANED, ILNERNEXAEHEESMAIBF I IER, (&
SRPUUN = e AEMHRFSA0 o LUHTE I RS RF, AP ERNER§IN =B

ﬁll:)\ o

iR, AEENET ActionTrail AT INELR, HoJLUBY BERS XY N EH &I

ITEE. o, lmE. M8,

5.7.4. 2
5.7.41. BiENR

BRPHLERS, SFEEWVSEEMRE, HUEFAERENENFE, THESEWRE
PRz ERFREIERMHEEIRANZ2NRNITR, WEZREEEVHRS, UREE
B, EZZ2EPRBEUREJNWSEEHTEERAANRELZENEH., WEZHNZ2H]
PASARIE S ENEAREN ) 2 2B NHHEL0X BiRR R R E 6N 5 =B 6, Fed
ARPEZREESISRETNZ2RENRRE, BHeWETERERNLZE XK, BIRTRA.

BENIRRSONECEEE: BPULSRS . Web A . B5h App. M4EE/I0T/E8E8RE. &

A 4.0 61



ZeAEE [AFF]

ENHEZ WAV EFPESEFRRNNRITY, BEETHETES . Web2.0 FE . FHRIHF

Oday imRFENIHFEL .
5.7.4.2. 2NN

[EZEIAPRESNZENNTE, EH=THEFHNHEECENSPOLZEER
wEMEED, MW EPREMENZERNNRS, UHEHLVERANVESFEEXKR, %
MRS, DWAEMALNTEE, JEERMEMIY, BMSNFEN 22T KN
RBRENBESME S EFARRE, RIEZ2XE O ABERHTINMAEE, BHLESEmE R

HOWERE, ZHFacNEARCVHRE SRR, NmEeREEERER,

5.7.5. 2241
5.7.5.1. Z£ER

LLERRELSRENARERS. YRSHHERLZ2RAEREN, AolEHEHt
R EHNLZLHPERGL . EAEDRE . ATESSWENSERES, FARPUER
BT ISR . B S . BRESE. NaMMEL AR RETIE, B0 WE PR
BB E—XE IR TRITEN B —HiT 2,
5.7.5.2. ER&

FEREAT LR RURARE, HEANERESBNSREESIEIE, Aol
EPREHER 20 MENTWEHESHES ZHN—ERANBRAR, BHEP SR
RS RERTIE,
5.7.5.3. PCI-DSS &5

Payment Card Industry Data Security Standard (f&#% PCI-DSS) , 2XFrE g &£

T NZ2 T EFEVENER, EPEFRLEER . RIE. 312, MEERREE . THELHTH
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LRWNIEE, BfreeiRERXSZE2, WERKSUIRNEETE PO BEROEIFENAR
P EFPRHEEEES . SREHE . RETHEE—IMTH PC-DSS & B RSS, JEBILA .

Bl . EEMINERREZWERLZE2RS.
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6. mEE

BT REER, AETRBERAVENTRNE L2, UFETHESHNER @

fREESIWHEZEM (www.aliyun.com) .

6.1. 3801+ 8
AERRHT SHET ORI ERS, KEHERSEBBURRS S £CS KPR

HIRS .

6.1.1. =fk553% ECS

FERTMRSE ECS LR —NENUNHERE, 85 CPU, AfF, BFERF. #HE. &
BEREMORSHAN, B ECS BRHASNAPNRMFLE, — PN LOMER T —5 R,
AP FEZHNIPBEERRNE, JLBNERFTEANERE, BRI LIELA LT

BB, mERHE. ERR. OIRRR. BENERES,

6.1.1.1. HFPEE

BT ECS LB DEALARNAR,, LAz BHRENS MR REEN R 2RE.
ECS P LA B 2E TEHEMUER AT EINER, KRS MEMNERREARHTIRE.
SLPIAREED DR EZ BABENORAR R, NMREZETRNEAERRORE. [ E

WHEEBRIRRE T FERBNMNEERE.

HPREBPXENRBLIAREUNERRAESE P EIMLIEE P EMTZBHREE,
RN CPURRE., NEFERE . FHEE. MNERENENEENE ECS L8 & RE E T

IAH

e CPURE
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EFRUEELMLER Intel® VT-x, Hypervisor iIz{74E VMX root &=, m RIS T/
VMX non-root #&3, B3 EAMELERNABMNIRRS, o] LIERHBL IEEHAE
WARBRN AN EBENMEAMSA P EUNBORARR, BISESSI T EUL
ZBRNERBE . Hypervisor 1B RMIEER B0 EIBE R IS EV BRI
TRE , XA LA LEB P IREN RGN EME PR/ S /MATh18, FHRE

HEZFFRAHRONGE, REBFPZBOHERS.,

NFRE

ERIMLE, Hypervisor =R ERNE, ECS LEETH, ERBUHEEBNT BRE
(Extended Page Tables, %R EPT) &K, oI ABIREINLZ BIEEILXN B RF,
SRS, SHRBRESE Hypervisor 5, MmAREH LE ECS SEF) 5 15 B

N AFERABSEEM B P LR E,

GRS

YERIHERIMCEMIZ 29, MEEET RN ESEZES B, XsH
BESTEMGHEYILURIZY B, M\MESZRMB LB RS A EIMLE, Hypervisor
KA BRESIKSER LI 1/0 EBHME, BHNLETE 1/0 BIEE=4 Hypervisor #38
QM , IRIE RN B EER RS B A © B B AL 28, M LI ARG g AL 22 5 5
Z2RBB., AP LPRESHBIE, RENHEZ B IR ESLURER P

e,

IR =ARSGSas ECS WAEME (LUNEIR ECS MEMNE) 2 P3N W akE A
HNREEREN B NFEINEINEE, ECS HENENEFPOERRARTSESNE, B

HEI T REMERAEP NARFREFTINE, AMREEFPOEIEZ 2, ECS B
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MEAEPRET —HEENZ2NNEFER, EENEPN#HEHTIRME
(AES256) MIpnm4hiE, HEAEFPOWSINMAERE, ECS HAEMEINEER —TPiEH
mE, PEREFLLFLE . EFPNFRIPFECHEASEEMRE, THEELEIEE
Wi AR FIZEERE, LEHMEINIINREERIE, ECS MAMBE R ER KMS &
BORSEBNAF BERBENTREARTEIEINE. BRrEERBARENERR
HEBEIRS (KMS) 2 e 4/ B~ £ 224385 (Customer Master Key, &#Rr CMK)
B35 BYOK 250 (BIEAB P EERPRAER (MK, FHEEEKMS ) . BREN

BHEEE, JLUSERSRMN (MK, BoJLU%EE SRR,

ECS # N2 Fin2inEBINE , XM ECS SLAE@E) = 2RI HTINE,
ECS SEHIXS B E LS REE WIS AN ] B ZHIRFHE Y& LR SUFNES,
BREFPBE, (HUEMATTAERETNEE. WERHBFEFESRSRER P
BARIRFHENEEE, MAPEENIREURZEM,

T

T 2HF ECS REIANLSCRI{eE /B 45 &8s, b B B SR A LI 2 P B = R #A W 45 .
o] = REIANLS 2SI A IE MK LM FRIBEER, S MNEEEMNESHEE
EREIMNERE ., XiPieEETHREE PN RESIR AR EAM ECS I
18,

[T = ECS AN B LUEID Hypervisor I BU B M HTHEE 2 BEE LRRE
SR E AR & BT EN ECS BB TR B E = VPC ML 2 A AIEI)

B, LUk EAPAESTHE THMELERERETD,

ECS BRMMWSEA A ERE N EIMALEIIR LR =2 XA K2 UL BT B2 314 M - Frxd Bz 69 2 U
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RO, BEMEMNE AR X MR, ENEZHNII ST, BTHERR
(Promiscuous ) &= ™89 R AUSCAIE A o) BRI SR IR IR S L XA E M EIUL AR =,
SRTLIEMEEMNEENRZEL, 18 Hypervisor AEXEAIE) Eib B 8918
RELEN, BERE—IEFPAENETER —aWERSE LMD EIULAIZ 8

BARBRREINTTME

DAMIEMHIRBORARR T ZHFPE=NERRENOEFPREESF K, Flvzsh,

PlRENZEREILIBYRBHEAREMEFFRFAZ B, BIEEREENEN

THEIN

f B =~ EEEEH (Dedicated Host, &%k DDH) Ef s H— M IM= B SR = 4.

ERZZENNE—E,, BPARZESHMEPEZENMENERR. BPEY LIRS

XaMBRSSODIERMEER, 85 CPULE (Socket 1) | ¥IE CPU Z#. WEA/N, FF

RIEE EVAS O 8 BRI ECS L4,

DDH SH=EFENBIXF N FE AR,

SEEEN S&EEN (DDH )
ECSL431

ECS=CHi

ECSLf1
ECS=Hi

AR © AEEREHECSSEAIETARRIER,

REEA
Rl
(aI’)

% TR W
o S THEE
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6.1.1.2. LA NIE

AR MERBHPEMEAE, BEERS0NANEESLIEINEE, IR TESRY
£,

e

——
D

ZeHE-MEE LA, XPMoAESHE—HE (Region) NEBSHEEBZERIPHE
KABEEENEHEN., EAREATRESENZanRSHNMNBZNOET, CREEE

HNZZ2RBEFR, BTETRIDMNEZ2E,

EALHELEF M 22E, B—22ANNLAZ IRSEE, AERSENLH

BIBIARMAE, Ao LB Z2EMNERR N2 E 2 BHE,
ZEHDNERLZEEANPWZ2EARN, ESREMAE., EBZ2HERTXIWER

BURHEKRRS . FEEAZMP ECS LEMS . URNBEEHEPHBRFPHR. tlze

HERTEENE . ECS LAMBUR T BT ROMEEEsFTRKNAFT =,

TRERTEE LEZSA U Z2
S B FA I = &, SEEMELAEES PV Tk
REXIFEHEME VPC = =
S BRI 2 &
REZTHREN SR 2 &
EELBENAR MRS ] =
REXBFHRERFHNRE = =
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HAN

EAESEFNMEERBIHONES %, LB BINEB )0
=
R K
TR EEN R E SLeER ECS LA SRS 50000

EXFFHEREMREMERLS | 2, BLIINEXBEUMEEE

I

, SIS R B S IPV6 THhAE
A s VPC

BERNBTAN IP Hbi = 2000 TIRE

5ER, ECS BIZMLAIR I M RPN ERBVN—E, BT 20194 5 A 30 A

ZBIBIZH) ECS L AT LN ALY 224,

ﬁé\iﬁgﬁfiﬁ/ujﬁd\ jj E‘Z?—IE%/L‘\H&K ;IFE_ ]’%’TK?_I/{K/LI\O QD%RK}E fﬁjj_ﬁ
AT, BANNOEREEATT RS RBER TN, M ECS TARNERIEKRE, BIAK

FR—2FDWIEN (AR SKNERS) |
6.1.1.3. SSH A%t

SSH AN 2 B Z A HEZEE R ECS SLAIBNAER T, BEIfUEARTF Linux 241, 18
BRFEENBEFPEMNZINELT, SSH BHANEFRINEE ALZEL0 5%, BNMETFIEESRK
= Linux SCA1 .,

SSH BN 2B —MINBERERN—XN 250 — PNINEAF, 8 "1 ; B5—
MHEFPECRE, A "R  MRBFPERENAEET Linux LI, B84, FEAMES

ERI—1LBIP, BPILUERARBY SSH S siifx TEESR B RAEENSLE,
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mAFTEBMAE,
6.1.1.4. B IPIMAC/ARP ERYm

EERMEE , IP/MAC/ARP Bilg—E 2 WA H IRHI IR %5, 1B1d IP/MAC/ARP BiUE

E0JLULELME NG, GITMEIE.

MERTFEEIREEN LM RESAISG, MRMAERTXLERR: £EENSUERE
B 218 B B = RS s AN B R B IR BH ERT = AR5 3% MAC/ARP HiR, 278 EFLME R

BILE=ARSS S 1P BROR.

6.1.1.5. ST HEM
SCol R T A
BB AMESIX 99.975%, B AZ NZ 0] BHENINAZE] T 99.995%,
£ 191
£4 ECS ZRSBVOLIER SLB ARG RSEMER, HRESHE, BFLBRLEN

oA, BMEEN T mEe-ME-SLB AEHET,

HIESUEY

SRS HFRGEUF VRS BBOAFRE =D, D hE AR SR TR AR DIERSEE L,
FE O AT 99.9999999%
R EHEBIRE

SRS EREPBERE TN (A TIRSmNMIERS=R) £, BN DR MERER B aEEMY

RESEHE, SwlE=RESFRENEENAXELEN, RA=EHNERPETE, LR

R

)

IR EEENEEN L, WELAERET, RENANSIRBME.
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6.1.1.6. RBEHEHK

ECS RERBEBENREINE, RRIJLURERE MNNEBR_ ENRFLERRS, BTHE

Fh, AEFFRER. BPIJUSENZHENENRERE, EXENRROEIENE. &=

ENEMNRENBEFSL.

BPOLEARRBIZEENRER, FRRINRIERS . AENRERTENEEERR
., REEREEXNREUEZZ o EARRREAFNIERREROLH, FEHENES
SLP, REBERIZBEND, BMRRZEBREMETUNE T wEN, #ERFELT
VS5t PR

o ELE. HEENAEED, BPYJUNARRERNNE2WSHIRHITED, RN
SRBE . Wi, REFSHOEEZERNR,

o THRB(FRL, NBRUARIWSEIEIBSERNRFE, APJUeIRE—nEESH
HERR, —BEFAR. IBTREPEINTWER, oJLIBTHIRREMEIRER ESH
RGP

o LrHUENZRIANA, BRI LUBE A HUECIZRR, NMASIREZE. ikExE
18, FARNES N BRAA LA SLAE 4R,

BRPASILIECEEZE B A ER ECSEMH.,

6.1.1.7. R2TK
FERERERTAEEMNNBS/REIT, BN LEZFRATFERERS. HX
NFNBREZLRAE, NEAREERREIHRFAES. BN, NEXSERLERSR

BEHRBEGTEE, BLEEESEN.
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6.1.1.8. INBEH

SRPOVESEAZ2FTRIERNEMEREFRE, FENREPOLEHTNERPE,

APOLERIIER ECS RERINENEE, THRME. HPTGRIPFE CNBHSEENMZNMH, Bl
O RIPEIRHRAMRE £, BHEBERS (KMS) Bt 224~ T &5H8E/ (Customer
Master Key, CMK) , 19545 BYOK %10, BN AP LEEBFRER CMK, FHEETE KMS &,
RAPENREEN, oJLUEREFAEMN CMK, TfLOEREC HER CMK, BoLUERTEE S

RS = .
6.1.1.9. ¥ THREE

WEENEML T AN TRESER, B TREERAGERARENE BB
BETEATERPERRR, NMAFRWEPWS,
6.1.1.10.RAM F] STS Xi¥

RAM 28 =IEHEIRIF 0R4 RS . ECS AP O LUEY RAM GIEFHR P KSHIAE
BRI RIE I P R BRI IIAUR.

RAM D] AE BV EE A P &IRIN IR ES] . #lan, A TIEMEE 22, B ol
SENDBANIN—MRNRE, ZRENE: WRRR P HIEAERESENLWME, Wik

2L B K,
BRI UAAEAREARNRRERE ECS HiR, Alal:

® SysAdmins: ZEATZOIEZMERE ECS BB, L. R, 22AENR., BP0
LA%5 SysAdmins ZEPTAN T —MMEERES, 2 RBEE FAEM RINITHA ECS #RBFHINX
PR,

® Developers: ZEHRFEE(EMH ECS SLAIBINPR, AP TJLA% Developers AR HII—D
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RS, Z R T 4H A 2B A Describelnstances, Startinstance. Stoplnstance.

Createlnstance #1 Deletelnstance & APl BORR

MEEARXARNIMFRFTRERT, AA—BRAREEAR, AP YJLULEREN

Developers B+B#F| SysAdmins B4,

6.1.1.11.5LHlRE

ECS BB #F@d # A STS SKSLH ECS L RAM A BTN EE . L) RAM S8BT RAM £
BHN—, ENENRIL ECS TP EAEELNRENAE, NmEF LA —E0naNRER,
SL RAM B E TR PR — RAM B8 X EXE ECS S, AESLHIAETET STS IR EIE (If
NEIEKERMER) REME @, XiF, — S EOJURIE AccessKey &%, 5—HED

o] LUEED RAM SR REVS A= HI M EIE,

6.1.2. MR EBIRSZT (L)

MRS EIRS S (ECSBare Metalinstance) 2 —fhoJ B BEN S HE T ERS, &
MRESEGMENTER, BEEEZ2YERBINER, BHAEPLe, . BE. BAH

S,

=
6.1.21. AP AHHERR

ARG BEHER TR, BERERRSHEESEENENLTEN NS EMERE,

AR

N
\$
L /N o

\3

FRPIROGHTERR, TEMWMEBRFHEISEREK, £ CPU ASIERE F3FF 8. 324, 96
BEZPE, ASFBSEMLA, U 8 @A, BEREBEIRS 2L FEB M
F 37 GHz~41 GHz, 5RZEFREW, BoIlubBERREEWVESREEFIIMEEMER
Miaf, BE, BMHESERSSENNECECTR2OERS, FAPEEEFNEER

ESIPNTTEN N
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6.1.2.2. MFBiHE

SBEReRRSSER T ESVERBSMIN, AT EFMRERFPx LHENZ2ME, &8

MR B IRS2250FF Intel © SGX TR ROIEHTING, WREREIE I LEZ20EHHRE S
&, XS RNEGZ2REEST AR = LRNEEERE T —MrREEE, APl
B —PDolERATIE, FHMRIPEEEGE (BInin@eEs. KPEIEERSEF) . AP YULiEY
HoREXFUEATHRERARNAERFFPBFECHEE, WREEAFPREREINENET
FEOENATIE R OIS ET LA D DR 4E A P X iR .

6.1.3. B4 {6 48

B RM{ESE (AutoScaling) , RIRIEMAF NS HRAEK, EIFHhE BRI
BRBNEBRS., WEHRETMUEE LS ERMEDNNARE, BtEESERER
MR,

MR T o] LSRR P HER, BN B E e ANMERILA, TR A; oA
FTEBRFPHNER, £ BEEsNIEN ECS 24, FEWSBEN B> ECS L4, TR EM
RHEAAS, SEMEBYEEIEYS SLB/RDS BB ER, HoIEE SIB FimRSSa540 RDS BB/ E, T

B P RIRIERE.
6.1.3.1. B3A\iE

SEMHBAE X G AP FENE KT EMIAE, R PR EE B K PE &84 (Signature)
ER. SR BYaER Access Key tFEASHINEREIE, AK BHINEFAER, 520 EZZL

2/ m-= LRP 22 B R-SHMEIeEH -AK SIAEET,

6.1.3.2. RAM F STS XX#F

B BIERSEANT RAM IRSS, B OB F /5 RAM INEER A IEF RAM FH P ih1a1#Y
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PR, DPREVIZHIRLE o] AR AP 251,

S (BLAE RSB STS, B=e RS P ol LUBId 118 RAM A2 TSR EIKRS A,

ZAPKREARHERBANNIEMNR, BRT Access Key £ REIKS BHIERE,

6.1.4. ZR%mHE

fIE = ERmAEARSS (Resource Orchestration Service, E#k R0OS) 2— a2 5 BN
HERREEMEMOEHRS . BFPEY ROS BIREARZ NI EERIKIXR .. BoEH
TE, FENTAMIERBENRENESE, LUARIEWEE . cEEEN ., REFERENHEE
— AR EIRA N R A, FFE DT REER, EEMIEMEIAE (Infrastructure

as Code) B Noge
6.1.4.1. RAM ] STS % ¥5

ROS BRS5#E AT RAM IRSS, AP oli@id /S RAM Theek ey RAM FA P ipIaIiR,

PRAOZBIRLE o] AR E] AP 25l

H>}
n»m

ROS ARSSEIBIHEA STS, &=sfRS AP LU IE RAM A2 I TERNEKRSINIE, %

AP ERERENERRRNFIEAR, BET Acess key EARIKES BEEHE,

6.1.5. 888k 55

HeRSRESERE T BENRRNABEEMRS, 3T Docker M1 Kubernetes #1725 88

WNABREGEHERE, RESHNAE RN D NI REN AT MRS,
6.1.5.1. RAM f] STS X

ResRESEAT RAM BRSS, R TJLUBY RAM B9ipa= 6 881 BRH F kS0 S iR 55

>}

B EAR, RV GIALZ o] LURWE] API 405l , BB 58 RAM RBEBIE X R FIE K
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IPIRMULRIZE AR R, SERSEEEA STS,

H>}
n»u

SIRS AP o LUBIT07E RAM B TERE
MEKSIHL, ZAFPEBEEARCHERENIIHIIMNE, 8% T Access Key EARE KRS EH
5%,

6.1.5.2. XIHEHAXFEN RBAC ENER

FRSHEFEERITLUBITERSENEBNEREFKSEREEEHRNIBA

>}

apiserver i318) Kubernetes E£8E N & RER BN RAR , BITRM T EE R BHEAR . FTA.
SREMEACENTEEARRNENERE, AINTSHFPEENNERACYE,

namespace NN EF RS, BNXEMEEFEENZ N FIRSHMERN,

6.1.5.3. Bt

I

ANeRIRES— R ERNE T WE = HERS (LogService) , >¥F apiserver 0 ingress 178

EEVHE' /u\ EEEK ﬂ]_ﬁk)u'pél_/ﬁ *J/\%o

6.1.5.4. EHRLINNE

REIRSIKIEEFRE =7 Cyber Internet Security (CIS) B4R H CIS Kubernetes benchmark
T T SR AN R EMER ST NN Z2ME.,
6.1.5.5. 2% Runtime &£ 58

BERSNZLEPLBY S ZREPONEMEERSENAETHZANTARZE, L
WIRIT LR ESH, SRR POERRBREST @D mR Web-CMS a2l Al

BE . Webshell RUAMEE . &R, #ERBTHN. RENSEE. #I2ENHEE. WEE

EREIEE
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6.1.5.6. ZELVEBRRXEF

HERS AK BRETHEZBENZEEHMA, BERAETHNERZEMERRT

t

1y

W, AETEFE6 Docker LAWY, 8NML2THFHER=ZNNEZ, IAF. MEE. 10F

i

ST ERNEE, BRULETXEER, £AREEN LEFAREAFNZEPZ2RE.

6.2. Ffif
6.2.1. JR7F A&

B =5 (Block Storage) , 2REZATIRSSEE ECS 2EBRNE., FAMK, 5T
SHHRRBIENEME ., SRR BRABNEHE PR, BIERIEGSES
RHRATE, RIPAPHUESeTAHSENREN. MENSRE—E, BPOILXTHER

2| ECS L LRIRFREMIEIL . QIRXHRFEERIF, FFNEIEFAAEE,

6.2.1.1. EEM=
SRPVSRAZEBREEMNEMERERE, FENFEERE COEEERTNE

RIPES, BPOULUERWES ECS =&2INENE. BUNNEZZBEERRS (KMS) 89—7h

£, BRPEHHEE. 4PNERPECHEEEEEMREMINE TG, BlohEd =200

B ERIPEERNRAMMEM B EM,

ECS =mEZHMENENERRSZRENAFPOEERHTINE, BFNESERAF 8k
ZHAAPOHIERTING, ECS =2MENH P, §—R=E (Disk) BB NHHEFE
250 (CMK) MEIRER (DEK) |, FREIEI MBI B EIRHTNE  EENEIHEE

AIHNE, BEAWEZZ2R20-BPEELe-2RENE-FENEST,

£/ ECS ZRMEBINEE, RAKM ECS LAEBR =EHNEEEENMNE, FHAZERERE

EBRE. NEFRZAE ECS LAIPERNREEN DT, ENEREnuied, =250
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PR

ORI B EERE £CS STHIE, RS THIRHAIMES

o SEPHBEHE

o EEMLAIBEHNLE (STOBRIERKNEEFNE)

o MNEEEORNFERE (BMNERRG)

ECS ZEMESERATEERRE (LESE. BHER. SSD =AM ESSD =fl) M=
BRIFRE (SR ERIEAEAN SSD = ETEE) | ECS ZAMBSTRIEESHIAMG, Fia
IS = R
6.2.1.2. O AM

PR =B ARSI, 9 ECS SEEME 99.9999999% HUXIR T EEME(RIE .
6.2.2. 1= &

fo] B = X F % (Network Attached Storage, f&#R NAS) 2@ @I E = ECS S24I. HPC
A Docker S BT RVBSUHFERSS, IRAMREN SR, NAS 2—POJH=118),
BT R, 50%, aMENSmAXGRSG., BET POSIX XHEO, RAGERFRERIER
&, REHEZIHE, BERIESE-SIENSER. BRLENINE MBMEEER, BoER

BELREERERT R, B—2=0. ZHZ BURNS UAFHEN DM RS,

6.2.2.1. HIEEl

NAS SZHF SR GuAm ) B =/ SN RIBAE, AP /AR 5 /ITRR . NAS 32
5 VPCEERMERNEES R, FFRAVE— VPC NEEE—KS T8 ECS SEAIBBE 4R

%5, NAS EEHRHE TAIRATN RS, B HZRBRMNBIREMNN, RIFEES IP tbitsy WG
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YRS, FOJLUAARRR IP #illk sy W= T A B R A MR E R BN R,
6.2.2.2. RAM X5

NAS AT RAM RS, R HI 818 E RAM HITEFIRSEN,
6.2.2.3. SO AN

XU NAS DEISIR B TR RAUSEIAR KRB, BREIROESHER
%, 124LEIK 99.999999909% MBIETTSEME, 1B L ERR NAS 26, TUABBARIPRA, &
EHRTEMERR .
6.2.2.4. NFS ¥iBE@mns

NAS 3358 NFS Fan & Pinld TLS TRV XHRS, FEERERTER NAS

BEENEREI,. BN, Z2PmERM~T BEDE, ETaEiHEelERRE.,

NFS EEINEREPinEX T — MBS 4L alinas, ZXHFERB R SRERN
mount P TLERS . EPIRESIFERRBNIN ENERHRS, B oL/ etc/fstab
MAEFIRIE XS TN, A NFS F8NEs Pl TS #3F, TR<Ei—1
stunnel HEF —DPNEZHE aliyun-alinas-mount-watchdog. stunnel HEESXN MBS

NAS B8ESHT TLS INEBHELLZ NAS RS,

6.2.2.5. HIEME

LAPHUSRAREERLFANSAEREER, TEIEHE NAS FHEREHTNS
RiPE, BPTLMEM NAS GHEMENEE, BEMNEESHAEERS (KMS) —HER,
BPEENE . PSP E SORASEEMSENME SIS, BIET NAS IIEThE

RIPEURBIRAAMERM B M,
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NAS BINETNRERINE A RS ZHE N AP OEEHTINE . NAS (INENF S, §—5

2 |

(Volume) ®BRXNNHBFLERP (CMK, BRIRSFE NAS UIRSESR, BEARN BIAES

(&
B

an

HIT3FE) MR (DEK) |, FRIEFINENEI B PEEETINE . SN2 A

SSINLE, BERNNERZ280-A PR 2 -2 ERNE-FHENESET

6.2.3. W RF

fi] B R ITSRIZMEARSS (Object Storage Service, f&#R 0SS) 2RIERWTIMELEE . &
MBS RN TFHERS . RESTIULAPI BEETXME . SEMALEENIESLY B, BXrs

SENBRFHREAFETETEROLS,

6.2.3.1. B/IAIE

0SS X8 N APIFIENE KT EMIANE, RIEBEFRPEEA 15 RPE S (Signature)
58, 0SS f£/A Access Key /EASMHINEREIE, AK SMINEFRER, B2l Es%S

- EMR P 22 E-SmAE EEG -AK BIIMEET,

6.2.3.2. RSl

X 0SS WERpESNBEERD. E=AF1E, XENRHEEENR Bucket 5937
BE, ORAFERE. E=FEPR21EHE Bucket EXBENEF ., HRNDAERF MG
2P, T 0SS ki, MRIBERPRBEFETEOUNESNEXNERNAER LD, TEH
WIFE IR IRER 0SS AP XA P M E B B KL BB E 1B N URL PR EZHIRXER

EIXIFMAE Bucket B9 Object 891578, OSS 2t T 2R HI AT, &% ACL. RAM

Policy #1 Bucket Policy,

® ACL: 0SS AMIREGIRMIpIBERIZIZ (ACL) . ACL 2ETRIRIESRE, oJ&%

¥ Bucket A1 Object 15101 R ., F o] LIE G2 Bucket 2 _E1& Object B E ACL,
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0] AFE 672 Bucket 5 _F1& Object EB{ERE B N{ERL ACL,

® RAMPolicy: Resource Access Management (RAM) 2] B =280 EIRIT 10154 iR
%5, RAM Policy @ & TR P RRAEER . BIIZE RAM Policy, SJAESEEARF (4
MR T, ZANNAER) , LUERRSIEFP oG D EEZRIONR . 512, setEiRSl

AP RBENE— Bucket HIEANIE,

® BucketPolicy: Bucket Policy 2 & F#RIVEMN K , #8 L F RAM Policy, Bucket Policy
BEGR, TR aEEHTEFNEE, 7 A Bucket IEEBEEILUETIFG
B, TEEE RAM 21E/R, Bucket Policy 2@ EIKSH RAM B E i)

IR, URBIESBPETHREE IP SR B,

Bucket B =Ffip 0 AR :

® public-read-write: I A (EFEERILE) EPoJLAXZ Bucket 89 Object #4712/

SRR, FrEXERIFrE828 A HZ Bucket 9 Owner &38, BEAZINE,

® public-read: RABZ Bucket B9 Owner SiEFRNY R o] LI FAEE D) Object 1T

S/BBEIE; EAA (BEESFE) T Object #TEERIE,

® private: RBE1Z Bucket 89 Owner sE RS R o] LA FRAE DR Object dH473E/

S/MRRE, Bt AFERLZNGE R AR 1% Bucket WEY Object,

FB P30 — Bucket BY, 218 AR5 F Bucket /PR, 0SS £ E504%Z Bucket 8 & private

i

Object BPYF 15 B AR :

® public-read-write: FrEFMF#HAL Object BIEEENIR,
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® public-read: FEl Object 89 Owner B It Object B9 R , LB 1L Object 89 Owner

A I Object BNRLB AR,

® private: It Object & Owner #BZ Object B EIE, EMHIE S ERRRIFZ

Object,
® default : Object :&1& Bucket 895 QIR .

BER, AP L Object Y, tNRAFEE Object KUE, 0SS &4 Object 8 E&E AN default
RUPEAD Bucket FPR—EL W R3&BIRE Object B9, BBA Object BIMPR Default 1 Bucket
PR—3, I RIEE T Object BUARE, M Object B9APR AT Bucket AR, I, I8 E 7 Object
RIMNPRZ public-read, MJEiE Bucket 1 AMNPRIRE, % Object & o] LAR B S Wik ih [T
EZBE, tNRH— Object #HiF0EY, BEEYAE RAM Policy 1 Bucket Policy &%, B4

PRIZ=FIEGTEE, FH#E) DENY 55,
6.2.3.3. RAM ] STS X #F
0SS E3#% RAM RS, ERME =M RAM fRSS, AP OILUE K-S T 0SS ZR851E K&
BEMNRET RAM P FAEF,
0SS BB #F STS IR, BN ImE L a SR MR naNREE,
6.2.3.4. HU A%

OSS XAZTAKX (AZ) HH, KA OEESBFRAR—#E (Region) § 3 N0
X, SENTAXATRE, DREBRELIENIERRE, 0SS ERARFME (ZUHK)
BET 99.9999999999% (12 > 9) HU#UED SR, FFEAEERM 99.95%894E o] Bt

SLA
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0SS MBI RFEEBRENFSREXRE ., M. WENELXERESHSEED
BRI, MAREBRARKLIRMEE—EENRSE, BNRIETRIZA P T,
WS APH, BIREAEXK, JUHEXRRBUSEGET T "RENEEMR (RTO) " LIk "RER

Hfr (RPO) " FTF 0 HIRFE K,

6.2.3.5. HFRE

0SS BRPHRTIA, SABPERT LAPE, BEERESHRAXGRAT, FE
B PHURMIEIRRS D EEME, 0SS BPIMERA Access Key MFREFINERA, MWTFHBAH
SMERBRIISE ., ERPRIDETE, REMPRS, BARPBHEHE0EE. AN

ZIR P AN E.
6.2.3.6. IFIEE

0SS 2 HEFEINBE . Bucket BUIBEE TTLUEY 0SS #6158 N EFFEER Bucket FH/R
Wi HBIERIEE. H— MR Bucket (Source Bucket) FEipEHBKIZRIEEE, oI 0SS B
WAL, LUNS NS, REREENGEMN, BsiEM— Object EABFIEEH Bucket
( B4 Bucket, Target Bucket) ., AP S LAEFTE = DataLakeAnalytics siiEE Spark £E&F
LR AKX L BEEE 7o, B, B ILABE BAx Bucket WADEBEEMAN, KX

LSRR ISR, KEAERE,

*HTE/Q\ = fjlj] '{—I 0SS 5 E/D\HER (LOgService) TE%E\ fﬁitF)EﬁF'E 0SS T/IHQ%UZEIAE}%
18 0SS IHIEIAE, HBEIA -5 0SS HRINERIESE . HE%RIT. BESA RSB EN
ET1E,

6.2.3.7. PHHE

0SS BRREAWZENRS, ATIHIEAPE 0SS EREIEREMAZEDE, 0SS SIFET
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HTTP header H&LF B referer B9fh &S A, AP OJLUEIT 0SS BB FE ST E AP 895
U — Bucket 12 & referer ZERHPIER B2 E 0F referer TR AZINEKFIE, Hla0, X
—/NZ A oss-example B9 Bucket, & EH referer B 28 http://www.aliyun.com/, N Efr

A referer A http://www.aliyun.com/B15 KA 8875 18) 0ss-example X Bucket 289 Object,

6.2.3.8. BiEiin

BEEpE, 2E1R JavaScript NEBEIE B, 2N EasEFee2EBmEEN— 1R,
BIEEREE, HXKET A WILHREFH JavaScript ALAEFEEh10 B WILHIEE, W S2ssE
#7500, B A, B INILEETFAERE,

AELPr BT, 28 2B B RN E K A0, BP9/ L www.a.com FisfER T 0SS,
TEMTR PR TEF Javascript SLEIE HEThEE, (B2 AE P HAZE www.a.com EiEE

K, BEABW I AZXBEREPSBN BB LE , XHEHMSEAB P LENEIELIUN www.a.com

th#t  WEIRE T BEANNE, BRI EE FER 0SS mAHE M www.a.com thzg,

6.2.3.9. fRFR{imMEB

0SS X FFE RS 88 X _AE BOBUE TN E %845 (Server-Side Encryption) : &R,
0SS WIREIN A PEIEHTINEG , AEBEEIINNESERANRE TR, THHEN, 0SS
BRI SR TR E BRI EIEIROIA B, FEIREIE HTTP &K Header &,

B IRZEIR T T RS ESIRINA,
0SS BEU T =M RS 2EinNZ A
® fHE 0SS IEEH CMK #4172 (SSE-KMS)

¥ Bucket BUABIBRSESH MBS TG E N KMS BEAREE AR CMK ID, o] T £

& Object FE 2 Object B9 meta [E 28, fH 1B K #E 5 X-0SS-server-side-encryption
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[~ FF]

FE T EHE RN KMS BERIEEERH CMK ID, 0SS BEAEBINFEE N CMK £ AEH

ZRFMEABDONSR, FEAETREENEE,

{5/ BYOK #4702 (SSE-KMS BYOK)

i

AR5 =Rim M1 & SIFE A BYOK #T0%E , oJLK Bucket BUARIARS =sin B A TVIRE

B

79 KMS FHgE B/ CMKID, o] LATE_E1& Object si{&2 Object 89 meta 15 B0,

1Ak h#t X-0SS-server-side-encryption, #8 B E/E8 KMS, FH& & X-05S-server-
side-encryption-key-id 73 B4R CMK ID, OSS 8F B8 2R CMK £ A RRIEHkK
MEABNS, FEINZ Object 9 CMK ID BREINEHTEIES, FWEBERE
MRNAFP THNRNSBENEE ., BIRAMNESNXFNEAFPNBERBES,
BIoIHE EEA A E KMS 47 HE0 CMK, WBalfsEFERAPE KMS PETEFT

A CMK,

R 0SS T2 EME (SSE-0SS)

BT 0SS T ENNESI, 2 Object 9—iP/E 1%, 0SS ARSS251m N Z 85/ AES256
MEEMR, FASTINREBRNBNERHTINE, FHTHIRFP, BRERE

PN ER AN NBZRAREHITINE,

6.2.3.10.F PR =%

= Pin & 218 B PR AR A TR RS ZBIFSTAINE , INE T BIIERBXR

REAAPAM, NMmoLURIERPEEZSE, BMEEIREEN ABTEBESERIBE0E,

R KMS TER P ERH

SEA KMS EER P ERBRATEPIREUEMERN, THFME 0SS MEE P inie T

i
i

&
&

MZZH, AFEZELEYRIEE KMS BPEER ID (B2 CMKID)

F
F
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o FRAFEXEERH

ERBAFREEZEEEE FERFBEENFRENERHE SR AME PinNZET,

HAFPEEX EEINEER (WHRINEERAEIFTRINEER) EXAMNEEPS.

6.2.3.11. 8 MR B R

OSS B EEHF WORM (—REA, ZRER) #Hit, RrAFU "“Rafik,. Ao&
W HIVRENEREIE, 055 RAABEHRE, BP U XYFESE (Bucket) REETH
BHNEARERE, SREPIER, B Bucket op EERIEEE (Object) , BRE
Object BIREEBYBIZIRAZ BT, AET A PEBTSAMIBR Object MRS, Object BYRE BV BEZIH/E,

ZoJLAMIBR Object, 0SS 558y WORM 451%, @R T8k, &R, Efy. ST,

6.2.3.12. JR A4S

0SS XHRAZEFINEE. FFRFME=IE (Bucket) MARHIFMEE, EHIEIENEEFM
PRBIEPG = LUA SRRV RE TR, B3 (Object) 8IMAEE, AP AR RBENE

kR Object 5, 88024 Bucket 1= EHY Object IREEFEENZIBI I ARA,

hR A2 6 N B F Bucket WBYPFE Object, B — REN Bucket FF B MRAIZ &= , 7% Bucket
DR EH Object BAEZE—EZEIRARS, HESMNMIAEEBEE—RMRA ID, Bucket Jf
BIRAZGE, SN NXENSRBESSEN—MIEMRA, FEEFNEMRAEHTE, A

FoJLUEIT lifecycle BB BBAR AN,

6.3. M4
6.3.1. AFHIIE SLB
fo] B A A E191 (Server Load Balancer, f&#R SLB) XN Z & nRES=iHTRED AR A

HERS .. REYETLNEBIRED T BRNARFNIMIRSEN, BB RERBIER
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FHR ARG 8Y0] AIE,

6.3.1.1. So A
SIB RALTARI, £Ba, TERENAR., £ DNS JsSIE AR, aakSik

99.95%, [EEY SLB o] LMRIBNAAZHTHEMEYT &, ERERNBER S APURXIINRS

SLB BEABAMENE T L THKUSH B FHBEESY, LETHR KR
SR AN, ARSEEENEIESENNERN (230 5) PRIETRRKIRERS; N
TRARKEN, AEOEEESEHYTIEE TR KIZHERS.
6.3.1.2. BREE

SLB IRESAMB RIS Bibh ECS MBI, BHBBRERB ECS, % ECS R
HEEHRRRR, MTRRTEE ECCNRESTE, BIES T NANEARSEN.
6.3.1.3. #i CC ¥ ik

£ = X PR 2 25 VS MESIEIRM Keepalived 57 2EMAL, BEET LVS &
B RIS A AT SN0, 4 DDoS SIHF- R AL DDoS KHAY

XA Tengine (CAEM AL Web fRESESINE, £ Nginx WEM L, B XIFRE0X
SEBRGET T L) FEN MBI RS R BRI RS S RN CCE BN,
6.3.1.4. iFia)RHl

SLB o] IR SR BRSS 28 IP #uliE, XONTIRMEENLIP (VIP)
SLB 240 IP ZHEZ BIh8E, oRHNIFIEHR IP 1501E FiEi SLB RS .
6.3.1.5. HTTPS

SLB %5 HTTPS/SSL/TLS s & Th s :
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o XNTHEEHTUERINERMRS, LIS, —7F SLB _LERIUEBMER . MAMEE

B85 ECS (RealServer) £,
® OJEEEEE (Offload) Th88, BELIRS—1E SLB Lt T, BR/Eim ECS CPU FF
o
SIB REHIEPBEERFAEEMEFEAPIERNER, AP LEIIERERRGNNBEHS
INEFHE,
6.3.1.6. H&EIN&E
AEPYEREASERINE, BPUUESERENIANRFESNERRERE.
AP T LB ActionTrail £2§ a BEE AR P ERXIRIFAR,
6.3.1.7. RAM f] STS X ¥
SLB ©52#F RAM RS5 . BP O LR AP =K S TR B HE RRNH D R EEMNRE Y RAM
PP,
SLB @ BYXFF STS fRSS, B3 IabipaEiHREREp N EEE,

6.3.2. ML VPC

EBM%E VPC (Virtual Private Cloud, f8FR VPC) EfBREFEBEHMEER 5N
woEZE KRS, VPCREE AAFPEEE — I RENNERE (ZEZERS) , HILL
BTN IPHISEE . WE . BREAMES, 4N, o llEdE4L/VPN SEEE L= -

VPC 5184 IDCHEEL, MERa=S,

FRENNERE

VPCETHERAK, SLHEIEEEENRE, A8 MEFPRE KR, BREHNRZEME,
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AEIEEMEZBRTNETE2RE, Ree@BIIINRETH IP GRMEAR IP A1 NAT IP) BiE,

N RERE
BRI USG2EEECHENNS, FINEFEcy IP s . BERAFRMMNXE,
MMSEH L 2mE it =R, Wi, BPooliBdE4sl] VPN FEEL N SEHREES

ORE, TER—MRBEEFINMERE, SLHNANHETE LMNEEP O E.

BERYE) VPC WS 2R A9 00 N EIPT 7 -

~ i
& 198.51.100.100 (EIP) \
PC - )
@—@—;7 Internet
MPA |
10.0.1.0/24

EiEIEE

Server Server

I " WRouter VPN 172162111 172162112
| T

172.16.21.0/24 J
i ap - TEeEw

- — — — —

ARz | q ( )
172.16.12.0/24 I | I
__________ - Gateway | |
| |

| |

| |

| |

FFB
10.0.2.0/24

Server Server
HFA 172162213 172162214

\_ 172160020 ) R
oo _Ls22024
RIEZ= iR

6.3.2.1. HENXME

B VPC ZER—DIAKMMER (IPv4/IPv6) | —DMIEHSMED—PEN AN, KHeS
(VRouter) 2L BMEHRA, IFAETENEPREZHNINEAN, ©oJLUERE VPC ARSI
B, B8t EERE VPCHIEMMERMNKIEE ., 8L (VSwitch) 24 ER MESH0E KW
Bigtg, AREEARNTZRER, tIBZETENEE, BIEIBRINAETENELNs— 2

DNFN,
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e

551 mEE |

1192.168.0.0/16 J |

|_ __________________________ T T T T T T T T T T T T T T T T T T T T T T T T T T :
Rl 1152.168.1.0/24 Zriadf] 2 192.168.2.0/24

__________________________________________________________

B & S Fh M R ER

IPv4 #lESBEIS4NTF RFC 1918 thigEWNFAE (FIEABOJIRH) IP #ISTEW, W TR

FF/E IPV6 Th5ER VPC, IR = BmhA VPC HBl—M&138/56 B9 IPv6 WE:, TR ZkolE—

DNIPVE M, ZMFEBINSEZFANIBSEES,

22 TJARR IP HE (REERSRB ML)
192168.0.0/16 65,532
17216.0.0/12 1,048,572
10.0.0.0/8 16,777,212

B E X H
VPC hiVis HREER SR BERNEBENEHRE ., AREHAXRSENEENZETENE/SE,
A=A —NEHEREN EAENENER, IETEMENHRYLIOAERIZERZE.

MEAFHESRFMHTNESER, JEEEMNESREEBEENERZE, AEKEMMEL
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HPE AR FWIEH .

RFEIE AR B ENEBRFRESEENXEH entry, ERNEEXEH entry 8, BP0

LEEEIAT T—BER, LIS ARR A7 S

® [CCSSLf: BiEMBERMNENREEAZIEEMENN—4 ECS L4,

AT 2Bz ECS LAIBPEI N AR EECMt EA N AT, BB EARIEER,

® VPN Wk : X0 BirMERRERE &KE— VPN WX,

SHEEY VPN R RERAMMNEE S EEMER WS, BENXRER.

® NAT WX : K150 BIirMNEIR SR AZ —1 NAT WX,

SFEWIT NAT WX EEEEKMNES, BOEHERREA,

® XM=& (TEMEAMD) | KiEDERNERIOREERXE—TMEENEN,

SREEASERBEEEN N EENEN, BEENXEER.
® XM=k (LREAKILME) | KERNEGRMNRNRER AR — MR B,

LUEEZFEHASRBEEEANE (MEBETEEN) ¥, BEHERENEH,
o HENEMWK: KN BEMNEBRIORERLEEENEEENM K,
® Pv6 WX : KigmBERNENREER AT — IPv6 WX,

HEEEN IPv6 WM T IPve BEN, BEIEANIH,

6.3.2.2. Ol

VPC 124 2 710 8E = VPCERANZ2M:
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® %% ACL

MZgaiEHISIZRE VPC PEIMEINIREGEITNEE, DTSRI TREL, SSHAER
BALR B N EFHAWBMEERE. MNEFEASTEMEAE, AP JUXME ACL
MU HTEEREB TN, M4 ACL BIFN 2 TDREGH, RE AWMU FREL

BXE, REENLKEENOEEAN, SUo8EsSEELIE KAWL,

M ACL

AT5[E

ACL 3

[
( ACL 0
[

ACL 0

H75E

ACL 0

ACL

M ACL
ANFE

ACL 0

(
{ ACL R
(

ACL

H75E

ACL

ACL

[
[ ACL #)
(

(
{ ACL #mJ
(

)
(=

2R P B IFREX ECS SLAIBIAEUBI NS, FE LA B [E] B IR B A IS A H IR E
A&

® ECSL4e4H

PSRN AEIEEISRINEE, BT AR DZeE ., BRI UBEIREZ24EM

(V]

W, A IEZ AN ECS LIRS RISFAM AL,
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6.3.2.3. HEMKE

VPC MR BEINEE, oJLACS VPC LS8R -K (ENI) BIEAFEEREEE, HE

APeEREEE AN, BENERE. HITHNEKIEHS,

B RPoLUERE EREMN-EimE , Lo LRI & VPC I BmE i Rk A VPC
FRXIALCERE L, WK VPC MR DB EN-FIRE, BEATBREEINEE

JEFTER AR R
MRENREERFMENEZHERS S, JUMEAERSPEBENOEIEIE,

6.3.24. HFREE
REMPHZ RS ECS BEEARRH VPC £,

AE VPC Z (8@ VXLAN BZIE ID 178 %, VPC RECH T EIAZ AT EINLEE 3889
1, RO LB ESENERE—ENS TN, 83— P FMNATHAE=RESZERE— N E

WA EEL, RE) W IEE R EIE AR B,
AE VPC 2B BEnEMEARTEWM, =W (CEN) FRE M AEHE. AEKS
B9 VPC kiR, M BEXM LS

6.3.2.5. WM&iHRBH

1700 Internet
TEMNEERAFPEEN N EFAEMNE, EENE TN RIATEBRAN, BE

WAMIEE, BPOLUBIEE ECS SLAIEEAM IP. SBEAR P, NAT WXk, SAEBIEHN A
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R INEE mE
BIEEB WA ECS LA,
T LUBESECAM IPv4 #hE, 5 YIRERAEESREE, BAN IP A EIP
ECS EEAM IP
S BEHDE— DRI A WA ERT U EREEFE,
NMAFIEH 1P bk,
BEOBTHAHN VPC ECS SLAIZDEFIAR
EIP O] LARBEYAN ECS SLAA 4B ERIAR4LD
S 1P 48 35 VPC ECS LA IR A K
JUERREETEMEZREE, BEANW
(EIP) (SNAT) FI#E A1 0]
JJ_EZIKO
(DNAT) .
WL E VPCECS SLAIAIEA K NAT & F0 EIP 920 X B2 NAT fW<o]
NAT [ (SNAT) F# AR5 a) BT £4& VPCECS LAIFIAMIBS, M EIP
(DNAT) . HEEATF—4 VPC ECS SLAIFA MBS,
£ DNAT FE, 0#EEEETIHEONRE
By, B—"NaEgEH—NE O o LAY Az
Z5 ECS
HEFBORMENENtERHSE
REHEBINEZE ECS HITRED K,
R IheE, IR MNAMIEID RS
LY BN ARG INIRS LS, FHED
& (SLB) p10) ECS,
THRE REERA N B RS B,
HEEPE, JUMERAEZETEIEZRE
8, BIEAMA,
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VPC Hi%E

I LI VPN e . = MSCHL VPC L EHE,

%

oJLUBAERE A VPC 2818l
VPN 93¢
IPsec iE3%, EUMBBEEE,

L% [EF IKE A IPsec MR T

mE, RESEZE0E,

SO XAMIARERM, KSR

B, RIEEAPYT, WSTREA.

AL ETF Internet @37 NZEE, thET

LTEHIMAER,

BERES: FFEA, BESLNAEN, WRiRxT

PRERE .

XFEREZNABEIE. ARKSH
Al

M

VPC EEEEk, MEEEME,

—WEXT, LMPAEZ2HKMNERIREE,

MEEZESERZE,

FUEERA SRS TR,

RRUEE,

% IDC EAN
T LB VPN W%

FH, JLUBI=hV NI ERMEEE,

SRBENELTE . HEEAMKARMEIE P OM = L VPCITE,
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= m INEE mE
2Fa %%, FER
BB ESHE A E VPC S IDC TRTRE, ERIE
BB L
WA, THREESNLe., 05
24 (EA IKE 7 IPsec i WE B #E
HTME, RIEFRELS Y%,
STLUBIT I ST IPsec-VPN 5 A H SO A XANNAEEL, WENDE
|DC Wz%ﬂ]ii \/PC ﬁﬁ;{nj@%o tﬂ%ﬁ, {%iﬁ/ﬁ\l—éx[’]%ﬁ, M%TE@Z%DO
VPN i
A : BETF Internet BIZNZEE,
T LUBITE L SSL-VPN, ¥ ARHE
e BUELOMAER,
PisimiEE A VPC,
BEES. JIERA, BEEXLNER, ®
RS EE
EX# IDC HiE
— 3 N SCHIfO BB S BRI A B
RS EE A IDC BN E MEXT, SARIEAEHRMETRE
oo N /\ _— EO
BH2E (VBR) MEFRZECIEN =D
TESEE,
WRSH), MEEERS. IRRIERE
ZRA N )
FEEANSREEREE,
£ VPC 5 IDCEE
ERAREAR
TREERERNZ PDWESLA (VPC
EENEE,
A VBR) MEFE EeE =\ WL
B, FIFRN R B EERZE
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o e "

RESEODW, BENE, MERITLE
TTSLENE ™AL (IDC/S M/ & R BRIR WS

JEE) BANEZEIEDL, BIRG WA Internet FariE A, ohEIEE M FER

HeeEAMX
BRER. FEEHRLNE TENMITE LR,
oJSEZ T Z B BiE, EAAMINEERE, Internet EHIIAZ 1
ZINIE

6.3.2.6. RAM F STS XX#F

VPC B335 RAM RS, PO LUER P =S T VPC RIREA 0 M EBNER T RAM ¥

B, VPC RIS Hs STS fRSS, BImET AR bR iin aN R E 2.,
PN, AR EXETRIAFRFEBHERURERZRPOSRE.

REAFPIKSA M1, ZRER ESPXEBIZT VPC, ZMRRIRZF M X
vpc BHRIEAIR, BERFENRIET : RUFRIR/AIEIEES entry, RVFEIREF MEE B FFRXE

vswtich, WFamREEENR,

6.4. 8B E
6.4.1. =¥ #EFE RDS IR

[ =X XA IEZE (Relational Database Service, BFR RDS) E—fPi2 0] 5e. of @ E
BREPNEEHEREERS ., ETHERAAXGRFANSMEEEFME, RDS 328 MySQL., SQL

Server FHIEESIE, HARMKTEXR. &h. KE. ©ix. IBRFHENEERRLD X,
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ZHUREE RDS 124 T SHANR MBI RIRER P EENRES, HbaFEERRT

® W% IP B8 . VPC ML, SSL/TLS (Z2EEEMN)

® 7. TDE (BBEUEMNE) . THERMNE. BHEN

°
D>}

AR FEHAR (Za] BHXLH) . BHAKR (BKRLH))
® Eif: SOL @£ (SQL =Fit)
6.41.1. HFRS

RDS @Y EMUEARTHI RS, 8 MEFBEECRYNEEENR. B, WEx
S THRENRSHHT T Z2NE ., flal, FIERPBYHIREFEZSRIFRGU, Wi

P oA EAREAM A P 894U .

6.4.1.2. SoJHM

S0 AR RDS LAIBER MUEED RETENASE, ETRAEREJLILETIRES

TR, BRSIAMERERN 99.95%,

PO LABERY A R ER S, RDS REBRIEENRIEKLAEENREEEENZ, =26

HEE DRI,

6.4.1.3. HiEEHl
B EE IR

AP RIRSIPIE, RDS FAENAP IREMMIRNERER, . BrIlBgEsa
st Open API SRBIEEIEHIR AT, FHRBHURELAMRSIR, WRABP FEEMILE
SRR, BN/ ME/ FRRZIBORIR, BOTLUBITES A31#F Open APl SRl B IR
FEIs P, FHERBIRES PR REREKS KRS BMRENK, . BREUREK, T
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NEBHIEEKR P IR EEZRLRS BNLENR,
IPEEZER

FINIBEIR T, RDS SLAIGE N AR IP 15T, BI11270.01, BFRoLUBITERSI &8
IR EMEREE Open API SBAIN IP BESHN, IP BEZEMNEFHLFEER RDS L,
R A IWALNER. P BE2RILLIREZ 1M HAH, ST HEIEE 1000 1 IP 5§ IP &,

P BZ BN EHR B L2 AR BRI PG,

6.4.1.4. MERE
VPC M4

BRT IP BE B4, RDS RIFRHPER VPCRERESEENME DR . VPCEAF
AAHZERENMENENE, BYRENSNNHIRBFPNNECRE, £MNE 2 B
SeRhIaRE), PO LUBY VPN SiEE %, B EE IDCHRSHRFEANES, FHER VPC
BENXHI RDS IP B IP P Rpo@, LUBEBERSHMAER ECS [FE15E RDS B9

BH,

/A VPC A IP B BB IR ARIEEIRTT RDS LA Z 2%,
Internet
EEEFE VPC i1y RDS SLAIBRIN R BEMEE— VPC 989 ECS SEAIRAE, INEBEE WMol LA

B BEEAN IPHUARNESKEANEISD (REE) |, SIFERET:
® KHE ECSEIP§9iFIa.,
e XEAPFEEIDCAME DA,

IP 52 8% RDS SLAIBIFABEE D IVEN, BINEBRBAN IP 8IS IREMNHZ SN,
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6.4.1.5. FIEM=

SSL/TLS

RDS 124t MySQL #1 SOL Server N&EZE2EZEMN ., B/ o LUER RDS 12 HIARS 2 imiR
UEF R30I B AR ARG O IR ERS 2SN RDS 124, W\mBEREe B ARE. KRtz
fh, RDS IR T AR5 280w SSL/TLS IERRI/EBANEHEES, DMERFRFEEE SSL/TLS IEH
UREZ 2B,
TDE

RDS 12 MySQL #1 SQL Server B9 BBEUENNZ (Transparent Data Encryption, f&#K TDE)
I18E., RDS for MySQL B9 TDE INgEH T E = BH#F, RDS for SQL Server 89 TDE InggEF SOL
Server (I ARBIINAESUE T K . TDE IIEMEABIEFH KMS BRSIMERTF, RDS RERNLHI
FOOT 7 S B s A B — ) 2248, RDS for MySQL5.6/5.7/8.0, for SQL Server 2008 R2 5745 TDE
ThEE, FOUBERSEBIEANEZAEITINERIF, FES RDS for MySQL5.6/5.7/8.0 FFAF
{E /BB RN TR TIIZRIE, X RDS SLEFF/S TOE Theefs, BROILUEES 5mME
RERESE R, XEHIRENEXRPNEFEES ATMEMEE (#4. SSD. PCe ) &R
5 (IREME 0SS, |A1E1FME OAS) RIS TINE , B SEE X M HIEHE S EH &2 A

B EFER

ZEEEME

FEXS RDS =&ML, B B R AU BINE NG, ETREFENENMUEEHTINE,

~EINZERWEE A KMS REINIZ{FE, RDS RT3 5136 F1HF R SEA 89 89 & 5 252 BX
— X #AEH , RDS for MySQL 5.7/8.0, RDS for SQL Server 2012/2014/2016/2017, RDS for
PostgreSQL 10/11 %5 RDS mEMSLAIERINEINEE, F X EREL KMS REEEBHNRS

SRR £ 3 B 0 SRR T AR R A
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6.4.1.6. SQL A%

RDS #2f# SQLBZRINEE., NMXEEEIT SQL Bt BiIE RN SR EMTRIFTE 21F, Amxd
HREEHTHEDNT . TADN. REFHE, BRMBRERNEE, JLURREIEE. A
P. &P P, 12 ID. fUTH K, ARTHSHETZ4ERR, I FSHN THERE
AN, F8 SOL o4rIhee, oJLUSISENB&EN SQL BE#HTIAUR BN, HEHRRE

SQL, EfUMEETM
6.4.1.7. FWNIRE
BT RIESERETE, JRETEEANEDEH LRILROTIREN. RDS RETH
MEBIE, PRNMREHTIASER.
6.4.1.8. SLHIBR
FERHNDERE MR R T ERS, M (Region) HLAENTRBK (AZ) .
HTIRM ST ARLAIESHTTAY, RDS THELTARLA (HiR BRI ERS

EEERIA) , 2B XL ERSFBEEADOTAX, S— P IJBAKX (A) HIEW

RERE D LR FBEATHRES —MIBK (B) . BMIIENBFER, NANBLE

ATIRHFSHOIEME, RDS M FEMIEHEIRESR ., Ao LS A 89 RDS SE41 A
B EIEER (Data Transmission) B4 E4|F#is B #9 RDS LA B’ (S2f) B'2— N5 Eh

S789 RDS L4, HBEIRIIAEEMLE . IKSMNR)

6.4.1.9. EFHE

RDS NAFPRMHEURERMNIRA, EBRZHBE R TMATREZIERFIMEN., R

APEHNEFT RDS LOIFIEIE, RDS A RN E/E LA BIEIR EMATT REFTEIFE R,
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AERDEBERT (WEEHHEK Bug, Z2lwiE) , RDS RESLAIH) ol im4E By [8) N A 808
MRARERE TR, FEIRORE, BFEFROZINE VRS EEEENY, ENBRFIE
WHRE THREEERLNBERA T AN NARFENBENZIN, BP0 LIBY R a3E

Open APl SRIEX oz 4E0Y (8], LB RDS VS SIER R E T s2 b Tt
6.4.1.10.RAM f] STS X

RDS 3755 RAM RS, EHMTE =M RAM RS, BRI LLE=KS T RDS BIREA D &

BEMNEE Y RAM b FH P,
RDS B854 STS ARSS, B IR EiA R EFREEEHIH N RS IE,

6.4.2. RIEFHE

2 mFAEFME (Table Store) E2MEBERE R Y RHHINAELG Z LR Serverless NoSOL
ZREBHIRERS, RUSSELEMUEIBNFHEMIE TN, REFMEULANEROF AR
iR, BIEURES R MAESERA, LUHE LHNTEY B, NABIIEBREFME AP/ SDK
SERIFERET aREAREFERS .
6.4.2.1. BRAIE

TEEHENEN AP HRIBERBITEMINME, ALBFPFERE BEXPEEES
(Signature) 58, FEEEFMEEA Access Key 1EABMINEREIE, AK SINEFAER

BEUET 22 m-= LK 22 iniE- S0 aES-AK SHIANESET,

6.4.2.2. SoJHM

O ESNEERVMEIRTE, RRFENNARRER 7 s MEHEHEE, 2

TR, ZEFEIRS BT LUAE] 99.9%,
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EEFEREENZ NENFEERNBDNRENABNE L, FREEMH RO HITHRIRK

2, 2t 99.99999999% (101 9) BoJEk.,

6.4.2.3. |—H4E
ERFEBIELIRENE B, SRF—DREMY, NASAIEIEE SFisiE.
6.4.2.4. ¥iEmM

SRPHVSEARERZRIENEGMERERE, SENFRAERBFME LBEIEHET
MERPE, BPOLMERRBFENMEE, BN BEZZHREERS (KMS) .—H&
Py, BPAFME. HPMERP B CNEREBEMIRENINE SIH, BloEd REF0E

HIIN= D BERIPER R SRR MEAN B £

FEEEINNENENERRSEHEANBFPNEERTINE, BNEFERRFBIE
ZHAAFPOEERTNE , REFENNENS S, E—1FE (Table) =BRENNEIABS
E2P (CMK) MEIREER (DEK) , FEIEIMENEIXS B PEEHTINE . EEI0ELH)

BARSLHING, BENNER 2R -BREELe-2RRINE-FHENEET,

6.4.2.5. RAM F STS XX#F

FIEEMEE RAM RS, FARMERM RAM RS, AP UK RS TEEFREIR

B R EEBNER Y RAM b FH P,
EEFERNSS STS RS, BlIniip0EIHRMHES N REIE,

6.5.CDN
6.5.1. RENEZME CDN

I BB = WA S &M% (Content Delivery Network, &7 CON) 2T H B S AE M L.
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B AR XEEID 5T RIRSRREFEM B Ml WL, BRESELL Web Server 45/ 0HIEL
EEHE, (DN SERRAEAMEILST /RSB ENBERS, BEKAPIIERDE
ERESMOTR, RAPUULRROEERSMEAFTHONS, BRHER Internet MEHE

Wi, "ReBFPIBFENEALRE,
6.5.1.1. BPAIE

[IEZ= CON X & AP B EERHEITSMIANE, BKAFRPHERE BRPESEE
(Signature) 58, T2 = CDN {#H Access Key YENEMINIEREIF, AK BHNEEMRE

R, BENWEZZ 2 m-= LKL RN EE-SHMN RS -AK SHINEST,

6.5.1.2. HFREE

(DN ERPNEFLURE, BREPARET EBPIRG, RS S, FTEBPAIENLUE
RSP BEME, APINERA Access Key MFRERINERA, XNTAPREZREBERXS,
EAPMIEEYE, BIEAFPEE, FRNEIE. NMTUZ B BNEEEERES.,
6.5.1.3. URL £

URL ERINBEERERIPAPERIASERAEIDEE R TRER ., XAHEE AR
referer 2. BRBHATUBRREBL DR, B2, BT referer AT LUBIE, referer B
EHER AR BERIT IR R, R EA URL SENAE R B P R RE AN RSB .

URLEANINEER B 2R (DN IR P RE5E P RRE RIS SN —MENZ 2T FEN
ISR & %, B (DN EPERREEBFNE URL (BENERIEER) , BPERN
258 URL [IINRT R ARIER, IR SN2 URL PRIRIRE BT IIE LA BmE K&

EE, WEEBRETERWELA, BEIPEER, NMERRF (DN ZELPERER,

FIEZ (DN REHGFSHENSIN, APULUREECHWSER, BRaENENT
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=, SESCHRHES SR AR
6.5.1.4. HTTPS /&

HTTPS 2L SN BEHREY HTTP @18, B HTTP A SSL/TLS thisuf T35, HTTPS 9% 4

HihE SSL/TLS,
HTTPS IMRICH

o ERHNEPYBFPHEXRERETMNE, BILLSEML Session ID 54#& Cookie WAL S

ERREMHNEREREEST 2R

Chf

o

o FENIERPNHEETTEMRL, ik DNS ANBEE =&, ENEPEALS

(MITM) B2, Ao HTTPS K IR EHN .

o HTTPS EF ML KX MNEIESN HTTP IhNARRI N AL D, DI EE2E Chrome
70 A_ERRARLLR Firefox B4 2018 &8 HTTP MIGFMR A AL D, &R {ER HTTP
M, BRTLL2LETREIN, KisEZPEHEMIGN EINNALDIFR, 20
|\E'70

e HES5 Google B3 HTTPS MIUAHHTREINMN, ERMNLEIIIF HTTP/2, M

HTTP/2 WA s HTTPS, oJUE R, TieNeSe, min, RERFPRERE, &

HTTPS 2ARKH—1T00E, PrLUGEREWA PR BT R E HTTPS,

PFJE = CONRMEHTTPS Z2MNE S R, NBFEREMEEL/E LAENNREZUER/MHE,

AXFUEBHITEER. EH. BA. BERIF,

BB SCRFBC & HSTS KL= FPin M E = CDN 19 =2 BEKEY HTTPS 1%, CDN =

REMNREFBROEREE PRy, RRIFGNEES T, X5 HTTP/2 BiRIGEE
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FF/E HTTPS, SLELEHEREAY HTTPS 0%, HTTP/2 EF HTTPS, (£ HTTP/2 5o LU % & 4f
/8 HTTPS 5EEMMERE T IDR,
6.5.1.5. PHRsE

BTEE = CDN R AR & 58N e .

Bh A SEINRERE T HTTP MMN 5T Referer #1#l, #@1J Referer IRERKIR, X KRFHTIRA!

MAMr, AP ILUEIEEHIIE Referer ZHBERXNF 0)E BOETIRAIFILI IR, MmiRE!

CDN &iR#7 188915,

BRI S EINES TSR BNAZ BNEG, WENRFEAEERE, BEXREE OON TR,
(DN T RAEMBEAFPTUREIMEERZBENHEE, MIHENSHETIIR, FEIN LR
AIEXRE| SR, HEARFEMN, ZpEBEIREEELL, KA 403 MG,
6.5.1.6. HTTPDNS

&30 DNS BT 2@ UiHIIEE R Local DNS SRSMBITER, XMAEXEZ5IRKEEH

. BEETER. REENFOR, NMSBMILETEPBSEEERE,

HTTPDNS 2E&Z ST IRSS, 1BiY HTTP thi BEp 0 B = CDN HRSS e, BT 4d 7 iz

EM0 Local DNS, E oI LOEHR DNS $1#FH RIS SLEAEHRI DNS i 4s

Z PR RiiER, @id HTTP 1Fa = CDN 35 FE HTTPDNS fRSEi%, Z RS IHIKIE

BHEME " DNS B REEITER, KEE2RTERARLREAEPiK
6.5.1.7. RAM f] STS X

CDN AT W EZ=HHBEH RAM RS, BPILRZIKS T CDN SFIREIIE R S

[R¥2F RAM h Z P,
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CDN BB 4 STS ARSS, B IR EipaEEREEEHIH N RS IE,

6.5.1.8. BRFX%HE
BFLESE (ONNEN—TUEERS, ETHEYEE, fexhasSimdTiREeN ,
DIFEBBPTE Q0% U ERANRAKR, FREEFEENEEE, EFA=BolEd CON IR
EREE BME R URLESRICE T REB RS HAMER,
6.5.1.9. IPEQHZE
fofEE = CON 24 IP ZEHEZ BINEE, FFFF IPvo HUEFI W ERRIA
o PELH: BEBRYNIPYLEADHETER, WWRE—NDIPEIMAREE, Z IP IS
KA 0%) CON T2, [BE224 CDN T a4 3R ([0 403, CDN HEF{ISIEHE
XERL B R P ERIER,
® PHER HEHB/ENNIPELFIIHBIRR, HEBLUMNY IP 8RB0 HETER,
BIR, BERENALEER, B—NERZEHP /AL EY,
6.51.10.UA EH&KH
frE = CDN 12#tELE UsageAgent 2L 81 HE BRLIXN B E S HENRAIFILIE, N
FRHIAE CODN BRNEF, =27 (DN L2,
LAEPEERIEBERN User-Agent FEF TIH D40, DJLIEE User-Agent 2/H43
BINEE, SCIIXTESKITIE,

® User-Agent 2L & BL B K User-Agent ZEIIT5EH 10 L BT &R 12— User-
Agent ZEWINARE 8 ZEH User-Agent ZEREIERITH1EE CDN $5, 18

224 (DN BT RIEBFRE 403, (DN HEPNASIEFKXEREZ BdE] User-Agent
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FEIBEKIER.,

® User-Agent HZ 8. HEHZBEAN User-Agent ZERABEIFIDHFIRIER, BE LB
ANET User-Agent ZERIITIEA 0 Z R &R,

B, BRENAREER, B—NERXEEF M ER.

6.6. ZUR S &R
6.6.1. XEUE T E RS

IR AREEITE RS (MaxCompute) 2 — MR, TE2FEER GB/TB/PB LEIECE

=

FRTTE ., MaxCompute NAFRET TENHES AL ZURZHEAN S M T ERR,

B ERENRERBRRIT S8, SRR ECWAA, FHREHRERZS,
6.6.1.1. B{MAiE

MaxCompute S FFRIPIKSIAR . W E KSR RAM IRSIAR, BEE, £ERANE)

T, MaxCompute InH REEBIRAIERKS ES,

RAM EWEZNEPRRENBFPESHEESRIFENIDEH RS, MaxCompute 5 RAM H)

ERNEREEER MR

® EiJ Dataworks /A MaxCompute 1Y, ¥k PSS M ERE, BEAEXINAEIKSTHEF
BRI B G, &EEEY Dataworks #H MaxCompute BZ Nk P ihEIFF &, AU

FIKSE RAM RSP OIZFIKS, & RAM FIKFP AN E R AT HTIHEFF A,

® MaxCompute IBIAFEMUEIEN, @Y RAM NIEEMUEIEHTEN, BT
MaxCompute xR BHENEIEEMEEE (B2 0SS Al Table Store) |, sHHEFMHZ—

FMEEEE RAM h#EF MaxCompute 35778 0SS 5f Table Store BIRUE,
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MaxCompute =XH&N APl HENERFETEMINE, ABRPFER BRIPEEESE
(Signature) 158 . MaxCompute & Access Key 1E A SHINEREIE., AK BHINEFHAE

R, B2l zzem-= LKL 22 MEE-SOMIpIoES -AK SHINEET,

6.6.1.2. i5iE)#E

IMA=8 (Project) & MaxCompute LI ZH P AREXPEM, R EEMENIITTENE
AREA, LRWEMTENTHR, HAFBBE—MEZEZE, ZAPMEX N =B
FrEE (Owner) , R, XTMMEZEBANMEXNR (flan, £, 6. 7R, UDF &)
HETZAP . XHEiR, BRT Owner 24, ERAZBEROHDHINE=ERBINR, BRIES

Owner B9 ALF D],

HIMEZEH Owner REXN B —MNAHPENDY, Owner EELEZAFAINE B 28I

B4k, RERIZINE =B PR 7T EBRIEN,

AE (Role) B—AHIPEINRNES ., SFEN—EHAFPHEFEBENREY, JUERAE
RN, ETHBEHFENTUAKBURNRE, BRENEENAR, SF2XHPENE, &
SAMEEREENZERBERTN.

MaxCompute SJUINTIEREENAFRHAE, FXNIMERE. £ (View BEBRRIT
R) B BR. ESLAFEMHNR, X ARMNER., B, MaxCompute 355515508
SUREUEITIR (Label Security) LUXRZEIMRALE B 0524 .
AL

MaxCompute T8 ACL ARG SR AN B EE IR, ACL BNE—FfEFX
SZHFN . 181 ACL EIRBIMNRER (Bl iDEdiZ)R, Access Control List) #EMEZNIR

H—F&R, SESNRCEFEN, 78T ACL ZEURE, SYREMREY, @B ACL
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RN RRIES W B bR, ACL AT SQL92 & X B GRANT/REVOKE &%, ©
I8 R BB G KT AN BRI E 28X R BB S HE RN,
LH] MaxCompute REERTHEFEY FHFE (7)) #3809 ACL iFo4), ZBH
ER ACL TR S — IR 2B TN ER, 88 ZTEEBNERWNEE ),
1

grant Alter on Table T1(c1,c2) to USER ALIYUN$bob@aliyun.com;

/IBEBER 1. 2 RDFEBINR

revoke Alter on Table T1(c1,c2) from USER ALIYUN$bob@aliyun.com;

//BIBHER 1. 2 W PNFERBIR

ETFmEn% e (Label Security) 218 =2 BRI —FPizs)15 0325288 (Mandatory
Access Control, f&FR MAC) , BERSIATTLUIM B = BB E R ENREMRH H X258
BEEENIAIE, Label Security BUAXH, —BFE, 82 R 0] LOYERNEOIINE EBUERD

(Label) , —5kz= 0] LA AR SURE R EIEIRSIITRL . BUABSPTE B P8ORS0 0 4,
HIRELRLRBIBARN O R, ENHEMASNRELZLERINCZSE, LabelSecurity B9ZIAZ

R

® No-ReadUp: ARVFAFEREREFRSTHRPFROME, RIEBIUEN,

® Trusted-User: RIFAPEERFRNEE, MELIEIHIAN 0 F(NMRE).

EEXREENANERAENE
MaxCompute N EEIBIEEX TR, #lan, #BE CreatePackage RIREVINE =8 N AX,

Rt oI LABE package; #88 AddPackageResource PR EIN B 2= (8 W A% 2 7 o] LAIA) package
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hARIEIR, BPoLLE MaxCompute B9 Policy AR BB RN BEHTEN, A
MaxCompute FEXMFHEENT —MHNEREE, XNAEMHIRFINEE LMNIE
Owner BRIFNNIR, LULSLIINB = BAENMEERNNDE .. /54 MaxCompute R Fr

APUZEEXNNEEEARE, TUHREE,

RAM AFAXHF
RAM #1277 RAM Group B FEE—HBEF, MaxCompute 18120077 X RAM Group 89
¥, X RAM Group B9 =1ERBE group BRIFRFBM G, #ll, REHL RAM Group HNEIIR

B=g, A4 group TRAMERFPEEIHE=EINE, MATERRINKS,

6.6.1.3. EUBERIPHE

MRME = EPHEIEFEHR, BIARFREEEMIE=BEPE, BATLIERR

2 EMFIPHLE|—KR & ProjectProtection, BB ERKIMB @G "HIFEREER A, REER

MaxCompute G0 7 #HE N ENEN S IR, 2 5iA Select AXPREI O Tunnel NE#1E,
I MaxCompute EX T Download PR, 5 Select I RRIE , Download NRETTLLES

ACL Y, tJLUBHURE THBIREERIFIEA,

6.6.1.4. EINEZENERNSE

Package B—MEINEZRHZHBEZRENNG, FTEATHRABTNETINERES
MAPENE®, #/ Package 25, AE=EBEER LY B EHT BFEEBINRIH
TITEEN, AFFT B MBS EREX Package, £ B IS HEE R %% Package 2
f&, MolLLB/T & Package 2AFEH—FENLHED Project THAEP, FEIJLX

package NIRRT EIRIFTZAN,
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6.6.1.5. HIERE

MaxCompute THRZHEFEERT S, NESANFATERIKSIKZREBR AccessKey XIFREE
FINEEAR, BRNTFEFPHE—D HTTP ERESHTEZINE, S REH B PR H T
BEEMRERE, BREEEEHERESHNXERE D, JLIENHRZBEFNE . $UEE=.

HERENZE2NFE, HEIEENZHPRRES.

F8, MaxCompute RETAITBE2AZIREMEFIET, ZERONADE, M KYM FE]
Kernel 2, RFEMREEESNEENT, ARRIEEENZE, NERHINIBALEEE

DNERLARSS AR =

6.6.1.6. HIEMINZ
tERmns

MaxCompute 24t Restful 9EwE L, EEELZ2EHE HTTPS RIE,

FEm=

SRPNVSRAZEBREENEMERESRE, FENFEERE COEERTNE
RIPE, B OJLUER MaxCompute INEINEE, BIMPHERZHREERRS (KMS) B—H%
P, BPEFEMBE. #PNRFPECHEHFEREM IRBEAMMBLIANS, BDojEDL

MaxCompute I1Z LN BERIPEIRENIRAMERN B £,

MaxCompute BINZ N BERRINE B IR SZ58 0 A P B98I 47025 , MaxCompute LAIRE
HNEMTRERNNEZFE, BaSHeENE, 88— B (Project) 2BRENMABEFE
25 (CMK) 120N EUEZE (DEK) , FELEENENEIXN B P EEHTINE . E3MNEN

HEARSIINSG, BEUHEZRE2RE-BREE LSRR IIE-FRNEET.
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6.6.1.7. BUREIERIP
HIR A LR

ET LabelSecurity, BRI FERHITEIIRRFFEN S, UL LI BURSIER 572
PR,
¥R A

MaxCompute 324 TEARSNAEREES), Bl MaxCompute oj#EAS KRN HET,
REEERESTWRSEENONABIRE, FINEERIPPRMHBREEER, MaxCompute £t
EPRAREEE, BHREERS.
6.6.1.8. HUIEEHMM R
&4

PR RHE—IRIENEEFESE, FTEASSNEEIETT R, — M RRA—D
Chunk, XFE— Chunk, FREFH=T8IR, FFEXLEI AR —ENREEEER
PHARTH R £, RIEBPEENTE,
il B

ERPHETHRERFE, BN FEZBH SROMIHRARU, S IHERBFTIE,

B TRAER, SARERIERP NSRS,
6.6.1.9. HEHIT+

MaxCompute ZEI A AP AB BEEEHTEHEET, RHEATEEFE, SFHS

i

R, BITRRRLZEERERNE,

® [nformation_Schema

22 WHASE, F MaxCompute JTEIERFWHSE, EF T LUEMRA, BEIHIRE
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TR, BWEBPLZEERE. M. ARSI EK,
® EifH=E
AP IET N, FFETEAN E = Action Trail BREE MaxCompute BT A H
EXLNHEEAZEF, FEEPINE . [IRLEMAITEEK,
6.6.1.10.IP & &

MaxCompute 2% FHipIaREEE2NER: NIMBERENESEAREDINENE, B8
SEEL T IEHBR . 293R8 AccessKey ID F Access Secret A BEIBIT S, 7E B LM -F BIE
SBE R TEIES DA E, ELL EBEPAEEM R E—fhigiEs . LLIP AR BN AT, i
TRORENEE AR, BB /E, WEEENNG IP #k & IP #8852 B
28, fEJRA AccessKey ID } AccessKey Secret INEERE FE/T IP UM E ,

P BB LIREE VPC a& VPC IV ER IP,

6.6.2. T T ELAREE MySQL kR

PHTEEIERE MySOL iR (AnalyticDB for MySQL) , 2NEEE B FHAKESHIRSLH
S RELSHT (Realtime OLAP) ZIHERSS, IR SN TAZREIRHITRIB 00 S 4E
PITENFV SRR, HITEEIRE MySQL WX 8 4R B Bt SRS, BElLA
PEREZEHITRENHERR, MRRMHFENE, FTUTEERAVSRENLiRE PR

T ITIRS .

SR EIERE BRI 2 THRE AnalyticDB for MySQL 3.0 fRA, XML LL 3.0 AN
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6.6.2.1. AFRE

DT ELEIE 2 70V AR P Ead MySOL thiY AR MySQL #1289 JDBC. ODBC FEREH
BE, EENUSEENKSZNERERPE, $UREEKSYNNERNEERL, IRE
JR 2.0 REF, EF MySOL MY BIE K, BB Access Key Secret FTEEENI 2R, SE TR
B9 Salt 1TIN%, RIEBFPHN=ERZS

S BREBEEUSIEEFAEPREBNEARRET, AREENEEZKS NEFEEN
Owner, REHIFZECIEZERN, HOEMLRIKS AREN0ZEEENETE.

AP HEURE A B IR =B RN L6 Dizts, MWERRAISTI T HEENRS.

DITBLEIRES RS VPC, AP OJLME RIS IS E &R TER VPC, VPC BEBIRIUEMLE
EANZ2RE, #—FRIPAFPNZ2,
6.6.2.2. £EHZHA
STBEHEESEROEZ 2, LUd—SREIINEheENEEFNTE., EFERIANE
ZERESEOA P AL 1270.00, RREOREDTENOZER, BPULREBES WSS
ORISR R8P #iksl 1P B, HEA BT LALE AnalyticDB for MySQL 852 5 & 58915
L2 RP, REHZEASFWERHNIERIZT,
6.6.2.3. SO A%
EFomiedBFEREHEIUELZ 8 AT SR REENFIRERNBMELRS.
= AFIIE ™ am SLB RIE T AP H 0 (MFIEMNE A O o EEER FE - mifh

BAL) BREHENSITA,

M ITREIREmAERTAE, 281K TR, W&, EENLHEE . AARE, &
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T LA 8= O A

6.6.2.4. HFEXR
STREIEES AN EXRPHEEKRS . eNRKSHEBEKS., SNXEKSHEIT

MySQL 89 root k=, TJLAEIERE ZBKSMEEE.

BUREHFERNREEER, A0 MySOL 89 ACL BRURT . B8R 25 A
R RN PRI=H . GLOBAL B+ 5! . DB ##E 5! . TABLE &5, COLUMN %Il (FE) 2%
Ao U MySQL, SFEEHEE PR SMNRIKS o] LUER GRANT/REVOKE 156347
PREIM, — N ACL BB FINBA P . S SAE TN RIRARL
6.6.2.5. RAM X #F§

BRSO BREIEE GBI E R RAM RBRIZNFIKSE RSN EEEE, HFEET
KSERNBERGTEREBEASITEEREENNE.

FTHRSENEZ P IEGFNES ST, LRSS N FIKS, BIdE TN ERRE, &
FRSE—ESEH T I LU RS ESIEE ., FIKSHIRISFEEERZERN MySOL s HE
FREESIREELA T OIENSIRERSHNBEENEERPEMEERN, BEApEERE 4
AT FERSERMEREH G, FRKSHIERSMELTEENES & DMS,

6.6.3. %10 DataWorks

DataWorks 2 —WEIVAEIRE A Fa, tiRHEUREN. HUEAA. W4,

EHE . HERE. FFELEMIERSF2HUNALEIERS, SOV TTERNEN

ZRMRR,
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6.6.3.1. iHinEHEl
BRieH

TR SERE RGN RE &5, oJLAFEZD RAM FIkS , B3P X NI ER
B [FEFEESE—TE o LAAE Dataworks, SERSIE4E : IP #ik/#tb B . MFA 2R =
INIE. HTTPS ipaihiN &,

B PRHIRETS 150 Dataworks BISER IP sf IP #HbES, ol —=Fr1E3ERinn, {RIEEIE
5\WEZRe, i, HEEFPEBIFIORENEEZLTREN, BPESS®RFEA R, BEEihLE
(EIELIP (WAFATAMIR IP) BIFI0E R,

DR
"TYEZE" 2 DataWorks PR ENE RSB, TEZRBRNNREEESEETEYD
BN, DURESIEAEE, BNEHLIEFAAREBRZEINIER, BOANBRT, XTE0:
® HIFEFAAMIESNOIAOIEENITES|IZE

® HIEEMTSXuAIE BARINBETER

MEETERERIFE R RIS 2N ERER, SE2EHTEREEE R FTIF
HEBEIRE, WFEHE VPCRHETHER, BEAMERRA,
6.6.3.2. FRIEFTNIERESE

Dataworks <5l "T/E= 8" NBEUEEBERIBSEE, TEZEXN S IRERT R B8
Bz,

EBRIHN IT/EZR B EER BN A/ EFFHE, LI MaxCompute SIZA4, tRHERIT

YEZBX RN MaxCompute TN, HBIATF LIRS S4EF RS, FFARE S S IREREIRE

dt

o FFRARBY DatawWorks #iEH A FH, NEERFHANREEIE, X TEF RN

TxleE

0|
B
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[~ FF]

EOEE, FEHBEARNT A" BEE, SO, AR TERE 0] LU

R, ZHIEBEREERRER, RIEETEZNEELZS

BERINPIF=EARSET NG N—, BBETERR, ARG, THAM

AR, BRARIEF R/ EFNRHINRRE.

6.6.3.3. NREIHE
REEE

Dataworks B HINBEEREPEAMEE. BXE

BRtHAaeEN:

Hﬂ}*

o EERZMBEEZTNEES, BERMKRIFS

]

FrEER LIF=BNRsNREE, BEMENR,

R, L. 4. BE. HENLE

B ZIMIPBE IR

® FREFAANENZRNFEE, BEAATR. WSRESBFAAREEIRIINER.

& ZARETENRESE, INEFRENEIST

ERENR,

T ERFERESF, AR

o IERMA. EFNREHEERSE, BERTAMEHNREAMEENEIINER,

=

0

>

° =z

EHELZENERE, BERIFIRERIPCEEIINER,

o NEAESER/IMUE, NEEEEN, TEHTIERE,

RREE

Dataworks 23555 TP R B PHIEHEMRIRHITERE, SIFRR. FREEN, FG5NER

HNEES®HI,
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IR TR

[~ FF]

DataWorks B BHIR THEE, TTUSERAEIRIMEHRE, RIERPLIERS
6.6.3.4. BN

Dataworks FrE8URER

BFEAPAE., WSRERE. MREREESERYNMEFME,
RBEEFFEENRNAR,, HEEE . & BEXEHIE. KEHURMEH#KE MaxCompute
FERINEBES .

6.6.3.5. BUREIER

DataWorks 2HEFRIRR . SUREIREAI .. HIESE

S, BREL MiRkEE . XA
Z5EITRES,
® EIHUEIRA, DJLURRIUKKIMN, B3R5 T/F=(8 P H8UREIRE.
® BENHFENPHE, UWHENERHTEN, FIsETHIEES
°

BTSN, oIEUIER . RS . A SH I EURERE TR

o ENIHIEE, JLTEESENSE . WEHTER,
o BEUMNMKAI, oL

o] LI R B 5 N HSUREIE S 01T AT TR,
6.6.4. SLHY i+ &

fIE=SLHEIHE (

Alibaba Cloud Realtime Compute)
IR0, BMHEEESL AR S

—EHF Apache Flink Mg —
6.6.4.1. AFREE

JOZERTRIVEIELIE ., BEARELBESSMT =,

[ E AL EX AR ZEA R - RE, B T2BPE=EENE SR
MEZELS, REENEREME R ECS TR AA PO T SR,
WA 4.0

SAAPREIE
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ERMERR (N4, B2, (PURIRNES) , SEMBPNAERTERY., BPAERER
TREEREEME VPCHRZUHERR, RoRERFPFNZERE. ATREENENE K

BN EASHEMART2NRE, EB IR ENRYEBTRERN AP B EEFPRWEEK,
6.6.4.2. RAM ¥

M ESE RAM KSHAR, AP UEBESACEBRE S A#HTEENEN, ST ERE
HIRESHZRNIEE, AR ILUBIIRE XYL 1HER AliyunStreamDefaultRole &6, H 1@
BT RIEEA,

4N, A PKNENRBESEHTIRIE, EeEaB51ARR MFA ZRZINE, LUESKS
e,
6.6.4.3. HIEFMHKS R

MR BEEEM A UEERSIREEME, AHEER/ A A AccessKey 51 _ETNFFMEE
R, BHIERAFPWMREEMEE,
6.6.4.4. ¥iEMNZ

EAUREHNE AT, 95T - THEN SDK, S SDK PRMEE . EXIE

HANERLH, INTERSARTFERPOWSHE, BASIESHSINE BEXEERE

SFEARRIE,

6.6.4.5. 538t

AREHINE, STEXFEE THINE, AP ULBIRELINTEFVSY, BE

NSRBI B B S BRI,

AEERESH, XNHERATERRS, SBWRENERZRUAF B EXHERE
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n. RUARS T AR URSNERREER, LAP2E TRIER EHRREABER. WH
HETRRNERE, AERNEREERE, RIENARFIGET.
6.7. M FH AR S5
6.7.1. AR RIRSS
PIEZFEE R (Opensearch) 2T WEEEBEHEANANES ML RSIZEFE, A
ARERMERE. 3. RE. BAANYY RIERBRL R, BPEIERH a2
, RBUSHEFRUTEFEIEXREN . FROERBUELURNEIERERS, TREN
RRRSHER, ST EXRSRELRYRNAR, EREME RS LS T BIEEE RS,
AFRIAL P EARRIIGE I sE LIS RBRIER (LN CTR)B93RT, B ELE abtest,
MRIEIRRESINENER, B/ TE OpenSearch SF& FSLIFEER . HEMUWERYE

HEHIRE.,

6.7.1.1. SO Bk

FUE RRSS (Open Search) 7E30% S AL SRR R, EDRAIETHIER,
BNAALR QPS EREEIEM LIRA 99.9%M AL ol AlE, NMET 99.9999%HIEIER AL,

FRMAEIRVEESIKENE, RERSHESTAM.

6.7.1.2. HERBS&EMH
THHUE 2RSS 1 B P S NG SRR AL P RB EURIR S . VIR HI AR SRS ,
AP LENSIEREZBEIALH, NEPBERENAEH IR,

6.7.1.3. ¥IEECEN

FRE ZRSEEET N FRBEXRN, HBERR (LCU) BBEHLEH .
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6.7.1.4. B9IAIE

FRIE RS (Open Search) 2% &N AP FRIESEITEMINE, BHEBPEEE 15
KRPBERHA (Signature) 58, FRULZRRS(EH Access Key fEASMINIERREIUE, AK B

NEFAGER, BEN L e m-= LR 22 E-SH S EEH -AK SHIANES T,

BRPAEREERBEERERBABHBIEE RIER 13 LEP 8T E&+4 B ,

DABG LE S EMIE .. EIERIEA AP B, RALSIOREUNEKIEFI TN 58

6.7.1.5. Hio¥El

FRUE RS (Open Search) IREBABUNEBSIER L IINNINEE, ARPEREFSE

WotE, B EXANEGEEOFTEERTE.

6.7.1.6. RAM X#¥§

FPET =S OIS OpenSearch fA, #EZMKS ESHENEE, BMERT, K
P B RIS S B R EAUR
6.7.2. [B{A 012

WKL (ApsaraVideo Media Processing, J& MTS) E—fZEAEIFELERS ., B

0. BMNBUY RNERD L, BREEKMRERENEEETERENEL ., HETE

it

SHREREEY, WEANAS., XF. a8 2285 HN, SNEE. NaBER. &

fuii]

BEfRIE .
6.7.2.1. RAM f] STS Z#F

R BARSS AT RAM 5 STS iRSS, AP 0@ RAM Bl FIkSHHRNSERE, BT

STS AR IEEA R EIE LUH TR HEIA O RS 1,
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6.7.2.2. B9IAIE

EARGMBIRSZIEAN APl X, SXFEN AP IfEERFETEMINE, RItBFPEBEEK
hEEFE (Signature) 58, BEARNIEFA Access Key {EABMINERNEIE, AK S4IAIE

FAER, B2z m-= LKL, Z 2GR -S5O IR -AK SHINEET,

(R A EB S 7 PR 60— Y SREBHET S IERILSAY, LB IE RIS BUR 8], BB
BT 2,
6.7.2.3. MEIRE

(AL TR AR 55BN T MR IR SR A G IE R AR FI BB E IO OSSR IS AT, FIPSE
TUEREEVRERS, BERSHRENE. SIERBR, REENLURLERLDE
6.7.2.4. fMME

RARSLIBARSS SR BN E T RE . MAINE 2 XA S RIPH—FPF &R, WUMPIN

I

SETINE, AU IEASUEEN SRR, ERLIERS B BSOS MAEINEM HLS AR

EWANELIN, AP oLUBTERALEESI G AP R HTRES EIE,

6.7.2.5. HeEE¥

RARGERSHEEEZINE U LIERERAIIMNESE . XF. BEOeR. BEFE, A

REEFANE, REHEALEZANIRER, BESIXR,

6.7.2.6. fLIAAREURIP

ARG IR AR S5 ES MUATARAN E 12 DRM FOVLAIE 8000 885 BN Al P i A TALSRAR AR P o BEARAL
RSS2 FF ChinaDRM #1 Widevine Mfh DRM ALFNNZ S 2, B8, EEHTAET PlayReady
1 FairPlay ZEFERE DRM Y BUMANE S 2=, d—FMNE HS IsRE L2 BRI 8188

DJLURBMIM P E & . BRI FRAE, EMARIEL, 8% ER TR, REITM
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EPEHE
6.7.3.;HSBAFI

JHEBSI (Message Queue, fEFR MQ) 2MEEEEAT U ASLEEFLANEWHE
R, FREATSURSMIAERRA, #REERAMITR. BRITEE . EiY (ZiY)
HE. RIEZG . BIERES—FINBRTRS, BRWVHFEEMRMIIZ O m. MO ADH
NNARGRERLHS . HIEESNEEN, INESEEERER. 85, IREXAEEHK

MR HRIE, RIEEEWN 1T EAKZOT m

6.7.3.1. ZIMIEAN

HENS MQ Bt TCP, HTTP 1 STOMP #MNBIZESEAL I, HEARREES T
RN APRENERIS MO BR=RS AP ULRNASEENER ECS.BIVERR,
ERAZRIE . MEMKEPSBERNS MO EXEEHTERIA, BT, AbALRE

Wl LUBE AME A EENY] MQ REHITERIE.
® HTTP ¥ : XA RESTful X%, A@E5H, WREA, BMNLSEEIE, 35 Java,
C++. .NET. Go. Python. Nodejs 1 PHP tiMEEEFin,
® TCP #M¥: XiIF HTTP BENT|AALT, BEHEENTW . oJF. BEH TCP thXH
SDK #|ARS ., XEHMES6E Java, C/C++ LK NET,

® STOMP ¥ : M F HTTP BOA SRS, & A FHIAES (40 Ruby. Python,

Perl) F3BEB Y RocketMQ Broker TR 85Kk H
6.7.3.2. RAM ] STS ¥

BREIIFONBER T, RFFIIIeIZERIDERNIEE, B, BRERSEATWES

FIEIEES RAM ARSS, B OLUSA P KRS TEIBR SR 0 K EEANRE T RAM
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PP, HEBIE NS STS RS, BITIeH SRR R SR,
HEFISTHHET RAM B BT RS ER, TUHRAVaRBEEREBN LSS
6.7.3.3. BIREE

AP oMERERIREN RERENE, BRERIBEINSIHRIGRERE, BHAF

SLNERBERBENRS, UERIILIEEZERE,

6.7.4. M REMH IR S
MEBEMIE (Performance Testing Service, B#R PTS) @ BE&& KB ENBESIHI Saas
ENEE, aJREERPNELIVESHE, 25 UMIEVSISkEeE. SsMReEkt.

PTS Bfr2RitreENASHIIFFAREW, RIS ESHRENRIFE XE WS
HRERBAS ., £ PTS ¥a L, BPRUUAREBNADMERNA, WEHREIESLIWSEH
SNERTEINRE, REHERFHW SRR, NEERDREM . SEREEL. 25

ENHREWERERFNEEY. EMBEAA/ AR, ®HIVSARE, EREESNEWVHE

NZANE

6.7.41. Z2REE

B R Z 2B A MEEN R ES a7 EMNRENRMAEE K, X5 7T KRR

AR, APXEEEENIN A SHEUE,
MEREME RS IRE RN HER BIEE, 5 MAPERRRNENHEHI TR,

A A VM RE FF AES R ETIRE, ZILEREREEUREZE. BiX,
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6.7.4.2. WisHE It

PTS AEEEZAE&NRBRANE Pln iiRiEtn, UNRNARSE . 80EE. PEt. MEAD

EHE ISR,

PTS EM =S5\ ESSLiT ISR RSS (Application Real-Time Monitoring Service, & #R

ARMS) |, EmmEHEEERNEE, Bt N SmERENARER.
SREPENEEY, PTS SREREERATEE, REEENERSH AN, KREER
BRI, BHFREESE
6.7.4.3. RAM ] STS X #F
PTS AT RAM fRS, B O] EUF/E RAM INEER T AT RAM FB B ERE,
PTS BB SRS STS BRSS, B IR QIR A O R EIE,

6.7.5. >N BPFS

A BBFA SR A EE MU R EE0FE, BRI ASNGENIER, XELEATE
EARNRTEEHTSH—ERE, CEES B VERREREGEFELENERE, 2US

BECMBTAC R AT R/ DRI A @R T A

[PEPIBRARNEREEZT R —, ETHEZZTWRHERANFEITE, BAKR

i}

SEEFNEEERZ TR L, RESMESIUATR, FRiEES 'S8 &2

8", REESHH N IELTIN, BNTHERNEREAHNSNILBE., BRI ELRS

J

T 500 ARESFWEM, 2PERANEWHERSEERS—.

6.7.5.1. INIESIREETE

PV EE S IFIREF ORIV ERBHRE, AR EERENIRE, LIRRsSED
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SIANXKE, BNSFZXAEZENELWBNES Bs180E, UBIEEDERE, BWHEER
BWNHEZKINERES], RN TFEFPHANING "2 i0+301UEFS " I IERE

AV BRFE AL B 5E Windows ., MAC. Android. i0S iRfE NS fP B4 P is LUE T B P
TZe2EFR, T Web wEMME, E/KERKIEL . App HRER. HEIHBERSE
ZReeES,

PIVHESIFESIRERE, SMEEANRIH—EDE. i WVSMEREms, MU
FREZNBNEEBINAEBIARIBTORERE, BN EER IR HT8IRS

6.7.5.2. Bp{FER
AV BREE B = E R EINE] . YT R AL R TANRL B (B /WS B B G B LR
BB, ESTEREDAEER L, BOEERIE, B AR AR IR A S — RO BB R
DB RE EHHE TZE B P ENEEIRE RS, NEEHPNRERN. S48

B, BPTAMBMRSRNSS NEEE AP BImRBI AR e, B o] DIEdIRESN

BAERZBNAZ BN NS MHE - ER,

VB EHEMEEEREAN T WP RN ERSERSIE, St B

W

S TRAPN, THE
6.7.5.3. {EEMNE

VB SIS ED SSLIMRT RIS LURER P EUR IO B,
6.7.5.4. Hit55%

RAFPTUEE B CHERBRULBRBHE RS, EERBILUEIHEEEERT
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HEREABR, XNXOERTEARS., £BEEREYS, AFJLIEREERPRFASE,

1oV BRAE SR XS B4 B S TIR Y, ol LUBII R R TRE S IUHTHRIE,

P EFEREN TRIER (FFAER IP) EREERTANRE, HERFP XX

ERBBERS NS,
6.7.6. =58

=512 (Cloud Monitor) 2—IEHX ] 8B = &R A B Bk W A F 7 IR IR S5

RN ERPREFERE ARNeWRARE I EERRSE, BWE 1T RIEEM
s, SAMERERNEE, ETSM4. BEXER. ASHSEE, IBPEHRHE
S, Ee2HE. FRENRERS . BIRHE R, BHEKNEA A EEBRENIRERR,
ERRPREMEF/N T R, EBHILANSREERESEARR, BIRHE
Dashboard, #HHAPREREEBEEN WS HEERE, BEsKE, MEUJLUEBEFPRETA

PRAEZRSITANK, BT LERE T Z4ERRAA,

=R RRSS O B T WK B P B = RIRE =S irsl B P B E X RER, RARSS o
A, DR ERREER, ERFP2E T ENER ERFRERBR. WSHIETRIRA

BERE, FRNEEIRBREME RN, RIENBREFIGIZET.

6.7.6.1. iFimi4l
SIS SR RAM B4 ST F I S0 S RS IS B R | S IR | S

B Z AFIEE R AH IR R IR
=R R STS RS W imEs e SR EE IR N RS IE,

RAM 118125 RANR PR R E = miz (CloudMonitor) BINRE & &8 B EE .
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RERSHAXEIRE.,

FUEBREAN TSRS, BRTSHE. MFA, 1P ZRISAEE,
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7. ME=ZL2™m

MEZRZE2miRS (Z2E) RENEEEEHASFRLERAARRENMR, HoRE

ZoEFaRANEIESTEN, IBRPRERMZ S, fiERe, NARE, VE%22, K
PZe, 2B RNEEEF2ANRZE m, RTHE, AERcBEREANZ2T 0, I1F

THREZZeRMRSESRAEZEM (www.aliyun.com) .
AERUTRE T REEIFEA RAM RS,

71.= LEZS

7.1.1.DDoS PF#P

DDoS BH#F (Anti-DD0S Service) 2HNEEBM _FEMERSHAWAEES DDoS Wta
SNREATENEBERT, FHEMEZSIK DDoS BHhME, WRENES, Al KRS

S EAE DDOS W, RE\WSHEREITIT,
7.1.1.1. DDoS E i pHH
fE=BZHZANAFIRMEES 5G 92N DDOS BHiFEE] . I EM &, WEREH T Z22F

EhIPEATY, BRETZE2EESE—FRITEIREN DDoS RPN .
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BRARMNZEIRN, U=~ RmETEN "REEH" (CRAZFREE8EH) . ©

TRENEECEERRNAR, WERMEERENOEIEINZRIPE

YL (Randomness)

BEALIE R B R RERIXRE.

o EEEAEEEGZ2ER (HSM) , BHNFERETZE. Y. BUSEABEN
MFHBYEEME L, s TR ENPNBIEEEAZINEE ., FFEB
TEBEEANER HOM P02 R, oSO IERER, mARELER

WIF B ERIRE.,

® KMS FHIMMHER, XABBMENTWINRTERFLN. FaZ Bl hREIA

(pseudo-random number) &%, EFEAITE CPU MBH RS = PTREREN RS
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WENTFEMNER.
BHARANEHRE
KMS W2 T ZRHMAEEES, BNESHRANER L, FBIERENHIANAFE

BIHHITEDNR . BRERAAP EREEBME T ERNERRAEANEER, ME

B

BRI RERFAFE [ SEEURE, MR X BB RIPEE IS,

AREHET, BPIRUSTNZHERITENE, NMKEER TEZEHMATERNE
HURELHR N FT BRI BB AR .

BPEIUEBERERBZIN, SR ENTEE, —RNEZXRFHHLEEHMA.

7.2.2.4. SHNRELEFHR

® XJhEKFLHIHbEL

B REHHEEINE: XEMER HSM, KI8T EXREBEEBOE I ZBINEER,

[H
Et

B ERIfTEI XYM HSM Ei-EEERIUT,
® XJhE X[ I
BB FIPS JAIE: XL HOM BORBERIE M, K187 FIPS 140-2 E=4A
ik,
B FIPS140-2 E=FAEH: XLMIHH HSM Z/7/E FIPS o HE=FERX T,

BT EHHoNFETHNTNERENME, NEZNEREBRRSORSENG, 23
HERH HSM, 555 PA-DSS &AL, o] LA BIA P BN A IT &igHE#H B W ST e s

MEK,
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7.2.2.5. THLRS
FRAEHRE

PREERSHOFLz4ERRER T WEZRBIINE, RIEAPHNBRZE,

BETMERETBEHANMA . ZHERE, ZREERSHE—TRBOEE, HEEI

DevOps. s%BEZ/NAE, ZEEZEIPARIEZILE,

o [Rit4N, BMPEERSIESIATZ AHKBRFNG, BUIRKEABHASHERIEHAR
HEERIF, TAXIRSHEEN T4,
BRARE2FR
® OFEHITHER: BRHEERSNETETUGIHERK, E2 AZACHLERFIRN
FEM £, B 7T oERTHER, BT 2E0ERURIETZIEBIONTINE S 88

BT, BUNZ M RSEROMELRXIMNERRS .

® HSM L ipn: BESEBREBITEN HIM AS A TEEFEBHNTE - TiLE HSM
HAIRENE | Faicdr 2 HER0, 8088 ATRENVLE; KMS RS2 HSM B
—8BET, NMRIE HSM BB ERB R ENFIE LT INEE,
® HIIREINNE: X HSM FIRIERIBI SN FERIFETIE - &—aHAZE KMS 24
BWEAE HSM, #EDNBUAEEL HINE, EPBE— HSMIAEFEEIRT A B
MEHL 1B FIEFEEME) HSM o,
BYZMMNEFER, BHESERSERT —PL2H HSM iTHRE, RIEBHELEME; A
FARIEXS 2 A B9(E BN &R T A P AR50,
RO AERE

KMS RE—1MERBFANAL. KMS ZEHERANE—Mz4S4. UNREERAPHNE—
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MhEmRiE, HENEEESHREEITRATE MCR, EZFHHNRIRE,

7.2.3.INF RS

& ARSS (Alibaba Cloud Data Encryption Service) @3 E = HFERLERZILERE
BAUIIEREHREY, FHEFPHEIEZ2TENKEEMENRK, RIPE LWEHIRN

MEME, EEINERS, AP TR2NERERE, HMERZSMNEEERETMEZE

7.2.31. FFmINgE
RENBPFH

& FE B E R BHLIR I P B
RENZPHEE

EXZREERREEN, TRORERREIHMERER. T8, FLRSE. BfHxEH
EFEE, NERETELEILURREFREH. 8B TISF 2048 MYFTREHAN
64 XAEXIFRETR, ¥5 RSA B9 PKCST0 #URE L,
RENMBEE

SEXFEFTFELURSSEREREREL, BERPSHNBEEEF R,

® WFREMEIL: IF SM1. SM4, DES. 3DES. AES

0 IEWMRBRILE L. T3 SM2. RSA (1024-2048)

® IEE L ¥ SM3. SHAT. SHA256. SHA384

=y

ERAEEREBERS (GM/T0029-2014) M+ EAREST (PBOC1.0/2.0/3.0) Z3KH

I-H

BRIIRE, RIMEEFEEREEREINEEIENEREK,
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FENWSER
MERSBEAEBFLZFE VPC B, BIEFPEENMMN IP ib#TEERMEA, L
RHERS mRS L0 LR SESRER.
mRER
UBRSHIRM, ER Byl ERES aRFHdax @RS,
ERfTIVSTHRF
FePE ARRTRENTHSRTIERNE SN, 2EIFER ST NAZE

® PIN BBAIFT A/ MNE /IR / KIS

® ARQC HUZERL/HIE. HIARINE . BIA MACZE

® MACT HERIIE, MAC2 HERIIE. TAC IIIESE
® SMAIE. EFESB. NEHAILESE

® BURHUEIE . ®NE. RX MAC HERWIEE
® CVW/CVN AR . PW/PYN 894 KRk

7.2.3.2. ERHS

MERSHEZERHREE= LERISEF . BERS. DS RGESEREIER

i

o TRIWVESAESKNINERSERBGREZERFERT RS, BMIE, PIN BFEERERNF

ik

® HESEZNNMEBRSEADREZSEIBUSHERERFHE,
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o PIIISRHZNNERSEAD=TEZCFEEE, USFERERFMR.
IEB RS
IEPB RS (Alibaba Cloud Certificates Service), TJAE = EEAFE =H 2 CAERMA
MAGHT SSLAEF, SLIMESE HTTPS 4k, MG olfE, B, RN, Bhalr, FXN= DES
HBTa—4onFREE, BUIERE, —BoKECE M,
IEP RS LI T I AR
® SLHIMULS HTTPS 44, I, 5SMILENRELE, @AMt E N oERREE,
BrEhss. BB, BrlElr
o RESEME CA NEPOMANMFIUED. &9 CA NEPOLFZIANEE, MAEE
RHEFAIED,
o RMEPAGEAREENE, JLUAEZSMNEE TR —EEBHFAIERNIEE, BRYUE
GZ—NFEETEEZ I WSHERAMERERIUANREEE SIERITE,
o RUEAZYE L —RESHAIEPINEMEETBNMELR"m (20 CDN, SLB, 8
M WAF) B9IheE, B P LIRS B L FIUET,
o RBINENIEDHEMRE, &Y CANEPOERE, ZetmERSHNFIUED.
7.2.4. AR ER

THREBIURS 2 —AT . £5), INBESEEZE2HNSE T m. SUEEE SOQL
EA NIRBRIFEEIRENRBIFTOETIEREEE , ZEUEES I SGT RDS Z8UEE . ECS
BRHEE, BERELRE. FHBRASABZNEEES, NainHEEREZ22N. %

. BB,
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THREESHRSHESRRIP=FinE, BHAPBESMEER, BREXEX:

o SPERKER. TWMERMNEE. A%, EREEMERDAZFIET (MEEFER

PN SEHNERET/VE) PET/\FEEFTEHITERZEREN ST,

B E 5% (=) XBEN., BRWEETRES. NEZ2SHHRRIER, 77
RAEBFEXBOMEAEALTATE;

B E=)\&F XREREMRENEEENIBTHNEZEMNE L2 RSIETHE
MEZN 22 EM O EF AN X EF E DT — RIS, FRARIN TS ERA

SUHFE B IRIZ A X AR X R E REMIRE L 2 RIP TAFGIER T,

7.2.41. FERaIhgE
BRTRERET
o EELNARNIMIRERN DB,
o TERIMAENSHINTH.,

SHEZRDMM
® XRMRFBELR: 5PMIIXKRER. SOLIEA . BEZBIEG) . BERFMREN SQLIT

o IEAR: RE|WE. BF. IP. NERRF. IBEFPHREAESIT,

o FHEGLR: BREM,. IP. BERPKTIE. NIENE. BIEUR. SQLIBMFERE | B

NEE. HEK, RRTHESHRREMN.
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SHEEENH

o RERFNR: ®IIP, AP, HEEEFPKIA. HE., 8RYR. RETH. ZH

NR. BRBRFFSMITRANEEXERERHINRILIEITA,

SQLIEA: BERSMR SOLEAE, URETIENFRENIEEHRE SQLIEARE

°
r, KMREIUEE,
o THEHR: BEERMMAERNAR, WRRPORFEDD SQL IBQHTHR, FiXLE
SQLEQ HI R IR RE ,
RaRE

SR BT ABHELRE:
& ETH: BHBRKWIRE. 2ELTIRE
SQLATM: fREEHEE SOL ¥Rk, SQLIEGNITHSEHRE. KM SOL ik

MR TR IREEERE. BARE. SOLEARSE . HELIRNOITHRE
o [IUIkMEE: REEIIHTRE

7.24.2. HEREEH

REEHEE

o RUED. R1E. IP. HUREARF, . WESHF . WNEE . KINTHFSM4EENEHIERE

BIFCRMEEDITREN, MNZE2SHEDRIEERENRIR,

® B SOL 7S WESAPEERXE, EEIEEDDITABIEMEINSITIFAR,
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iR EMREZ I

S EREBEEN S TR SUREFURE. HASFIE. SOLBECANNAIRE ; 2K
EG). WRERAEQNSNT, HENEYEA RFHITIEREIZHT
EOERFET]

RGRMA SOL M SOL BHE 2880, LU WS RAN SOL BIE;, BEYESERAITH
MEE, FRELTERAPNEIRFESNE, REIHNEEREN, BERSIBTERAL.,
$4E FE T o O R

ARERHEIEEXNKRSZERE, WTF SOLTA . #RERRBKE . IELE T3 . Bk SOL

(40 No where delete) EXR/THBKREHIERRS, RELNEZRED,
FHREMES K

BIHEESIT TSRS MNHEPNTR . SHOUSRETHITEEEBN, EXYBRIFCR
ETRENS, REBSEINHENGR, S RBIEER R, BNEE851346e
X YRERSNE T~ m

HEEBHINRY WS 2R IR ERS T S RIE

° TN ARSIz EE PindE agent, SLUMBIEEREHSIR.

& WTNWAIKEHELTRREZ . FNEEEHS, RERNEBETEL, TWsIRLRR.
BIF X BXE 3t

KRBT N A XECE I 208 EE JDBCTAP A AN SL I, iR EEEEE Web
RS L BYBEZEHR "N FURERENKNMNEIEEN=E, EEITB51XE Web
ERHNER, XMAXNNFLEARNEEEEEAXIN., AEEMALEIBE . LR

UCEC/ER, FEES R EEIHAES.

A 4.0 156



ZEHND

[ AFF]

73. =z LNARE
7.3.1.Web [ i B7 K 1%

Web RZFB5 KIS (Web Application Firewall, f&#R WAF) , ET =& AEIEMNEETE

o>

£, @I SQLIEA . XSS BUEpA . B Web frGSasimitiwia . NS L& IR

HIRIEE OWASP I Web Iy, WREEREING, BER WL R 8IEME, RIEMIEL
Bzt S oA,

\\\‘ g, %@#
2 B,
T
/\ ﬁ%ﬁ %%%‘
e e i,
\% :yg? Q rﬂ-%f S T
&

A EERNAR=S, Web MAKEENEEAOME, BYEERIFSIZE. ERMHF
AN EFP IS IZEHE S =i EAERES, SLEIRA) Web WdLULER Web 153K,

RIETUCE &R IP RIS, NMARENEN B2 ES 0] BKE,
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7.3.11. TNEEF =
Web X Bh I 8E

X Web FEHTHKN, ZHEFHEH OWASP BILER: SQL EA. XSS Bih, Webshell E
£, BIRBAERP. ssEAL ABE HTTP MGER, B Web BRSS2mEE S . #0343k
BROSIE. BRFE., FmBhirs,

5 ¥F 0day IRB B BRIGAL, S BYHIATT B SEIBELIFEEN, E—E2KE L T AL
LTSRN, RN, B, SSEMRENMERERENTHES, FEME
WHER, WRHIPENHTEMLE,

CC Xk h{ERET

SFES R IR P B MR HTIEG . EECBETRIE. ATURAIE,

XEEEEIEIRIE KBS BBA AL & URL 1ERS R E Referer & User-Agent
FHAEIRA, 58 WIS ERIPANHITERE P,

AROFBHERXRFEZE2MNE . BEUEMBEREIEHRSIMRE, RFIRHIERIFEK
Wi,
B )R HIEEN

B FE BRI S RME, S35 IP. URL. Referer. User-Agent. Cookie & 13 & HTTP
FNFEROSFMHAES, RERBRIBEDDEFIRE, SFERBF . MibEaRPERPH

=
o

5 Web BRIERF . CCHiPEL2RREN, BREZEEERIPIE, KIEHPHEX,

BURA O ESEERE,
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2EHAFCRMIESHFEEN
WAF El/u\;EHjL WﬁTMJ&;&HTf@Eﬂx%?ﬁ_ﬁ%ﬂlﬁﬁlﬂElu, ﬁ%?lﬂ%ﬂﬁ%
(LogService) , mEERSIT. IRE. RE. THTENESKESE, BEPHEPELITH

i, EEIENESMNEETAF,

SIFFERE AN B U EEEIEEE, BN MIEHENDEMNEREMEXERK,

LB T EED
o LESHRFINMEERN ETLT2AMESREE, NEENWTNLBAESD, B
MRS ENWE SN, URSHNKERIEDNT, FFI558 55N ERSAISIEE

HEFRNERLERY, MEPITERETHDINGE

o LEIREMNRSLN: RHSEHEEJWASE I INRE, FHEEEE WV SE S
ZEHUHIE, SFRREDEAN WAF HIPTE WIS ARG, BB E P
BRI . DARAYSS . . BB AT .

® HUETIM KRB MITHEA WAF S8 MLV S4B 75, WAF IR 8RR RARSS,
BIPBE RSN A BT AR, NENIER SNSRI TERNEE, A%
RATTIN . BRURNESESTAIREKED, 22T —B T4,
= EMIGEIRBIREN
TORBA P EROROETREXFEE E6 SSLIER . =& DNS. Web MBI KIEE R
RNREERNGESBEERSPOMEEENEN E, THAMELE LHNMITER, BE

MR A web NI KEHPIT8EHR B R B W ST 2 E I NS Z - BB 2201,
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7.3.1.2. FAREEN
DRE AR HER

Web MBI IBIIE R E =2 KHFELUNITERES, B0 XULREERNESTEFS
Bk, BYAPHERWSER, BRlSER, KR5S ENNTERIORR, RARE
ERET WAF BIIRIRE, B, FEENATBIURREMEMNEEX AKX LONAE, EF
WEFSIQHERNERBENEB L, 1180 EERIRIE payload FIREF I WEHaill 5|
Z, FLWBETRPNVSHFRP S, BRIESHER HER,; W, BEFR P EShRE fiE
BWEMDHTEES), JLLSIBRAP I SHE—FIWSERETITo DR, BIFESXZEES

, UEZ2HN2BMAHTEMNER, HELHXMBATELESRRESZS WAF (9BE LUK
Oday MtiE=RER, AJENRE, E8LX2ERoMERTAN T L, FEMNEFFHE,
SR M TE R B iR B RAZSERS IR, TSR KN 2 2HIHRE BEH IR IR A
FEEBAAR

® DNSEEHIN: BIEEZAMNAI, BRHIPEZNIPDEMERED WAF, WAF

RIEEE B ENIRIS RS 2s10IE, R ERE KL R BIRIEARSS 25 . LIRS =5

MRS ThRE, BRI GESDI Web MAM MEEEK S,

® FEP{TATI: Web NAKEHEI£BEHER, = £ ECS AP WL RF—RFEE
o/, B@1ZEs5| web MAREER waf #1703, BPILHFEE DNS @iTiox, &

BN H B RN WESEERWESIENREZN, ILBEPERETIESAS,
74.= ENVERe
7.41. ER X EEE

TERRMER (Ant-Bot Service) WM SRR, KATMRER BT AR Wik

S, X Web Wiin ., H5 IWE. APP. APl £8P . TEMIPHEEEMS SEE.
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BREd. TREE. mOEROER . FIERRSE,

7.41.1. FFaIhEE
X R

X E B HTTP 8 (40 1P, URL. Referer, UA, 2815 ) iT&HHE, BEXZF IS

HEEFWHBIPERE, BB S ULECSIE AL

35 R PR 1)

R&I4EERR (URL) E&8AN P, Cookie. Header IENFEREZBHIF MK, &
BT NS E to ) R 8 2R B — E R E ML
BiERR BT

BEASEEZRS|EHZE (HI70 Google, Bing., BE. X1, 360, Yandex &) o/ BT
PEE IR EBRAE T,
e 2 B B R

HFRYERANITEEN, RBMEHSHWIP, IDCHLE IP. BERH TR IP. IR RIHEH
BRULENIERRRESELSHEENEMISIR, oA T2EESE TR THTHEET,
B Re AR

REHACRITNRANBRAEELA, ok EEARVSSEHANK R EHTHEFS
BHEEMIPERLUNMERIER,
App BRI

EIEIRE APP i, REJEBE, BssiNEREFZ2lh, oJBRuRAIE.

RiEs . IBPERREIBEN,
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AHLIEIE
B AP BT AR RERES WEHIRMZ S HEEHIEON, INRIREER . &=
T BNERSHEHTEELHNEHR, BIREHNRIEREEE, ILELBPLHER

ZMTETANIRBIGOME, HERERRAVENESTR L5,
7.41.2. RN
IHMERRR G BB TSR ERR S E E 5 TAX M4 f S,
EERNERASHE
o RENEBMBLMEE—ENERESREBEEEZ ), BREEN ST BAEE
HROTINSEEEE, WA BHLE TR EB RS javascript RBE S,
AME = BRI ER BT
o EMEHREMNING, DIEHAEER. SHIRE. RRBR. ERTHEMEASENRT
ISR MR B0 2 8 SR ) 25 AR (RS B A e RO TR B A2 R B4
® O IFREAANIUMER, SFEEHREIE. TRWIE. FeENIEELf AV
=, BHEESR. . 55, ARIOSEOERNRG

App SIS R
12t App I &AL SDK, BRI EEMEEEN Zoh, BT BRI IR LR X IR & 4

E8RAI, sEEAMMXIH App intflesmE XK,

7.4.2. KRB

X2 B (Anti-Fraud Detection) EFAKEIE. MBZ2IEE. ROESHTEEEHW

NERESE, AEPREMN AP RS ZIRKSIZFaH— TN ERENZRRAL R, IR

/

PWEPERPIMR. ZEEH. R

]]IIF

WEZFXRSPEIGHEFO,

.
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7.4.21. FF@INEE
X3z APl BRSS

BUSE AP S EEE P REEATAMEROUEREEN . BERON AP R
SEEEBRRRS . EHRNRRE . BRAURRE . PIUIHTSH | MEEES, THSIY
ABEEBEMWSHSHEENKR, ZPIBA AP ZEARAMEER, ZREESHT. FRENR
LR, TEEFANR. ip Ak, TEREURTHEE . BNRHISERLEFR,
RESIETA

RRSIZHEFRNESANESIERM £, BRENMENISHESHERE, JUNRIEER

i

RR, FEORFETESHRIRBIRSEFNE. BRTFEFASEZREESSTEERLE

FZENESIE, MEZRERSIZELFAAEZEELTELIEZRER, BURREESALE

I

REEEN AR SERRERD, LU U SEERE,

7.4.2.2. BEAREEN
SEHHE, BHEREMEE
BT AR, SSRE TN ISR, R, NS, EEREL
EPER, BRI N ERBEENS SRR 200ms, SETLUE 20ms RiRE.,
AEREH EME RN E
(RN BEREA IR TSRS, TILUE] PB R8I BE SAEREIEAL ) . BETESH

Bk GBDT, B, Zit, MOItHT, RER, LML, Eif8., RAZENZIRAATOEN,

iEFE, RPN WSERNEGE, AWVSRENSRE=R/RES L. K2 HIEFE
BEEIRANEIRRESISFF
N AFN SE B £

XA server-client i28,, Z2EHRBISR—NIRGISBREL R RBEMNER, LIS
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EEHATSIE, SU—LEELENT. BREMELETHR, BOEFLRE,
ZESREBRM

ENEMET R, FEPER LRDUREEZNGEN . B CEENN T mEET ™.

MaxComputor, LogService, OSS. RDS. Redis 2, LI EACIDENEERIA,

2KiEA, MEEE, Region BLRf
HElDAF 8 Region &3F BiE. FuiN. SR, 5kxR O, db=. pED; ENFRERING X

2HlaPOEE, FITSIE2ENT, FENT, RRBETEPX WSS E RN E

NEZ2R—ARZEERRNBERIRBRS, SHFTEF . M. XK, EESFHRETESHF
wmsEal, BRENAPERARDENING, SANENDE6E: Ssa. ELPEIR

B, BXJ EiR58). logoiRal. SURARIRE . Z“Z4EERA . OCR BISORA) . XARIF ., 15

E

BRI, XHRERIEE, RazeREiEamliThee, oJLUERBmmlEeME 6
NEAEMRE, 0SS EAMNINEE, WAFPEEN 0SS =EPHEFMMME THE .. WK

ol BPEILIERBRRSN AP, BIEEDS0VSRBIMES.

NERERSEELITINEE

® Ui ARSS

HRENRSEBRERPHINEENMN2IERNS, RNANBFPMBEENSZEH

e

HUEFAENNE (AIINEREN. EDiEE. aBRe. PERELSE) , HOBFPE
TEMASHEEIE, BMBAFEENEE. SFBTIREBRUEM, B84

RIE. BWRENSI, RSN R E X RIRE,
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0SS BN A T & R AR B & pER B 72 1 E =X R IFME AR S 0SS P

BhH. WESE

WA AP

RSN AP EZT0] B B E L2 F R ATENE

BEeE. PESNEAS, A FENAERNEHIEIRE .

SHIETE, BESUR. B m

= /\

FEZBEARABZZ2RNOTFEEORS . ZRES I AMETIEZEMIRS, REEA
WMoF RN E X E B N, BN AH SN IR
NAHR ik
BNE A SASRSERPHARER, AFSREUTHS:
. D EHF%\
* 3 Iu /%Eﬁjtl/)ﬂ
B AR AR © EXOSHEN
o THERRN
° Z_Ei/% )f_L/)ﬂ
e logo @l
BNARDEMNBHARES, BRSTRHUTHE:
AAOBH P SAT . BHISE
o SEER
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M7= iR

IRERS 3 vall
 RARBEN
e logo &
N XAPHRERXARANE, BREEUTHS:
o JTERBEN
o BEETN
o EZVEN

SRBR WS « BRERTRU
o EXKRBN
o TRMXABRN
o BZELRBRN
o BEMKEEN
RNEEPHEAXARANS, ERGEUTHS:
o TERBEN

BEBEZHRIRA SN o HHEETGN
o ESHNEN
. BEBEREWN
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JdzzhoR ik
o KRB
o TRYXABEN
o FBZEmARKEN
o BENXKRERN
RAERPRNSHNEER (SRUHIEEBUER) , RIS
WRIENREIE:
s Sk
. PR
s RITK
s TUHR
B3 OCRIRA!
s BEMAE
o fTRIE
s ZIME
. FhR
« FERVinig
W BE E X OCR 335 B E XAERHITIRA .
YN;vatabill ANBRIRBI B FELL T BE
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Rz &% i:p%

o ANEBEMHEN

PN = 8]

AR

o Bipml

ol DEAEN

Bl i DR RRNIREE LR = SDK, BInmlIE RS AP,

BERR RIBLAENEFZ AP BEXEEQEMEIAR topN skE A,

SYagvess RAIE R PRFER, Fia X NaRSS,

B TE=EAY RIBATEIR, MSE FRR BRI,

LIRS VRPN ER, H5. TAFRS, HEHRSURBINYESR,
7.4.4. 5L \AGE

SEANIERS RIEERIEERRN . AR EEXEEDIRAIEAR | IS OCRIRBIRARFHITH
BRAAELSDHIRERS . BRUSSANERSINEUVEFPH R, FRZFIREPEAR
HNESE A ERSMIENERHITIALE,

SEANNIERRS BFE LA T I 8E
SR

BTRIEAFPIEHER, ZRXAPNERNESNIESHESESLFE. Uik, BHIESHIE

A 4.0 168



ZeAEE [AFF]

], BWRBFPSNHEX,

RN, APRERAEF LESMIELERERA, SAREEA U RISCHIEHR OCR IR
I, BENRBIFIIES . SNIES . BRHSER, A2WNABPEITEIN, ZRAEGe
IRBIZAE] 99% LI E, HERPFTEARMM, RBIHERER.

EWR%

B R BIHEER ., R RS D IVHI TR ARIIE . RER A, PR B E AR FI5T

B ABRIRB R G T AR, RNRFEEPHARSE, B8k, RIEZRFEGAR

AR,

ERAEARRIEN, AP FEEEELIRER~NTENRF (f110, BlFRs. K&, &
k. RREB. /RAFHME) , AMEAREEAHNBH,
RBBREZS

SANNEREIRR PREZFERR A, UREENSMIES, 25NREEERETZS

b, ZBEBANKRA.

7.5.=z Lk REMBER
7.5.1. 8 MipinEs RAM

FETANEFPRERHTZSHIENINEE, BRENEPESHBER TENEROERRT,
Hoh, fBE = AEPIEM Resource Access Management (RAM) &FiRp DRSS RS, BT A
FPEHEBESRFEHOES, RAMEE—NIERKS (TEFNTKS) TJHEE2 MRUZN
FAP, FXFZRFTANE. BRIIBERE . 2588F,5 APl BPSE. BEXENERIESR
B, BPoERMK. IGNENSMEINE., RAM BRI UMBULEIXFED API-Action

Resource-ID FIMKIERN, o] UISZF 2RSS (R IP #ik. 215088 SSL/TLS.
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WaEE., ZRRANEEFSE)

RAM FNEPRHEPABFPSHSNEEFHEERS, TERRT RAM SHEZRSZ
BERESE

Account (= 5)

User ® ® ® - 20 D D
@ [ @D ECS I

Ui 1] a1
Group "‘ :‘t "‘ ............................. . sis Q9
RDS & & A
oss BB

wmen @O O O

RAM ENEZKELL2EBNL2E4ENEM ., BT RAM oSN FRFPSEAEN
RISy APl iF 102548 (AccessKey) , SHR T =R SHERRNLTENXKE; B A AREHFH

FPREABE TSR, KARBRET EA PR RE RN,

7.51.1. AFPEE

— =K SOLUEY RAM REHKEIE— MR ZE MR FHEF., zKS5 RAM FHEFPH
R

o NKREFAEBXHRLXKE, sSEWNEZRFTE. RIRERITEUBRNELREAE, M
RAM FABPREFETENZKS P, RAM FHEPAMIBRR, ERENRIFI AT
EHRREETERKS, RAM AP ABEKRSE, WEARFNTAENZEREITA

~IESMKE
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0 MRXHELEFXRE, mIKS5 RAM FHFPE—FZL Linux T Root 5 User 9% %,
ZRENEEIBE —YIRERSIMIE, ™ RAM FHEP R Eaake s FEL
NI, mB=KSAEEMNZIE D LS RAM RS FRINR., BN, =IKStHol

AR RAM FH P EEE RAM HFRASHRIFIE,

51 RAM FRP N AN NEE—PESHIR, RFRINAEER. MREHERIFER
NNARFBEEZNOIES THaRER, NFEZ0IE RAM FAPHENELEEXER, M=
KSTEEZNRAM FREPNIER, NEFNEEAFPRENR, BWERBFAE (Group) X

AERZAEER RAM FRF#HATIEE, AERNIIERLA B PARN,

T

ERIEIY RAM R O] LASIZ—FFRA "RAM B&" 54, RAM A 5@ RAM FH
£, #E RAM PEEHNBSMHIIR, 5 RAM FAHFPHEL, RAM AEEEE—MEMEF, ©
REEPNEMINERE, BEEER— I SENELHRPBNINESEESER,
7.5.1.2. BHEIE

SHETIERTEBRREFPFELSHIER, CBEREKSESZAEBaH0%4% (Access
Key, B#RAK) , BHEILEMRESR, BRPUIRIPHFSHEILINZS,

RAM FH PN TR S EIE

® [KESm385 (Password)
BPOLUEAERIKS (BEKS) sl E=IKS T RAM BPHEEE RN E =445
HEE FERETERE, EZNKSSLHE . SRLeNEEBRNE%—8
B, =S TFAFPRAM AP )WEBEERENTUEEFAC , KB EFAE
e, BEEF A, BRLEFRSRE, flu, BPILUET RAM 2458 RAM

APEIREMERE, IMRIES D FRPEERERREHREBNMES BRI,
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Z2,

® APIILIa#E (Access Key)

fTEE =8 Access Key (AK) 2B PR TARS AP IBMHEIE, BTFERFIEID AP
BT B =R B XS B P B TIAGE, APl EFE S TEEZE, B2 ERHERE,
BIEBTREFRATVABZRS AP, mMEEATEREZEH G . AccessKey B3FE1F 8% A

ID (AKID) FM#=iha%E5E (AK Secret) .

iR, ETEVMMRESSIMERNRNER, = EREZ2XRPARNBFPAES
k=S (BNEKS) el AKFEIE, MBWAETEY RAM BFPE 8812 AKFIE, X2
RANZKSOLUIBEARIKS, EEEME ™ alT2 = MR, RIS Access Key
—EMER O REEMN AN, FTLUENE A RAM FR P HITHE REIFHERESR

INZRUR

® ZEZEINE (Multi-Factor Authentication, &#R MFA)

MFA E—MESEUNREZ2XENE, CEBERPBMNEBZINBEIMNEIN—

Ez2RP. 58 MFA 5, BRPERNERN, REKEXKGABFPEMED (5—

\l‘*

TZeER) , AREXHAKEE MFA RSO ZINIEE (F_22ExR) , XL
BEXEEEXENAFPHEPRBEESNLZEEFRF ., MER U RETRAHIRE
A MFA IR, EIA MFAIREZ2TE—D 6 UHFINEBHNARER, BBEETNE

H—IRMEERS (TOTP) #RAE(RFC6238), oM FBIEfF oI E B SN EB I RE (BIEERREFL)

7.5.1.3. AK B9IAENL &I

Bl B8 = fR S5 0] LUEIT Access Key (AK) ST API BB A, FHF T NS HIAIE., Access
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Key S5 H10%4 ID (AKID) FIRMZH102248 (AK Secret) , AKID Fl AK Secret HPIE =E /A
MELIHINE (TLUBERERE S MIMEIEMERE) , Hd AKID BFARRIBEENSH; M
AK Secret 2B T MBEL 24 BMNRESBHERIESEZFENRH, DIATHRRE, FIER

PMERMAFIE, SAPERBRSHEEAAKID, FHMEA AK Secret SHFIFHITIIE &
Z (HMACEX) . IBSELaTNEE, JUREEERE. RESEREIBFEREN, B
ERPEY AK ID FBIRI MY AK Secret, LIREER S A E HINESEFHETIE RIS HIIER

g

BRoLIERME=BP S0 RAM 25 5 KREE AccessKey, BIECIE . A% . BUEH
B2 AE , Access Key 20 LK EREE A HI APl A 102548, BN P IE(E R &£ B Access Key

BB BRI R
7.51.4. HP4HEEHE

NEKSTEZD RAM FHPHNER, NEFNEERFPLENR, B ERBEF,A
(Group) . NEAZEMERIEI RAM BB (70 Admins. Developers. Accounting &) BlZBF A
HTAE, AN RREBPEARN, XiF, FERBPRIEAETNE, RBRKEBHNE
MNRIFNAFLPAT, AaXEMAPTERN, SRPANTIERXETWE, RBBNAR

HELPIERE, T EENAESZAPAXEKNME RAM FBFPS £,

7.5.1.5. BPRMNPR R EE EHE
1R
WERERRRMA—MRIEER (MAF. AP, RAM A8) MEERBRIFITE

7. RIREEARMSEM TRV (Allow) B4 (Deny) MEEFRHAITRELRRE,

® kS (XMEMKS. RS, &R Owner) =HFEIIE
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B SPEBREANE—IEEL (B Owner) . ZBEZUMREZIKS, BN R

HA, NRIFERET2EFIE.

B XEEEA—ERRRCEE. 1, — RAM FRPHEEZE TR ZRINIR,

ZRPUZNEFRITET =S, ZHAPRRRAIEZEEBAEZFEE.

o —NTRIEN RAM FA P BINTAERINR

B RAM FRPAXRNERFR, EERIFEHERELEN,

B T2 RAM FAPBINREBETIRIFERIR, RSEERENC/E, 7 eEdEt

op
>
I

AP BIE IR

® RAM FAHFPAZBHMBENHEEIE S RFEDINE

B 1% RAM FHPERFAERRIONE, BPEOLICIESRR,

B (82 RAM TAP A BEN IR ERIEENIR, BRIEER Owner XHZ A
PEERNE,
RIREE (Policy)
MR FAARRTURKDE  AURRBER—ENRNES, BLUL—PREES KA, Bid%HH
FEUAE PAMRNINMIRERE, B P sA P EPIIAE B P RSN R & EE P8 E 891 1D AUR (B
IWE#E)

RAM X FFMFP R BUIIRNIREZRBE . RAN PR RIS B & XA PR KRS .

o RANPREKES

AENRREENERREN —HERNRRE, E25H X AE" M RELNRIHT

BRIR, Eanxs ECS BIREANPR . XY ECS MR eNIRE . X T B 2 A AN IR
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Kb, AP REEATREN, MABERBENENR, NTXEXFNREXRE, ME=H5)
HITEHEEX,

o HTE MR
RAM 5B P EIE B E XANIRRES, EAMNRERE (Policy) REARNIEMARAZR,
ENRNATEBC S (Effect) &iE (Resource) & IBFTEE T BB /ERRE (Action)
IR BR &S (Condition) . 28335, RAM O] ASCIRAN T UMK E 324 . /RS 0SS
89 samplebucket #H17RIERIE, SA21EKER IP KRR 421601.0, HEE(EA
20194 9 B 30 H 9 =&y, &NIELHIT,

7.5.1.6. RAM f&a&E

RAM BB oJLIEN—MPEIL RAM FRFP, BREKHENEMAERS (NERZEE
AccessKey) , EREH—RENES RAM BPIEAEIESFER., RAM B8 o] LUARBR
BRKSHEREN., AEZRESZBNERIFOEN., L2851 App A IR RS HT

e SSO BREHE,
RAM ABBITEE —fb:
o HFAE

R FAPHENAE, BENEEJUREFPECEKS THFAF, SERHEAMK

SHFAF . BRAeEZRAXEREIRS T BMIGN RN,
o SLflme

SLA5l RAM BB 7 1FF PR — 1 RAM B KEXE| ECS 2 ECI SCf), FZESLAIINEPETF STS

IREEEIE (IRE RSB SER) WEEM T m, X, —HEoJLURIE Access
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Key &4, B—HEHLIJLUED RAM SLERABE A IZFIFIEE,
o REHBE
P EBRSENAE, BY MRS ILUIDBEMRRSRIREOSIE.
* SHREMEE
AR ESHREF THAFPANENAR, HEXARTERATINSWERNHE
550,

BT RAM FRE P, EEBL AL RAM BEFER—PMRENSTA RAM FHEPIDIE,
EAIESIR RAM FRFPEIRIS RAM BB H STS 22088, FRX N2 At s
PIPEEENNER. F2ER02, 2 RAM FAPITI#E RAM B 5Hh/E, BREENITZ
ARESNEERNOAERIF, MERFNLAES NI NN BSEEERA. =5 RAM FAE P71
BREMNIY, KIBE RAM FR PSR SH I NEIHIENR, mMABBERAeSHAEN
IR
7.51.7. SSO €&

BB =3 E T SAML 2.0 92 SEF (Single Sign On, f&#R SSO) , A EAIE
FRMNEESH RS (1/E4 Identity Provider) BB RIREESFZIFIDMES (fEA Service

Provider) .

ATHEABDUVEFPHERH=ENK, HERMETLUTRAET SAML 2.0 MY H SSO
M

® FF SSO: MEZBN IdP MAR SAML MisHER B S E = RAM AP BN A,

xR, BVAPERRE, #A1Z RAM AP RINER SR, XM REH RAM A
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P BFE RSB BE TR 4
® A SSO:fE =@ IdP siA R SAML =t et WA PEM E = Fo] LUEFH RAM
e, CUEPERE, /A SAML M= DS EN RAM A8 FaM B8R, XA
HIERE R RAM £ 6 IS SIS PR 41
7.5.1.8. BENHETE
RESMEESEEMNE PSS RBENEREE ., R I2M T A4 Sk

HITEIRSA: EFHEBRIFS (ResourceTag) BIRBRESDAHFMZIRA (ResourceGroup) B,

HFEmRE (ResourceTag)

ZPULBERFHTFRZRITNERE, AR RIRENITIR, ISR TIR.

BITERS RAM BIRE . insf T KRN EEF, BIRSEET ST —EER

® ZiR4H (ResourceGroup)

RBEARERNZRSNHTRESHEBN —IPBREAN, JUBPBRENEIK
SAPRBRDENENEENERE DR, SinEl, BRENEAMIERZAH,
HR o] LIR R IRA4EZ RIS RRNBIGEN (RIAIFRERRAEEER, MirEEN

ToERMEUEETD)
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ABREREE I BURSEER TPREREE u
7 7

i e s |
P X P X ¥ X
2 S P WS @A &
1 11 1 1
R(A.l\:‘:;;m%u EE @EEE @EEE @i
NS NSO S
i CTEEET e AR
=RR

7.5.1.9. ZHSEE
ZHESEAEZHERRBMNIENRNSNEEET. NTREREANAEENTE,

PWAFEFRERNEEZNIEKS., A, NEZEORIVEFPRERHEN—EZETZKSHS

REBRS —— HREZ (Resource Directory) .

RIFEARFRBETRIOWSHESKE, ILEERSENCZHAIWESXAZBER
RERENE, FPREVZE MRS MEXPMNEREMPIENLAE, NMEREREBHZER
KE, DWIRKBIRENARXFHETRENEFERE, HEbWRFEVE, 2. Hifke

MO ENERS

7.5.1.10.STS SRS

fa] B2 = Security Token Service (STS) 248 RAM FHF . WE =R . BNIRHBEZE
SRR IR ORI REIEN T RS . BNFE—XBAP (AFMBRR) , IFAE
EHHEPZEKS THEER, RREB/REZFD K, XEBPOLUERA "IRNEF," ;
WELEBF, WINEFEATEBINEE LY App, HTESZEMATR, RESMAKE

BROHIEEE., XEERT, JLUBY STS RAXERPMA IR EIE, A,
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EERULURREFEREXSEHINRM BN BNE (FIAN 1 /NEEHE)

STS AL E—P=uH, BEFE—NLLOH (Security Token) . —MpBIEIES ID
(AccessKey D) M—P =1 E)=8 (AccessKey Secret) , AP EIEA SR APl IREAR
2LBMAIEES 1D, FHMEBWMERRBRENERETEL, STS MANZE2SE A5 H A

HEH—EER,

£/ STS R RSHEERFRENENTE, ANBANIRNEAFPMZ2ERIENEFE!
BHEE M RAM FAPIKS REH, o, STS MARNREIEABFIMA, TR

FARBRAERPiRCBEAZ2NUE, BIBINER T8N B ENRHRIIBMEZ M,

7.5.2. N S5 RS

fo] B = N A B RS IDaasS (Alibaba Cloud Identity as a Service, &% IDaaS) 2 E=
NEVEPREN—EEPASH. NR. NAEERS, AP ESHEEAMI =R

RENDAFES ., WERFEN=T7 SaaS RANBESY, TM—MKSITERENARS .

7.5.21. EABS
{£H IDaaS Z—EB=FNARS%A

Daas ARLE—R "mEBE" |, BEHAPBAIRE TERNABRMNBESTE—
2, MBLR TR EERE— . Z2NKS, SRMNTEPEEERNSHNERS, &
ERTR ., RO . ATENETIE P FriE R NERS.
f/ IDaas BERFARATNBHALRS (HHR OA RKs)

IDaas IRHE—1PTENIKS . IANE. #IRERF, BPIJLUEA IDaas Skl ™MES !
® NIFARRTIFEKS, SBEANEONE, FRIEXBRIVEENRETE,

® BENBIERITBZIMNANLARS (XIERAEABKSHER) , LMERIER—1
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AEftha, UREHAS—IPERS,

® FFERIIINARS,
f£M IDaaS FRA— P EAEMEFNLSES

IDaasS oJ LN A PR FPIBHINEE, IDaasS B oL tIZ— MR P, ARENEER
i@ IDaas B9 AP EHOKERFAFPIEN . Ex. EHEERE, MWAPTUSEREWS

AGEREARS, BOKPEEDmE T,

7.5.2.2. F*mINAE
H—KF
o —NKSHEENTRSL, B—APESHRARRENARSAZBNKSHEETE.
o STFRFZNIKFXEIER,P, THKSHRNGE—, HERTHNEnFHEE.
G—IAIE
o XEZMINERT, BILRITINESHEIELARMANRSHHTINE, SSIA—IA
IFHE RER,
® IHEZMKFEUEIR, W AD. LDAP, LARMMIFRM SCIM ARAE APIBINA, oJRES

AV EBEE R FARR , 3255 SAML, OIDC, OAuth. CAS B ERIRER SE RN,
N FARSFRENNBIN A, BFFXA AP, SDK, ZBAESE HUH T OREN .
o RMEZEZIANIE, IFERFPAELIL, Fl0, KS/ZB. KS/SM2 NEES. &
EWIUERS. OTP 83, B4, BH. EEARIRA . IEBINES,
S EN

o XA®. ARKFHITABEENEN, NABBREEDDEMIE, PIEMSURE,

® H_LHEN, XFEXNARNNERNAR, JLUIRRAR AEFHBAFHITF,
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b N BN — BAURAE, MR, B, SABESRE,
R 35

o ENEEAWAESMALEMA. BHM. 0T @EHaRRAKS,

o FEMTHALENNAEARS, HaxEIBES RAM,
EE

BITEIHR SIS AP MR, TRASRSAFERNCE,
7.5.3. AERSE

BEEASRE (Log Service, &7 Log) 24T% BEESURN — RS, AREEE
EMAFABAYIER SEETMN. BPEEFETA SN ASRETE. HE., B
REEANENLE, 2THEE . SEEME, 27 DT (A8 A5 mesh .

BEE, RARSRES AL —HReT 5, BEASHNTE EESONRBEELESE
e EEEEREESS, R —HNE,
7.5.3.1. S A

AERENASHEEREARE T HRS -, R8I AN E, (R SRR T
s
7.5.3.2. RiERAERSA

ASREE P ESE MRS HEN, ARRESIEMI2— Append Only BIEHR%,
DELEINES, MALENELEANAL, MEE LRAT BEBEXNESE,
7.5.3.3. B4

HSBRSER T RBREHLE G S o INEEsN, MR MH BEITERFE] MaxCompute 5
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0SS #97h8E, LMEA P FIAB MaxCompute DARFFRAE IR RASEIE T

7.5.3.4. B4IANiE

HERSEXNEN APHFENERE T ESMINE, R PR EEIBKPEE3A (Signature)
58 . BERSER Access Key fEASINERNEIE, AKSINEFRER, B2 zL S

m-z= LIKP 22 MnE-50 5 0EF-AK SHIANESET,

7.5.3.5. ThRE%FIE
SLERWSENRESHE

® Y ECS. %

D>}

. Boim, FRREE, S EEASLN HEREIE (120 Metric, Event,

BinLog. TextLog. ClickZ) .

o REUSNHEZREN, SIHHERRSTE,

g #IEE% (ETL) . 78 (Stream Compute) . MERSIRE #2233 5Kt

Bl S5ERSH

& Tig: Xi#E. B, LTX. BH.

® Hit: SOLRESFF=BTWTFE,

® TJHl{L: Dashboard + 3RZEIHAEE

® X Grafana, JDBC/SQL92,

Fii&: DevOps/# Liz%, BELNHIEST, 22250, TEE5ERES,

B REZS

REJENATRE, FHSPRYERSEFHEERSHITEE. FHEE. BEX
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Partition, LARITHIZESZ/MFME AT,
L BIECE + 8RS, Eit. EEEASSHFER,

7.5.3.6. HEFKIEF SIEM

HESRE ST B %% 3] Security Information and EventManagement (SIEM) , LAHg

ROE= ERMEZEM. Bt SEMEXATEBSAZBFPHNZ2EE 0 (S0C0) $ (U

Splunk, IBM QRadar %) .

H&RS S F=BIT HTTPS #0% HEZEI SIEM (LA Splunk 841) , —f&m =, SIEM MZ2fE
APARRNE, XHEREFERHERS ERAMEREFHTLNEE, R/581Z Splunk AP
(HEC) kAXREL Splunk, ABRS M HFED Syslog B HEZE] SIEM, Syslog 2—
EONEE®EE, JLEFER SIEM (20 1BMQradar. HP Arcsight £ ) #3358 Syslog &2
BEAE N TEFR, BER SRS EEAMEEFRF TSI EZE, FE1Y Splunk HEC

3% Syslog over TCP/TLS K &XHEL SIEM, 02R SIEM S8 TCP @B [ TLS, BWAMSEER .

A PERKIRE (On-premise) |

\

SIEM API
(G ILLG IO SIEM (ZSplunk;

syslog o IBM QRadar)
over TCP/TLS

SR % 2 BETHRAMEN

B

/

7.5.3.7. RAM f STS X#F

HERSEATHRERGEES RAM RS, BRI LLERKS T Log BREGE M ERE

WIRIE¥ RAM ch 7,

HESRSBEHR STS BRSS, B IabipaEiHR MR En aN R EE,
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7.5.4. B{F8E

BAFEL (ActionTrall) RIERALPHIKS KIREF, BERIFCRE S, HILBE

HUHRFEIR P TN A SRS 055 R, RRFFIHRENFERIES, Br
USIREAH , FEEEBRUR SIS,

BEETIRE SRS AP BRIES (QEA P BT RHGREN AP BRER) , MR
ARBEGRIFRRUBSHRREI BERS, BUHFRREIVEER 055 HiE2H. 2
{FERHTETIARI BB S R T . ST AT — 5 KSR Rk E B R,
FINER. FREGAPERE, AUER, RR. HIRES. BIFFTTBNRIETE,

P&, BRREE, BIREIR. BFBNFEERDORIFSMH, LA REZETDBENE

—RIERT, YBREEHRETRAFPERIERRSHREICRE (SFEAPEIRE S
EBBIE, BEMER APl TR EURERESBIRSACHTHERES) , BIECRS
£ 10 o REFEIREE T, BRPULUBTREE R 8B E &I 30 KWiR/FICH,

ActionTrail WE I H=EE6HE:

o T

LAPAKSH S BEEELLEEN, ActionTrail Frc B RE e TRER ., #lal,
ActionTrail RIEZAFPFAERSEREME, N MNBN IP.2ESEHAZRRINEER,

HEFMACR, BIXELCRBPIUANMEKS EEFERERR

LA SIS BREISELER, ActionTraill FrieEHiR/E B BB AP KRR

Flan, BAFPEKI—8 ECS LAEN T, IJLUEBY ActionTrail #Z 2. 087, MEB
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DN IP KRBEHIERIE,
® ST
NMEBFPHRELBZNNE, MEDLFERAIERHN RAM RESFEESEBIXLER RN SH,
BBARTHEFEALRNEMFEITFE, APAEEEEREE N RRNFERRIEL
K. ActionTrail Frc=RBMRIESA o] LUK BRI 2SN E1HE K,
7.5.41. =FEEEEEH (Inner-ActionTrail)
Eg% £, = EEMHNAIHc4RE, NERPEAYINES 7, BB A RAB AT B2
S EIt, BRANERDEERE T WRIEHN=FEIINERR, BRAFPEEEIEFRE, I#
BEZFERNEESER TEENRIPMEBNAN LI AP ENNRZE, B, HEx=
SAEPEETEEMREHREBEBEEES, L E SR NEPIRIES/A4XN Ao B8,
FEE/AFPITUNTYE R RESHAN o DU TE I SRS ERE, LR ERNERNNREE
ik
Inner-ActionTrail o] LUASE NI B REHFME T E =L aMiRES4, FETFRERSH
EEEONT. IRE. RE . THHTENESKRESN, BERFPY = RIRIEEFEXHDNT
58 1EK,
Inner-ActionTrail 3745315 HEA N =Fpi/E 27
® (CUSTOMER INITIATED SUPPORT

fEmEHE AR AP ENRASIFRIE, METHAFP TRAENDmIESE

(S

® ALIYUN_INITIATED_SERVICE
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7]

FEZNBARNEGETIZET RTAENERIF, MREEFEHAIRAROEER

Bucket i,

® ALIYUN_INITIATED_PENALTY

FPIEZRNEARIARGETEREMERT B AFF (Public) #HE#H1TTTH0RFH

-+

70N o

7.5.5. 0 B8t

B & 511 (Cloud Config)

EmRRROEIRS . NEFREE XEF SRS B2 RAE

71, CREBFENHLERERR, WAREN %, SRRXERETEN, Baifk e,

FEY A REXHEE, R EBENIN

NEFSNERE MBI FE.

FEHIT—FEHEMNEEEE

BRI ERER BRACER E)4
BEHHHITHIE BREEHE
BB TEEE TEEIRFRIXRER

HREEFS BRXFR

BREEEMR TS FEIRFR

FSERIsT EiFRED

5|5

EARTHEAN
A R
B IR
e ]
&iRLB/Tag
N SRR
AEES
Hita
Y THERETE
e
ERESHE
AN, s )
7R A FRE
AR

BERFREMMNBE SRR, Myh

BHER

EAIFGEE

SHEGMM
FiHImE

SEERR
—E#HOSS

“TEM”
BahigIE

S FHIRFE
=iEEED
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AFBEES RS, BAMAPKS TEXENRERR, BEMEXENERES,
FHFBRORR, BRPULIRERE/SnBREEMAEZTEE, KEFIPRFLERT
ERFRNEETEFE, FAYHEENEARE, EENSRNEENEZ, BPEsh

HNEZ SR AR E5EDIE,

BEEH UL RRNEERRB UL RFEIEEN 0SS FE=E, AP oLUEA
0SS IRMYIFE EBINAEREEX LRI, HIINEN. FREmBHHEE. TEHEES,
F8, BPAETILMER 0SS #EINE LURIEE RN SERBRSMCRIEIRZE .. BRIRY
[SEECERIRS ActionTrail B9(F BEMALE S, o] LUIBEEMIDB HIEET 8 RIS R

BRENIEEN. BXARSEEZER,

HTEREFITREEAQRRTENRELERMOT, EXFRAEEOH (10 08) REE
TEHRENZENER, BREFULERM, MULEEMENNERELERR, HRREED
BB O00H) ARETZSXREE, EEFHRZREENERLEMN—MRELBICREL

HRENELE L, FHERBEEEIAPN 05S FREEE,

BB B IR KA BHREF A E MMM RESTONIT=R. BPREERKII AR
WA MAENMNERE S, AN FEEEFHRSPESEENRRRE, SRRENEELEIC
B, K EHNATAN REY S REEH TN, FRERFPHTREENA R AEE
MEE, RTBEZERANMUINT, BIFFANHEN TN FNNT. BBEFITES LR
BAFENR, ARPIUR T H AN REAER, X 7FRF B EXIIN L,

REFIHHIRSH =REE6RE!

o STNRFEREEE

BXSNRRSEARREENEESAME, FREEFIRS/E, NAPRMEXE
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HRREENRREN . BPULUEERFEARREENEPAN, JLUEEELED)

RIFNEENBZ, CoLIBTRENBRERER T mEHaHTEE,

o FENAMELT

ARPEXEEs LER, SA#TMENRREE., AP E2RHRBLHFFENERFEM
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B FHEZEELETAMEE . HEHNCNESFeMEAERETHNT, AEERFL
MOBEEERRE, 2 "NEH" HIBYREREREN, PRIEENAE X T IREH M RIERE

1k,
o BAEMESEH

DR EINEEREREEVAMER, MOBRERENER. EXR. IEEHEE,
APIREESITREOERDERERRS ActionTraill BIRIFICREES, MESE
BENSHHEKE, HWEBBOVBRLE. BXAR. KWHRRIIZE. SRILESHI

Mz, BHXREAETEEER, REREER DR E,

7.5.6. 224,

BN ERZEN— O RRZENLZEFEREE,

B2NEDTEESHER . KSER. AFREHIHSEESEE, EF N IERMCEL
WM, BT EEAERN S SLEIXS SSH, Windows 1mfe £ M K SFTP Z & Iz 7N BNEHE 7R
FEEILR, HESMNERREAN S INHTRERN, KEZH4ESE BN,

B2 B IIMATME:

0 RWAE=TH—: Kf—z%E A0, F—BHRAASENKSEIONEXR, F—E4HERIE

HITEER
T /"\\ o
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® B EEMEN
B I BE (FREIP) B HEPHRAEITERK,
B TRE ORESREES R P RRABITER,
B B RE (1S027000) RIS PRI ABITENR,

7.5.6.1. =RIh&EE
BESH
SECREHARMRIETN, (9B NRETSHATIRIE.

o ZHRMFICR
HAICRBERIR . BERIE. BEURIF,
® Linux an eI
IR SFERFE, O ERE,
® Windows BERK
CIERHENERE, 2RERER, 8F RERMF. BaRE. EOTHE,
o i fEHE Tt
XIFImiE S B ER . FTP/SFTP BOEXX &1t
o Z—EIt

E2NNENRIEHTIFAICE, FHEREEE WG, B B LME LRt o)

B, ANSEIRSSFBEnhMEsaE.
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RREE

TS EEMNRAEEE, SIRIUHTARMEEE,

iy

o KSE

BRARZERSHEE, BRAREZRS. IREKS. BANES

o NAE

i

BRAR., AR, BFRE, BEYARRRSHRSEOENERE, XBEHHEP A
£ BREER. HFIHEER. TR, FHR. FREER, 8WAFPALHINIRE

AE, NBRRIARNABREM TEFE, FEHESMN =N ILHEK,

BRYRHTEPNG SR REINE, LMETABHNEN. AFHNAPREREFH

OEHIRE, REBRMpSHEY . poRBE . BB R v HROMSFREMY,

REINIE

SINZEFNENS, Bl ARSHERTER.

o KSZREFIAIE

SFLEFNENS, BEREANE, HI5CRERAK, BHkSEEHEXK,

[} by

2. TR, ECSEATZHHEIETNEENE,
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® C/SZEME%hEAN

45 SSH, RDP. TELNET. SFTP #M¥,

o IFETE#4ATR

PUTTY . SecureCRT Xshell WinSCP.mstsc.VNC Viewer . flashFXP  SecureFX,OpenSSH

i

® ECSBRIEA

—RELZHEATRSRS ECS, E2NFFHEENNIKPNEE, ZHARBEEER

RNOlpiZh B & RE B i EN P TIaERIF, TFERAENOKFNEZD,
o HFE4
A RK, FEEHRFIRTHS, TMEARKN, FE2EBFIEMHMEZR

FOEBRERFR . BYE2NBENs4INgE, LU BMNUREAEESHRENITE
KEXAR,

7.5.6.2. I AREEN
XHEFH APP, BEWIEBESHNEFIANIE

NTRSKEEMN T EN, HlEBHER,; B2V LRI B LN AENS L
® RNETFN APPIAIE (TOTP OSHIE) 5|2
® R{HTI(EINIE. AD. LDAP. RADIUS IAERIHEED,

® IFZMANELNFNER. 2MANESNAGER.

BEERENc4in=s
STHEFEE Linux/Unix fRSSEs . Windows RS a8, MRS (WBR/HIC/ERE) | XHF
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ARSSaR . Web RGt, HUEERSER. BilkSER. TiEEERSHESS.
B#%3. BIIER, KAXAREERNEETH
o ERHXAENFILA: BHWEENH IP. hill. KOS, kP, BBEFER, #F
BOJUFEIEZEAROBIRXR, H—FLEHNEN, &R SRR

B, BT ERATENSR.

® ZHARRFTEIERNMDER—XEFRENMIBEHARAENER, XAKFBE

.
i

B REEENER. BRPSENXENIFE,

NfEEET, LERERRITATRS i

o MFANBHEITRSG, BHERLENR, HiRNEHNTERIT ISt

o ANIMTWMERFRENAL LR, LEE. BSRK. ELEE. KEHRF.
KR 1P, BRRE. M/ NMAXERE, 591ER, BFAS (MXXH EE, T,

bR, BRSFEES) ST NER,
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8. =z F¥IERLHER

BPN=Lt#Eze, EAPNESDSE, BRES LZ2BREIN— T EEZAREKI., B

F2015F7 8, NEZARETPERERSHED "SHRFRPEI | FEATFENSH
. BOAESHETE LRNALRE. 259, BIF. £=VWHEEE, AENRENETER, =it
EFYENSRXEHERFER, FanaRENXS, BRNEPREEZENNES. T

MR O] R,

ARBERE, Wa FHREZ2NRP, LT RRYEEEX ] 2 = 00iE X 8 N ™ @i
THANR ., AESNERN = LHRELZ2BBMEBEHNBUEES _LERBEXENM Ml
BRI A,

FEZN= LHREZ2REZNGEZ2Er AR R A, XRNEENSAR S ENFER,
HTEE. REER. BISEURESES (BUEXE . YURER . SURLIE. R, &
EFE. ZOREHR) SN TETHEZ2EEER, LIEERE BN, CHEZEEH BB

B 0NE&, HEHRENNZEERFEURZ2RARE,

(10 simspes M wisiem B sizgeE

%':'\EU i [ {?ﬁﬁﬂﬂ%‘ 2 [ %BE% .

532554 (SDDP) *STFHTTPS (=) * IREELHER (RS GXSLf)
« SSLUEBIRSS BPRERE (ZF8R)
- VPN/SAGRI% - #ORERER (SDDP)

BT su=ayes BUETFHE 17 &=z
EhEnns AERSHR

YIRS } : Gl ;
IIREEES (=ER) r— RN () fr—UREE (EFER)
HIEEE (ZFR) « B (mr=f/KMS) - Z4iEREY (SDDP)
- HREEEREFES) « FERFEEHSM (KMS) +jiHEEEN (SDDP)
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81 YUBRERS

HREFXEZEENEEEREIRZIFEMARESIRINRAB N DR REE T EREE M,

A BERIEEEN = FHIRNRIPHEIE K. REFNERES XS REBREFLNZS
RIPERMERNE A, E— P ENERPOERER , 1N ARIEE 2 (Personal Identifiable
Information, PIl) , 7 KIMARN . E L 2ENEEEPNERER, RIEAFPNERD =,

TR, MZeZTR, WEEHITHES R, NMAR BHEIRSE, TR T R

HITER

fo] BB = BOBUREURIZIP (Sensitive Data Discovery and Protection, &%k SDDP) =&z
X MaxCompute. RDS #1 0SS 89 TR A A2, SDDP aJ &SR = EAFPENE, B
BN EMBTLCOE R BIFTIB LA/ FE/5R/ 5 X R SR/ XS RERRB R EEE
B, BIXET. S MBFIRREL, HERaNBENNEUREE, HXHREAFE
SV S TN THBUREHE B E X . SDDP REGUREIRIRAIER, LU= LHEE TSRS
N EURETHREENSY, UIHEERESRODESRERER ERGP XA PHIEL

AR BYRIPALSH

oI BB = Pt o] LU A Dataworks Al MaxCompute o BB FTARMI TN BEX HUR 1T 2

PR

8.2. HiEERMELL
8.2.1.fF®EmE

IR H R 2EIERE RN RREY, ERNEEERERNBIBE (S5
SERA_EAE) $URIBMET SSL/TLS MMCRIRESRASNZS, fitl, APmBEdNEss
FIABRIE, MEREHASEA HTTPS MTKEES ., FFENIE R RENE P RET 308

HTTPS ) APIiF AR, FHRHEIX 256 EBIMERNINERE, W ESUREUEINE LB E K,
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8.2.2.VPN/SAG %

B 2 = B9 MO 2 7 R B AR ML I SRR A9 IN 5 TN 8. VPN X (VPN Gateway) BRSS, oli@d
EEFEE N IBEE M A IDC M E = VPC L o] S f9EER R, VPN WK o] 217 IPsec-
VPN, A IDC MM = £ VPC &R, 011 SSL-VPN, KA = FPinimie & A VPC,
[ B SRR B A M E (Smart Access Gateway, f@HR SAG) RS, MA@ Eae
BEAMXIMFENEEAN, FEEEIREPEIEA IKE M IPsec S EmEIRHTINE,
RIEELZ S, IR VPN MXHE e A M X £ PLe A R EE A X BEREM N ZH AR

%, MMEMIIIE Internet &g

8.2.3.SSL iFBRE

B ZHIEHARSS (Alibaba Cloud Certificates Service) , DJUER LR EFE =4 CA
UEBMANAY SSLUET, #FEEA P TIEMIL HTTPS 46, EMIZSIE, sk, BhEL. B
W, IEPRESN T DIEBHTHR— Lo FHERE, GHIEREE, XHF—RBIP RIS m
(20 CON. SLB. BHH WAFZE) , RIERPERBINZEIEPIOILEEEERNK,

8.3. MELERE

HELEBEZ2TERNAELFEEERATFERTEINRBRP. BREFRIUEAPN
BIIEA Intel® SCX ETRNSHMEBEHERELIRE, JUBIE N TR PNRIREEER
BFEIY, BolBESAERIES XS REM FAOXNEIRREUES R IBNA P A SIREUE X8
RAEREIMEENBEBRIPENR., EEIHEP, TEFTEBEIZSHENTRINEEERA

AP BEENEERBRIPEN.

8.3.1.IN&i+E

f B =S A4 T LA Intel® Software Guard Extensions  (Intel® SGX) ol {E#TIHEE A
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RGO ERTIR, BRI LUES S — DAl ERTIER, FHRIPEUEEERE (B1a0, N
meER. WPRIEERSE) . BYSHINETERENN ECS £ (MRNE) , BFPYLUE
U HCREXFuUEHITHRERANRERREFAF BOHNEE, BRIEBFPESHENE
ITEDERTINEREUR D] LUS BAIRF A P X BEE ., BINENEERA, HEXR

AR PERAENTSINEPRME T EIRROEIRENERIPRE

8.3.2. = mNEER

BB S RN RET RAM B0 R R RS = 0 B S0 EResh , TTLligtia
RIEURIBERIPEL . AET QAxE N AR AR SENEIMENE, BEATIES
BB R BT RS
8.3.21. HEMNNEKRERE

BPHN= FRIZOILUBY ECS 22, VPC, = XIBEEFENA P = FHRGETEN

e
i

ECS R — P FB1FREX ECS SLPI 89 B2 3B K85 , 72 SEAI Bl B BT B A TS A H ISR &
BERSNMEEETIRIEE, BTEsRYNZEE., BPUUBYERELZ2EHMN, 7
Vet IEZ 2 HAEY ECS LRI 20 M BEAA B9 3318)

VPC ETRRERAK, SUHEEREENRS, A8 MEARE KR, BEOZ2ME

AEIEEMEZBRTNETE2RE, Ree@BIIINRETH IP GRMEAR IP A0 NAT IP) BiE,

KSR Saas WikiE, oG —EEEEME VS HmEItmipa RS 5

SZBHRARMBERE., ZHXEHESR 2.0 WEMLF. RESNER. IPS ARRN .

6 NEMEEHEIIERER, BFRF 2.0 GNLET @,
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8.3.2.2. RAM a1zl

fo] B IR ERIH @34 (Resource Access Management, &% RAM) BRSS, BTHF
SNEESERIF RS, RAM B0 LI R X E N API-Action 1 Resource-ID 894K E 2

R, WO LS Z2 RSG5 (R 1P #it . Z221p[881E SSL/TLS, piafE. Z2RZNES

F) .

UEA RAM MIERMN RAM B . BPRAE. BP4A. SR4E. R tag 1088, of
POB PR EE (RAM Policy) #26I—NMEEER (WBF. BPA. RAM AB%) I— 1A
EERINAIRIEES] . NPREREE PO LUE EAERER S T (Allow) B4 (Deny) XWRLZ
IRHATELSRIE, M o] LURSIEURE T RUE X SRR IR B 5 K.

8.3.2.3. OSS ifm#E4l

FXFERE Bucket B9 Object 891418, 0SS 2 7 2 MR RZ G B =0, 85F ACL.RAM Policy

0 Bucket Policy.

® ACL: 0SS ANPRmBIIREFEEHFIZFE (ACL) . ACL 2ETHIBENENEKL, o
¥ Bucket 1 Object HRIMNE, AP oJLAEEEE Bucket 2 _E1& Object & E ACL,

o] LAITE G Bucket o _1& Object /EBER N8 A1&2Z ACL,

® RAMPolicy: Resource Access Management (RAM) 2] B =280 &R 0154 iR
%5 . RAM Policy EE TR P IEKRE ., B8 E RAM Policy, oJLIETEEAF (I
MR T, FAESMNBRERRF) , LAEREZERFBF T LU BLEEIRINNIR, st iRH A

FPRIAENE— Bucket BNEAR,

® BucketPolicy: Bucket Policy 2 & T RIVFMN L , #8 L F RAM Policy, Bucket Policy

BIFER, SOFEEN aBERHITEMNER, 7B Bucket B EEZ I LIFHTIHID
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IR, THEEE RAM BIEMPR ., Bucket Policy ZFFmEMIKSH RAM AP EFI51E

IR, UURBIESBPEYHEE P SRR B,

8.3.2.4. RDS ifinl#&4l
R EMF

SAPOIEXAIE, RDS HARNAFPOIREOUVRNETFEEK, . AP oLlBgEH G
& Open APl REIZEBHIREKRS, , FREFREESSNZENR, WRBRFTEEM/NE
ARSI, thanZR/ALE/FEEAONIR, BoJLUBEEGIA3E Open AP| SLoliZ B EURE
FEIRP, FHERSURES PinMBREUEEKRFROIEEBEIREKRS . BREUEEKF L
NEBHIREKRFPICEZRRAINZENR,
IPEEZER

NN T, RDS SLAIEE N AR IPIFIE, BI11270.01, BFRoLUBITERSI &8
R EMEREE Open API SBAIN IP BEEHN, IP BHEZRHNEFHILFER RDS L,
R AFIBFER, IPAREILISEZ MDA, 81N oAEE 1000 1 IP 2 P &,

IPEEEARRESLZeHE PEIMREPIEE
8.3.2.5. MaxCompute 7o) =4l

IMEZ /8 (Project) 2 MaxCompute LM ZH P AREXPEM, ERFPEEMIEITENE
KREf, SRFPBEBE—IMBZREZE, ZAPAEXNRENFEE (Owner) , B2
5, XPMNREZREANFENS (B0, . 24, BR. UDFF) BETZEF . XHEIR,

BT Owner Z4h, I AELAOFDIHINERERNHXNS, BRIEE Owner B9AOF ],

HIME=ZE Owner REXN B —MNHFPENEY, Owner EELZAHFAINE B 28I

B=E$k, RERINEIIE=E SR P F BN,
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A (Role) B—AHMBINRNES, SFEN—EAPRFEFONEN, JLUERAAE
FFENR, BT AEHOFNILUAKRBUELRE, BEENEEMA, SFEYHEPENE, &

BMEEBESNZERBEXRTM.

MaxCompute SJLANIM B BENEFIAE, FNIEZE. & (View LEZEFIRE
M) | B, RR., ESLHFE2N%R, BFARMNE., B, MaxCompute 32355858

BURHIRFTHR (Label Security) LUXFEIRRE B BRI

AL
® MaxCompute 5B ACL AN EIKTTHXS P e A B 8IFER, ACL FINE—PE
TRHREEN, BT ACL IR IREIE (BDEIa)iEH 55, Access Control List) #¢&
WRIZNRN—TFHER, ABEANRCEGFRN, a7 ACL BRIE, IR

WRIBRES, 1B ACL FRBINREIR S B 50l IR

® MaxCompute RURISRSHEIFE N FHTE(FI)EBIE ACL IS, SEMIER
ACL BTS2 —, ME—REMTHENER, §8%ENERERRREN
/H\E)o

o MaxCompute STEETARANRA SRR, FEXEENASIIEEREE SRR

102 )=, LabelSecurity IEBHOAR S REW T :

B No-ReadUp: AR IERERERSTHPERNEUE, BRIEELEN,

B Trusted-User: fRFBPESERSFRIEIE, MELEHAN 0R (MRE) .

® MaxCompute NERERIEBTEN T NREFIVLE . Fa0, #BE CreatePackage 1R
RINE @A R o) LB package; #HB AddPackageResource M RBIIN B 228

R AR BT LAB) package RIIZIR. A olLAR MaxCompute 8 Policy 750X &
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BXHBRIFHITIR,
DR
MaxCompute BB TR 2= RIE DiafT, 2EXRBENADFE, M KYM 422 Kernel
o RRMEESENEENG, BRFRIESENZS, LU BT A RESE IS
RS EREE,

8.3.3. BB &L

fo] BB = BOBUREURIZIP (Sensitive Data Discovery and Protection, &%k SDDP) /=&, 12
ft Hash, & . 3. B, %, TEANKREE 30 PRERBEEHENXHF=EPEE
NBEEENEEENRBESH, BRESENEELTENEHNNVSRREE, RERE
RIS, BIREIREEMTT A . AP ILUEMA . S3E. ReibE AR EEE
TS ERERFRIPER,

8.4 HBERIRRE

HFEHNESBITIMEZRINY ., FEBRPHLZ2FRI UL EIE XN

LHRE SRR AEE 2 EPNEN T mil RS2 8 M SURERRIP - miB 892K

EREANRIHL, ERABER, BN, SRTARSbBRRENREBORNEED.
8.4.1. &zttt B A

BPEIREEERN, EZ2ARIAEXTEE FINRIZ 0 5o 8 A EUE A P i i = e
B8, WRBERHIHFLE, BLEFTELUN T LFEm G aXRNENER. I
B RHBUREIEIRIP (Sensitive Data Discovery and Protection, f&#R SDDP) Frias24F "#UiE .
ABIR" ZZ2RHREEN, 35ALEREERSTIRMSENT, M2RiENRRE—&1,

SDDP RSSO/ LAt = EME A AR E X2 RELERNHENERE . NEERREHITEE,
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HX, BE2NAPEREORENRFIRE2ENERNRNEESN, Iy RIMEEEAS
OJBEHI R BTN, SDDP RSBEFTNABERELRPHR BB ETENLER, TIEIER
BHSER, BREGESH/AREEDEINER. RIEAEREDNT, BRI ATRFSNA
EOBA. ETM=SRZIMNAEEESNES, SNNREASREERE . SERIFPTE0NR

BT ARITIRIREE,

&ia, ERNEIREESER, SDDP RESIFX R ESMHET oM MR LRI AT ,
B, S0 FEPHESXEESN, AEYERN PO TEARERFTERTHEL,
SRR P REE YN, N AMBIRTT D ITRER B8, SDDP fRS35SHP SR ELE,

F B ERBEIRI R F I HRE, NMESERERNEEND BEER,

8.5.HIEEMES
8.5.1.F&Z M=

HIEGMRZ2TIERBR TR EENERREN, WESRESTmERGFMEINEE
P, H5—(E R0 E =SB EERS (Key Management Service, BFR KMS) #1T72PEE,

) = BT AE AR 256 AIERSE BITZ FEINE IR (AES256) , i EEUBMB IO B B R ,
TR EEERRNEF R ESIEERIEDE (AETRES R ET) -

® RIFfE EBS: SUFEMNANEMERNREFMERE (AI=E) NEUEEENE, BERREF
BHEIEESMARGEPNEGFR, > EARSERNABIBEESR (BYOK) 1F

AEBPHITHIENE
® XREFME 0SS: IFRFSImME P in N FREINEES . ERSHHMESD, SHERAR

SEPMAFPB®E (BYOK) FAEERHITEENE . AEPHINES, 355

ERRAFEEEZREETNE, BXFERAF KMS IRERAHTEPIRIINE,
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® RDS MIEFEZFEINE : RDS HFENZS PDHRABEILIFEEINE (Transparent Data
Encryption, f8#% TDE) Sl = Z LA ZNE , XIFERRSBHFNA - BEE5E (BYOK)

TENEEBHITEIEINE

® XiEfFfE TableStore: FERRSEIHPMAF BIEEB (BYOK) fFNERBHITH

EmE.
o U NAS: SRS MEIEN BB TR,
® MaxCompute KEURMWE: SHREM RS HBIEN TRHHITHIRINE,

WEBZmsaF T FENEDE, SESGFERRSEHMABABEER (BYOK)

VEREZFEFTEENE, BARBREEZFAE TN TREMNER (www.aliyun.com)

8.5.2. Hit &4

MmN ERNEN X ERAEEAR T RNRSEHIENTEHEI., BEAME, =
BRPE—MMEE—RERAE— NS RRESNERMEINEN, ZRSEANBFPERH
BIEARSS (KMS) hyyEAMEIEHeE— &N ZRSERR P EZE (Customer Master
Key, BIFR CMK) . ABEAMENRSBHEEEGABREEL TR, BEARENNE,T

DEEREERSEH & &8I 2B EER, BEAEMR,

B2, BRATRAENRSEHILUENAPREEERANSERIPEN, BRYTAE
BREIFRIAB,, Ro A —S2RERNENR, AINAEETEBZRNEGEE, ~&E

REBDHE, RIPERI RN RHERF,

R, B P o LUB A SGF = - Pt R E Cel@s LERA P EZHE(CMK) EIKMS 5,
FEESEERERNEGEN. B RAMIENE, BREARIB T aiE8EENED

gE, HMEERPEZHNL 2/
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o B ULIZANESARN, EHl=/m@IIBEEIERET].,
® P ULIRERMNERE, EF = milEEduEnee

® M OLUBIYAE KMS h& ABH 248 (Customer Supplied Key, B0 BYOK) , #—#

BRI E B EE NS = AR IR RS .

BFPEI®H (MK ZBEFPHES, @@ usil AP BRI (81T RAM) A o] LUMEREY
HARHETINARRE B P B LB BUBEAE XS R H) CMK 2L, IR EI AR AR R R8I 0) 3=,
IR, SERBEEERENLAZ2ENEN, BERE, APREEZNERCHORE, 812

BB RN £ E A

8.5.3. BiHIEE HSM

[EZ=H KMS REXFHPEEHESEREHZ 2SR (Hardware Security Module,
HSM) 2o, FFof|A HSM T RIBEENLeEES e, VAPNTIRBEREESEXY
1R, BRPULSZREEEBGL2ER (HSM) d, R BB ALEISRIRIP 243 088 ST R
BARRBEFF HSM 0220 R ., BPER HSM BT 8N, BEzENEIRERASRER
HSM o, NTRIE T BB P &P INFAEIE . HSM SEEZ R LUK 2B PSR 22 MEaHl F K,
8.6. L EHBKRE
8.6.1. I HK

MEZEY THRE2EDEE (B3EW. ®RF. K& HiP. RBUNERIIRE) 19

288, RENPUEINETRREEEETEERE, FEPHTREHEFPNER, WE

sy

—

ZEYNEANRLHREZEERRE, CEHRE, RESHESUBEURMIERE S5
BENEEOHRES . BHEITESSLRERGE, BARKBIETERE , SRWSERER

R, "NEREEELEE IR, SEMIERIR, siBSEERCIEE =S RINER, LHBIRE
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B/EIEEE,

8.6.2. HIBES
TENFREREIMOBEM, AP LAIRSHENE, ERENEENAEZ B SIS

NETHFESURERPEIRZ S,

8.6.3. XL IRFEEIR
WEEELIEATRSEPIREBREN, SRR EREE S SRR IIRBELNN

ERORAEHIRES T, MESFIRBEREARBTWINE, FREBEFBEERRILR, BEER

HRAPCRIEDIR D,

A 4.0 204



ZeAEE [AFF]

9. MBZZEmESLE

ZrmERPHLZERELERENSE (WExbI Ex%255] Guidebook) .

Guidebook N\= LZ2B ., mZ2HIFPRMLA, BREFRIMERT LZE2RKR. 2R
P LEET, 82EXESNZ2RER, RA. #XZHRIP LR MA . REMEMLEZR

%, BESEPETHERFmMASEYREBEESN T E22hiPRR,

EfY, BNEPSENEZMADESELED (Z2MEaNEE) TYNNRELER

i

X
/.

o WERBRLERELE, BEETREEFP _LRHMINEAIZEM AN ERILEL EXTE

D)

2, S BEIBOEFRHS. LERNEEORBEER, BEFLNA FESETE

(https://cn.aliyun.com/acts/best-practice/index)
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10. JRAFHSE

2019 9 B: R 40 A MEZR2RM2|AR, BNz LHEZ2UER, il

KA HE B,

2017 9 B: KM 3.0 A MESTEIWN™REXEAESEEH,

2006 8 A: £ 21 A MWEBEXREFEREHTY, BHMIE X Logo,

20154 12 B &1 2.0 fAK,

201451 8 &4 1.2 K,
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