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1. docker0 M #f (Bridge)

PAILE Linux 15 ML L JEZ) T Docker Daemon #ifE2 J5, @il ifconfig A, &AKME T —/ MY docker0 [
R, XA dockerO M #FF .

root@docker ~J# ifconfig
docker0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether 02:42:3e:ce:27:81 txqueuelen 0 (Ethernet
RX packets 3643 bytes 311618 (304.3 KiB
RXerrors 0 dropped 0 overruns 0 frame 0
TX packets 3017 bytes 3388653 (3.2 MiB
TXerrors 0 dropped 0 overruns 0 carrier O collisions 0
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docker0 M #7527 Docker Daemon )3 zh (¥ ik B &K, MNERN LEEMLER (inet A1 netmask) 1 LA Hk
docker0 1) IP 24 172.17.0.1/16. 2 )5/ bridge £ (ER\) Gl k¥ Docker 7 2% #1# 7& docker0 T ™
FVEFE AR — RS IP A, FHERES docker0 MM L.
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C1 Cc2 C3
172.17.0.18 172.17.0.19 172.17.0.20
eth0 eth0 eth0
veth002aa7a veth6df8377 veth7b0edct
17217.01
Docker0O bridge
|
iptables/NAT

1921685016 | ethQ
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[root@docker ~]# brctl show

bridge name bridge id STP enabled interfaces

dockero 8000.02423ece2781 ho vethodaff46
veth3189e27
veth39f824b

veth6fbcc34
veth7e54989
vethaf7fel3
vethb32803f
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2. iptables
MH5E T Bridge 2 J5, FATETFE T #E—F iptables.
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root@docker ~|# clear
root@docker ~|# iptables-save
# Generated by iptables-save v1.4.21 on Sun Mar 29 14:28:38 2020
*nat
:PREROUTING ACCEPT [904001:54226848
:INPUT ACCEPT [904000:54226788
:OUTPUT ACCEPT [60846644:3691707360
:POSTROUTING ACCEPT [60846645:3691707420
:DOCKER - [0:0
-A PREROUTING -m addrtype --dst-type LOCAL -j DOCKER
-AOUTPUT ! -d 127.0.0.0/8 -m addrtype --dst-type LOCAL - DOCKER
-APOSTROUTING -s 172.17.0.0/16 ! -o docker0 -j MASQUERADE
-APOSTROUTING -s 172.17.0.4/32 -d 172.17.0.4/32 -p tcp -m tcp --dport 80 -] MASQUERADE
-APOSTROUTING -s 172.17.0.5/32 -d 172.17.0.5/32 -p tcp -m tcp --dport 6379 -j MASQUERADE
-APOSTROUTING -s 172.17.0.6/32 -d 172.17.0.6/32 -p tcp -m tcp --dport 5000 -j MASQUERADE
-A DOCKER -i docker0 - RETURN
-ADOCKER ! -i docker0 -p tcp -m tcp --dport 8080 -j DNAT --to-destination 172.17.0.4:80
-ADOCKER ! -i docker0 -p tcp -m tcp --dport 6379 -j DNAT --to-destination 172.17.0.5:6379
-ADOCKER ! -i docker0 -p tcp -m tcp --dport 5000 -j DNAT --to-destination 172.17.0.6:5000
COMMIT
# Completed on Sun Mar 29 14:28:38 2020
# Generated by iptables-save v1.4.21 on Sun Mar 29 14:28:38 2020
*filter
:INPUT ACCEPT [450195298:73092369567
:FORWARD DROP [0:0
:OUTPUT ACCEPT [802081724:168977653504
:DOCKER - [0:0
:DOCKER-ISOLATION-STAGE-1 - [0:0
:DOCKER-ISOLATION-STAGE-2 - [0:0
:DOCKER-USER - [0:0
-AFORWARD -j DOCKER-USER
-A FORWARD -j DOCKER-ISOLATION-STAGE-1
-AFORWARD -o docker0 -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A FORWARD -o docker0 -j DOCKER
-A FORWARD -i docker0 ! -o docker0 -j ACCEPT
-A FORWARD -i docker0 -o docker0 -j ACCEPT
-ADOCKER -d 172.17.0.4/32 ! -i docker0 -o docker0 -p tcp -m tcp --dport 80 -j ACCEPT
-ADOCKER -d 172.17.0.5/32 ! -i docker0 -o docker0 -p tcp -m tcp --dport 6379 -j ACCEPT
-ADOCKER -d 172.17.0.6/32 ! -i docker0 -o docker0 -p tcp -m tcp --dport 5000 -j ACCEPT
-A DOCKER-ISOLATION-STAGE-1 -i docker0 ! -o docker0 -j DOCKER-ISOLATION-STAGE-2
-A DOCKER-ISOLATION-STAGE-1 - RETURN
-A DOCKER-ISOLATION-STAGE-2 -o docker0 - DROP
-A DOCKER-ISOLATION-STAGE-2 - RETURN
-A DOCKER-USER -j RETURN
COMMIT
# Completed on Sun Mar 29 14:28:38 2020
root@docker ~J#

iptables ZRAF 4 3K

nat: s,
o filter: iﬁ(ﬁj‘i/)ﬁ%@
o raw: IRAEFREER;

mangle: fitricE.

FATX Bk R4 nat = filter . Hrh pat #rha —43040F .
-APOSTROUTING -s 172.17.0.0/16 ! -o docker0 -j MASQUERADE
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*nat
-ADOCKER ! -i docker0 -p tcp -m tcp --dport 6379 -j DNAT --to-destination 172.17.0.5:6379
*filter

-ADOCKER -d 172.17.0.5/32 ! -i docker0 -o docker0 -p tcp -m tcp --dport 6379 -j ACCEPT
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-A FORWARD -i docker0 -o docker0 -j ACCEPT
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3. IP-Forward

£ Docker 75 & W £% 1015 L AR, 83 K BIHHE AL Z MR K, XHREH N 24 ip-forward 17T, £
HAF Iproc/sysinet/ipva/ip_forward.

root@docker ~|# cat /proc/sys/net/ipvé/ip_forward
1
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[root@docker ~J# docker exec -ti 4bedccal1392 sh
/ # mount

/dev/vda1 on /etc/hostname type ext4 (rw,relatime,data=ordered)
/dev/vda1 on /etc/hosts type ext4 (rw,relatime,data=ordered)
/dev/vda1 on /etc/resolv.conf type ext4 (rw,relatime,data=ordered)

[FI A 3R AT H AT LA 2% -h HOSTNAME A1 —dns=IP_ADDRESS... %t hostname H1 DNS #4714 & .
5. =45

AN T Docker ML TR, FEMAFE docker0 WA iptables, TJGEA L[] %) T ixX b 4% BTt AN iR A
k5K, ERFILAECZ L. TSN L8 K 50R 27 ST SE B AT A I A, MEAT S2 i H B4

T—Z A4S Docker 23R £ Fl R 28 15 2K,

< j6 st terE: Dockerfile 18 Docker SN



	1. docker0 网桥（Bridge）
	2. iptables
	3. IP-Forward
	4. DNS 和主机名
	5. 总结

