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ubuntu
mkdir /app
groupadd -r lirantal && useradd -r -s /bin/false -g lirantal lirantal
lapp
. lapp
chown -R lirantal:lirantal /app
lirantal
node index.js
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mkdir /app
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chown -R node:node /app
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“node”, “index.js”
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# syntax = docker/dockerfile:1.0-experimental
FROM alpine

# shows secret from default secret location
RUN --mount=type=secret,id=mysecret cat /run/secrets/mysecre

# shows secret from custom secret location
RUN --mount=type=secret,id=mysecret,dst=/foobar cat /foobar
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A smarter Dockerfile linter that helps you build best practice Docker images. The linter is parsing the
Dockerfile into an AST and performs rules on top of the AST. It is standing on the shoulders of ShellCheck to

lint the Bash code inside RUN instructions.
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$ brew install hadolint
$ docker run --rm -i hadolint/hadolint < Dockerfile
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DL4000 Specify a maintainer of the Dockerfile
DL3006 Always tag the version of an image explicitely.
1 FROM debian
SC1007 Remove space after = if trying teo assign a value (for empty string, use var='"' ... }.
5C2154 node_verson is referenced but not assigned.

DL3009 Delete the apt-get lists after installing something
2 RUN node_version= "0.10" \

3 && apt-get update && apt-get -y install nodejs="$node_verson"

=%

COPY package.json usr/src/app

DL3003 Use WORKEDIR to switch to a directory
RUN cd /usr/src/app \
&& npm install node-static

-] o WU

DL3011 Valid UNIX ports range from 0 to 65535

EXPOSE 80000
9 CMD ["npm", "start"]

o
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https://github.com/hadolint/hadolint
https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices
https://github.com/koalaman/shellcheck
https://github.com/koalaman/shellcheck
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