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e koadfJsessionfEfE: npm i koa-session -S

app.keys = ['some secret', 'another secret'];
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const SESS_CONFIG = {
key: 'kkb:sess',
maxAge: 86400000,
httponly: true,
signed: true,

3
app.use(session(SESS_CONFIG, app));

app.use(ctx => {
if (ctx.path === '/favicon.ico') return;
let n = ctx.session.count || O;
ctx.session.count = ++n;
ctx.body = '&' + n + "RiAA";

s

e {HfredistEfifsession
o &&E: npm i -S koa-redis

o BeEFR:

const redisStore = require('koa-redis');
const redis = require('redis"')
const client = redis.createClient(6379, "localhost");

app.use(session({

key: "'kkb:sess',

store: redisStore({client})
}, app));

app.use(ctx => {
// ...
client.keys('*"', (err,keys)=>{
console.log(keys);
keys.foreach(key=>{
client.get(key, (err,val)=>{
console.log(val);
19
B

s

o Zf: EidsessionZLIFIFEEN
o BERIWMA, ./public/login.html

<html>
<head>
<script src="https://cdn.jsdelivr.net/npm/vue/dist/vue.js"></script>
<script src="https://unpkg.com/axios/dist/axios.min.js"></script>
</head>

<body>
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<div id="app">
<div>
<input v-model="username" />
<input v-model="password" />
</div>
<div>
<button @click="1ogin">Login</button>
<button @click="1ogout">Logout</button>
<button @click="getUser">GetUser</button>
</div>
<div>
<button @click="Togs=[]">Clear Log</button>
</div>
<l-- B& -—>
<ul>
<1i v-for="(log,idx) in logs" :key="didx">
{{ Tog 11}
</1i>
</ul>
</div>
<script>
axios.defaults.withCredentials = true;
axios.interceptors.response.use(response => {
app.Tlogs.push(ISON.stringify(response.data));
return response;
s
var app = new Vue({
el: "#app",
data: {
username: "test",
password: "test",
Togs: []
b
methods: {
Togin: async function() {
await axios.post("/users/login", {
username: this.username,
password: this.password
s
b
Togout: async function() {
await axios.post("/users/logout");
be
getUser: async function() {
await axios.get("/users/getUser");

}
L
</script>
</body>
</html>

o BEFR/AFEEO, ./routes/users.js
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router.post("/login", async ctx => {
const { body } = ctx.request;
console.log("body", body);

ctx.session.userinfo = body.username;
ctx.body = {
ok: 1,
message: "EZRIN"
};
s
router.post("/logout", async ctx => {
delete ctx.session.userinfo;

ctx.body = {
ok: 1,
message: "BEHRZ"
55
B
router.get("/getUser", async ctx => {
ctx.body = {
ok: 1,

message: "IRENEGERLIN",
userinfo: ctx.session.userinfo
5
B

o EHMFEAENE, ./middleware/auth.js

module.exports = async (ctx, next) => {
if (!ctx.session.userinfo) {

ctx.body = {
ok: 0,
message: "FFREZR"
};
} else {
await next();

}
e

o RFASFI, ./routes/users.js

router.get("/getUser", require("./middleware/auth"), async ctx => {...})

Token I&iiF

o R
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Browser Server

1. POST fusers/login with username and password

2. Creates a JWT

3. Returns the JWT to the Browser with a secret

4. Sends the JWT on the Authorization Header
5. Check JWT signature,

Geat user information
6. Sends response to the client from the JWT

=B SHALE
o EFRI, public/login-token.html

<html>
<head>
<script src="https://cdn.jsdelivr.net/npm/vue/dist/vue.js"></script>
<script src="https://unpkg.com/axios/dist/axios.min.js"></script>
</head>

<body>
<div id="app">

<div>
<input v-model="username" />
<input v-model="password" />

</div>

<div>
<button v-on:click="1ogin">Login</button>
<button v-on:click="1ogout">Logout</button>
<button v-on:click="getUser">GetUser</button>

</div>
<div>
<button @click="1ogs=[]">Clear Log</button>
</div>
<l-- A& -->
<ul>
<1i v-for="(log,idx) in logs" :key="idx">
{{ Tog }}
</1i>
</ul>
</div>
<script>

axios.interceptors.request.use(
config => {
const token = window.localStorage.getItem("token");
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if (token) {
// FlrREFEtoken, MRFERNE, WEhttp header#iilLtoken
// Bearer@ZIWTHIAIELEMEE
config.headers.common["Authorization"] = "Bearer
3
return config;
b
err => {
return Promise.reject(err);

}

+ token;

);

axios.interceptors.response.use(
response => {
app.logs.push(3SON.stringify(response.data));
return response;
3,
err => {
app.logs.push(3SON.stringify(response.data));
return Promise.reject(err);
}
s
var app = new Vue({
el: "#app",
data: {
username: "test",
password: "test",
Togs: []
b
methods: {
Togin: async function() {
const res = await axios.post("/users/login-token", {
username: this.username,
password: this.password
D)
Tocalstorage.setItem("token", res.data.token);
b
Togout: async function() {
Tocalstorage.removeItem("token");
b
getUser: async function() {
await axios.get("/users/getUser-token");
3
3
1)
</script>
</body>
</html>

o ERIEM

n LAERER: npm i jsonwebtoken koa-jwt -S
» EZM4RE, routes/users.js

FHRBweb 2 #5249



const jwt = require("jsonwebtoken");
const jwtAuth = require("koa-jwt");
const secret = "it's a secret";

router.post("/login-token", async ctx => {
const { body } = ctx.request;

const userinfo = body.username;
ctx.body = {
message: "EZRAIN",

user: userinfo,

token: jwt.sign(
{
data: userinfo,
exp: Math.floor(pate.now() / 1000) + 60 * 60 //—/\BF/ZIZER
e
secret
)
3
FDE

router.get(
"/getUser-token",

jwtAuth ({

secret

b,
async ctx => {
//3%EBsession
ctx.body = {
message: "IREEUERIN",
userinfo: ctx.state.user.data
if;
}
)

OAuth(FFHEIN)

o HEA: ZFTBAEEETOAuUth 2.0, OAuthiMARFRIFRIRIRM T — M R2r). FRMXEZHR
. SUERERSUT AR ZEROAUTHRIRIA S =S MR EIBFIIKSER (WRFE5E8) |
RIBE=1LHERBFNAFRESEBHMALARBRGZAFRRIEN, ELHOAUTHRZ 2RI,

o OAUthBZRRE
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o ZEfj]: OAuthZEHR

o EFEIMAE, login-oauth.html

<html>
<head>
<title>0Auth</title>
</head>
<body>
<div id="app">
<a href="/users/login-github'>Github&x</a>
</div>
</body>
</html>

E¥EO, routes/users.js

const config = {
client_id: "al41111525bac2fledf2",
client_secret: "8e37306cl451e60412754ace80edee4ca937564a"
};
const axios = require('axios"')
const querystring = require('querystring')

router.get("/login-github", async ctx => {
//EERFFAEEO , HECESE
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const path = "https://github.com/login/oauth/authorize?
client_id=${config.client_id} ;

/ /RN AR 25
ctx.redirect(path);
B)E
router.get("/oauth/github/callback", async ctx => {
const code = ctx.query.code;
const params = {
client_id: config.client_id,
client_secret: config.client_secret,
code: code
bE
Tet res = await axios.post(
"https://github.com/Togin/oauth/access_token",
params
DE

console.log(res.data);

const access_token = querystring.parse(res.data).access_token;
res = await axios.get(
"https://api.github.com/user?access_token=" + access_token

DE
console.log("userAccess:", res.data);
ctx.redirect("/hello.htm1");

B;
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