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# £

ssh-keygen -t rsa -pP "'

xubin@xubindeMBP:~$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/xubin/.ssh/id_rsa):

/Users/xubin/.ssh/id_rsa already exists.

overwrite (y/n)? yes

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /Users/xubin/.ssh/id_rsa.

Your public key has been saved in /Users/xubin/.ssh/id_rsa.pub.

The key fingerprint is:

SHA256:IeFPfrcQ3hhP64SRTAFzZGIHT2ROcop15H0tRT12XNOGk xubin@xubindeMBP

The key's randomart image is:

+---[RSA 2048]----+
.0*@=0
. .0EB=0
0@=+0 .
B=+0 @ .

. 0. = .

I
|
|
I
| =So0*
|
I
|
I

+----[SHA256]

¥* I
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# BENH
cat .ssh/id_rsa.pub

# BRIAENZEIRS 2
scp ~/.ssh/id_rsa.pub root@47.98.252.XXX:/root

# BLBEMANEEIIFR
cat id_dsa.pub >> ~/.ssh/authorized_keys
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o BT ANAIhost BIE

# FF&HEIhostsXfF /etc/hosts
# 7N
127.0.0.1 www.josephxia.com

o [IEREVEMNESLIIF (188 www.josephxia.com)
IEBAE IR
PKCS £#R=2 Public-Key Cryptography Standards , =H RSA TRESHERZRE2RAFREAN
BN AZENREMFITI—RIGRE, PKCS BRixtA# T 15 Mk, FRNE:

PKCS#7 Cryptographic Message Syntax Standard PKCS#10 Certification Request Standard
PKCS#12 Personal Information Exchange Syntax Standard X.5092 & WLEFAIEPIEN. B
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http://www.techug.com/post/https-ssl-tls.html
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BHIIEPBEBRTE APublic Key Infrastructure (PKI) HlIZERY ITU-T X509 EPrtnkE, PKCS#7 ®H
MESE: .P7B.P7C.SPC PKCS#12 HRIMESHE: P12 .PFXX.509 DER 4RAB(ASCINEIE4%
= .DER.CER.CRT X.509 PAM #zf3(Base64)ifa4&=: .PEM .CER.CRT .cer/.crt2RFFK
WH, ER2HFIFXNEFNRN, T3F5H, pemiRcrt/cerfIXFIREMASCIiIRER R, pfx/p12
RFERNTAER/FAEE, aEEESRPER, 28H AR p10ZIERIEK p7rECAMIERIE
KEIE, RATEAN

S Z1H B nginx/conf.d/cert

dockert&E#inginxIF R

# RERERER
version: '3.1'
services:
nginx:
restart: always
image: nginx
ports:
- 80:80
- 443:443
volumes:
- ./conf.d/:/etc/nginx/conf.d
- ./html1/:/var/www/html/

[R15#980iH AR S5

# conf.d/www.josephxia.com.conf

server {
Tisten 80;
server_name www.josephxia.com;

location / {
root /var/www/html;
index index.html index.htm;

3

# EMAER D

server {
Tisten 443;
server_name localhost;
ss1 on;
root html;
index index.html index.htm;
# NEA o+ iEB
ssl_certificate conf.d/cert/www.josephxia.com.pem;
# FhHA

ss1_certificate_key conf.d/cert/www.josephxia.com.key;
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ssl_session_timeout 5m;
ssl_ciphers ECDHE-RSA-AES128-GCM-
SHA256: ECDHE : ECDH:AES:HIGH: !NULL: !aNULL: !MD5: !ADH: |RC4;

ss1_protocols TLSvl TLSv1l.1l TLSv1.2;
ss1_prefer_server_ciphers on;
Tocation / {

root /var/www/html;

index index.html index.htm;

o i#fNhttp -> httpsiR k%

# conf.d/www.josephxia.com.conf
server {
Tisten 80;
server_name www.josephxia.com;
# location / {

# root /var/www/html;
# index index.html index.htm;
# 1

location / {
rewrite A(C.*) https://www.josephxia.com/$1 permanent;

SSLIEFHE

https://blog.csdn.net/TrustAsia/article/details/73770588

N4k DVSSL - i Z B Tl
BB OVSSL - AV E . DAIAIE
PR EIEVSSL - 155248 R R B L B R /AN 5 E

3. helmetHg){¥

H['helmit] k2%

https://www.npmijs.com/package/koa-helmet

Strict-Transport-Security: 32HERREERE (SSL/TLSZ ERIHTTPS) REZEIARSS 2.
X-Frame-Options: RN TR & HIRF,

X-XSS-Protection: FBAZIMARTEEAEZNXN T EEILHIAIE (XSS) AT IRINEE.
X-Content-Type-Options: Bh L35 22E FAMIME-sniffing SEHEE NN AIZERY, #ET{EFEPRRA
content-typeRHfiE.,

e Content-Security-Policy: BhlESZ2EIFEUEIA G AR EMBILFEANK T,
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4. Session&IE

33 FcookieWL2(FER, EEEUR A= mEMN, 32X FaiSiwebf B, FUHTTPXFENTIA
SNz £, ENFEEAcookie RERPRS

e Cookietr
o secure - XTEMEIRNEEE, (NEIBFRKSBEIHTTPSIERIAY, ZH{ZiEcookie,
o HttpOnly - IRBX T EMIEZEIE javascript BIAIREXEIX N cookie, X 7] AR EEERA
1EFBUAI AT
e Cookielg
o domain - X1 EMARIEBIERKURLFRSZS IHAVEZ . WRERZTCEMD), XEHEHFE
2, MPREEE path B,
o path-FRTE®R, cookier] HRJURLEEZR A MRIERE ., HiFRFRIZEBTEATS, cookier

AHEIEKREIE,
o expires - XPMEMAFIREIFA LM cookie, HIRBETEZIE, cookiefEigERIATEZEA
ZBIEA AR HA

5. MR L =

e X-XSS-Protection
Bp LE S B4 EEXSS

e Strict-Transport-Security
SEHIERAHTTPSIE(E

e CSP

https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-
Policy _by_cnvoid#%E6%A6%82%E8%BF%B0

https://juejin.im/post/5c6ad29ff265da2da00ea459

HTTP MMk Content-Security-Policy A iFif R EEEERENTERHAFAABINER. BRT D86
b, RFBERBMAMIEERSIR UREARR. XGEBREBMME AR S (Cross-Site Script)
(XSS).

<meta http-equiv="Content-Security-Policy" content="default-src 'self';
img-src https://*; child-src 'none';">

ZEBENEE

https://www.tuicool.com/articles/7Ff2EbZ
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