HTTPS

EMT I
A7

https://github.com/CoderM]Lee
https://space.bilibili.com/325538782
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https://github.com/CoderMJLee
https://space.bilibili.com/325538782

M:zaz22 HTTPS

B HTTPS (HyperText Transfer Protocol Secure) , ¥4 XA ERMT MY
O=EFRAHTTP over TLS, HTTP over SSL, HTTP Secure

OBMNEAET1994F R iR

S @ https://
<> C http://

m HTTPSRYEUA IR S2443 (HTTPZ80)

m IEEN 88 Eigi A\ http://www.baidu.com
O£ BaiEEM[E https://www.baidu.com



http://www.baidu.com/
https://www.baidu.com/

Mi:zs22 SSL/TLS

m HTTPSEEHTTPRIERAL E(ERASSL/TLSKINEIRS, XIB3IrAIFIB AR ERE SRR

HTTP vs HTTPS

7= N \_

Q " [ ] Q h

. — - 0
[ ]

m SSL/TLSRILARERMEMY £, Ebal
OFTP — FTPS
OSMTP — SMTPS



Mi:zs22 SSL/TLS

B TLS (Transport Layer Security) , i£h: EiaBEZL LMY
ORE52SSL (Secure Sockets Layer) , 1¥4: LLEEE

B [HSRRAER

OSSL 1.0: EFEAEFENZERE, WNKATHE
OSSL 2.0: 19955, BF20115#A (RFC 6176)
OSSL 3.0: 19965, BEF20155FFA (RFC 7568)
OTLS 1.0: 19994 (RFC 2246)

OTLS 1.1: 20065 (RFC 4346)

OTLS 1.2: 20085 (RFC 5246)

OTLS 1.3: 20185 (RFC 8446)

v 885 : TLSHYRFCIMIREERZLI4645E



https://tools.ietf.org/html/rfc6176
https://tools.ietf.org/html/rfc7568
https://tools.ietf.org/html/rfc2246
https://tools.ietf.org/html/rfc4346
https://tools.ietf.org/html/rfc5246
https://tools.ietf.org/html/rfc8446

Muaszz SSL/TLS — THEEH—E

Layer

(Handshake
Layer

Record
\. Layer

Transport
Layer




M:az22 OpenSSL

B OpenSSLESSL/TLSHMYBIFFESCIN, $8F19984, iEWindows, Mac, Linux&sE4S
OLinux, Mac—fi&EmwOpenSSL
OWindows ’F&EZ&2£0penSSL: https://slproweb.com/products/Win320penSSL.html

m ERRS
O4 R FASH: openssl genrsa -out mj.key
O4rk 2338 openss| rsa -in mj.key -pubout -out mj.pem

m TLUEROpensSLg—EMFETHCA, BSAETMATES, W "BEEES


https://www.openssl.org/
https://slproweb.com/products/Win32OpenSSL.html

Muzzzs HTTPSHIREZE

mFBRYZEF
B NEELTE
W [ 7 IhEERE

B BEOMER . BASUBEERIERAERHTTPS, EAbRSERHTTP

O http://www.icbc.com.cn/

O https://mybank.icbc.com.cn/


http://www.icbc.com.cn/
https://mybank.icbc.com.cn/

Mizzzs HTTPSESE(E TS

B SHRTLAD 93K ER
@ TCPRYIIKIEZFE

@ TLSH9IEE: SYN+ACK
® HTTPEKFINARL ‘

SYN

ACK




Mizzzs TLS 1. 2098

B AEER10KLE

-
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B & 5 alg T RIEERY—EACKHA
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Mezzzz TLS 1.200%EE - @
@ Client Hello

OTLSEIMRAS

O 7#A9=54R14 (Cipher Suite) 73

v I B IErERRINERE AN ERRKES

O— 1 BEH1Z% (Client Random)

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 184
Version: TLS 1.2 (@x@3@3)
> Random: 5feaf4e531379dd15436ba251fe9@chdacoth9cfeaf32bb3e118673355757 8¢
Session ID Length: @
Cipher Suites Length: 42
v Cipher Suites (21 suites)
Cipher Suite: TLS ECDHE ECDSA WITH AES 256 GCM SHA384 (@xc@2c)
Cipher Suite: TLS ECDHE ECDSA WITH AES 128 GCM SHA256 (@xc@2b)
Cipher Suite: TLS ECDHE RSA WITH AES 256 GCM SHA384 (@xc@30)
Cipher Suite: TLS ECDHE RSA WITH AES 128 GCM SHA256 (@xc@2f)
Cipher Suite: TLS DHE RSA WITH AES 256 GCM SHA384 (0x009f)
Cipher Suite: TLS DHE RSA WITH AES 128 GCM SHA256 (0x009e)




Mizzzz TLS 1.209%EE - @
@ Server Hello

OTLSAUNRAS

O ARG

v ZENERIERIE FininZ B 5= PPk RAY
O— 1 BEH1Z% (Server Random)

v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 59
Version: TLS 1.2 (@xe303)
> Random: 5feaf4efadl@ad®3lac93efea7ab4a3ebe2681a5e78e4930706abod491790d7aal
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA WITH AES 128 GCM SHA256 (@xc@2f)




Mizzez TLS 1.209&8E - G
® Certificate
ORGP (I CASRITRY)

v Handshake Protocol: Certificate

Handshake Type: Certificate (11)

Length: 4711

Certificates Length: 47e8

v Certificates (4708 bytes)

Certificate Length: 2399

» Certificate: 3082095b30820843200302010202100834b97cec2a5babdfb2dcs82al160t3a300doen92a..
Certificate Length: 1176

» Certificate: 308204943082037caP03020102021001Tda3ebbeca75c888438b724bctbcol13v0do6n92a..
Certificate Length: 1124

> Certificate: 3082046030820348a00302010202108T5bc3a176cb789e2020c7893c8167b4300d06092a...




Miazzz TLS 1.200%EE — @
@ Server Key Exchange

O BUASCIRECDHEER ZRIER— 12544 (Server Params)

v ECDHER—ME R E &

v N TBLLEfHIE, Server Paramsf2id 7RSS REFATAE R

v Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 329
v EC Diffie-Hellman Server Params

Curve Type: named_curve (@x03)
Mamed Curve: secp256rl (0xe017)
Pubkey Length: 65
Pubkey: @4bbdddeegc2d4abebdbbeoddf17t40769574a2626a20387aa52db164dcbe8397fas59fcal..

> Signature Algorithm: rsa_pkcsl sha256 (@xe4el)
Signature Length: 256
Signature: 2c56595808b5aa5t@55c4e7c146ed78318et90d9d5944c6196cTablfbesdb3o3de2blcc3vaz..




Miazzn TLS 1.209%EE — G
® Server Hello Done
O&5 I in: et SR

v Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: @

B HEALE, ERmMRSSRZIEETIE]HEET

OClient Random_ Server Random_ Server Params

B MHE, ERRBELZER TIRSSHFIIDIFILED, R, ERRSEIPEBRIESSERE



Mizzer TLS 1.209E8E — @

® Client Key Exchange
ORBLUSCIECDHEE AR9BS— 1224 (Client Params)

~ Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 66
v EC Diffie-Hellman Client Params
Pubkey Length: 65
Pubkey: ©45009ee8tbf9oc321412e43f71btede7faded8fa79171t4a09d871c0acda1d86T7d8044118...

B BRiAlE, ERPinfIRS2EEMAE T ECDHEREEEERI2 1224 Server Params, Client Params

B =i, RSSEEEPEILA

O {EFECDHEEEfRIEServer Params, Client ParamsitEH— PN EHIRENZ55H58 . Pre-master secret
O/Re45& Client Random, Server Random, Pre-master secret4pi— N F %540

O&RFAEZRITELHEMER: ERRASANSIEEHR. kRESSHAEANSIEERE



I A\d
Mizzes TLS 1.289i%EE — @
@ Change Cipher Spec
OSRRS = ZRRNBEESXBITEHRINISIEZHEHTINE

v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (@x@303)
Length: 1
Change Cipher Spec Message




Mizzzs TLS 1.289iEE - @
® Finished

OESERESEPRAVBMIRE (BE) | IIEZEREERSE
OXREFNEEENL], ELRS 2S8R EMEE XU FAFIERHE

v TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 4@
Handshake Protocol: Encrypted Handshake Message




A :
Muzzrs TLS 1.200EE - .
@ Change Cipher Spec
Finished
OZtA1E, ERimIRSESEIGIEINEMHE 2@, BFIENG
O feEF R INZRIHT T PSR F00E A

v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28)
Version: TLS 1.2 (@x@303)
Length: 1
Change Cipher Spec Message

~ TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 4@
Handshake Protocol: Encrypted Handshake Message




Mizzzz WiresharkfREEHTTPS

B g EINRTESSLKEYLOGFILE (NiEeasiskeyEESHRNXANIY)
TE=E(N): SSLKEYLOGFILE
TFEEW): F\log\ssl.log
B RERNE, SFEE—TNMEERS
B £ WiresharkdhifeiHX NS
O %4wiE — Bkl — Protocols — TLS
Tibia
TIME Fre—-Shared Eey
TIPC (Prej)—MNaster—Secret log filename
TiVoConne I F:'loghssl, log i !_ 71 -
TLS .
TNS




I\EEEY Wiresharkf#ZZHTTPS
B NRIANETEAER, JU EERENSSAEEE (TEEFEA T Rolan#7E50)

AR

Google Chrome ,

EOAEER EMER

S0 Pl

C:\Users\MMNAppData\Local\Google\Chrome
\Application\chrome.exe

--ssl-key-log-file=F\log\ssl.log

L EERNRER




Mizzz: BRBEIBRSZSEHTTPS — 4RGEH

W IfE: Tomcat9.0.34, JDK1.8.0 251

B 555, FHIDKETHkeytoolERUER (— M EMARTUERAIMUL:  https://freessl.org/)
-genkeypair -alias mj -keyalg RSA -keystore F:/mj.jks

rtool —gen 'f_-".' r S 1'1;]' _1-'.Ef_-"E.1;.'§_'f RSA _1"

CN= lnl nown, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknownirt % IC#f?

[

EERLL TR SR 2, 048 fIRSAZE 4

C _\ Unknown, OU=Unknown, {_l l_ nl nown, L=U nl NOwn,



https://freessl.org/

Mizzz: BRBIBZSEBHTTPS — ftETomcat

B SIEP* jksSERMZEITOMCAT HOME/confBR T

{E(F) > Dev > Java *|apache-tomcat-9.0.34 > conf|>
ER : s
Catalina gk
L] catalina.policy POLICY 3245
Bl catalina.properties PROPERTIES 3744
. context.xml XML 3%
B jaspic-providers.xml XKML =24
=4 jaspic-providers.xsd XML Schema File
Bl 10gging.properties PROPERTIES 3744
L] mj.jks JKS 3z
server.xml XML 32
Bl tomcat-users.xml XML 3745
=5 tomcat-users.xsd XML Schema File
. web.xml XML 3%




Mizzz: BRBIBZSEBHTTPS — fitETomcat
m (Z{TOMCAT HOME/conf/serverxmlgaggConnector

<Connector port
protocol
SSLEnabled >
<SSLHostConfig>
<Certificate certificateKeystoreFile
type
certificateKeystorePassword

</SSLHostConfig>
</Connector>






