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errorHandler = (error, ctx)

let statusCode, message;

console. log(error.

ch (error. ) 1

case errorTypes.NAME_OR_PASSWORD_IS_REQUIRED:
statusCode 400;
message = 'FFPRYEBBIENT~'

B AppialTiEi=E=i4

app.on('error', errorHandler);
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console. log(document.

B XN cookiemERTERIABTHMIERIE ;

document. "name=coderwhy";

document. "age=18";

W ixEcookie , FERTIKEITHARTIA] ( BUARMLERDT )

document. "name=coderwhy ;max-age=10";




Gre D, IRSEEgEcookie

B KoadPERNA Sz iFE#EE/Ecookie
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testRouter.get('/test', (ctx,
ctx.cookies.set("name", "coderwhy",
1000 x 1000

1)
ctx.body = "cookiel®BE/MIN~";

testRouter.get('/demo', (ctx, ) =>4
const value = ctx.cookies.get('name');
ctx.body = "3RElcookiefkIf~" + value;
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m /Tkoadh , BFAIRTLAEBSTF koa-session SEsCHsessionIAILE :

const KoaSession = require('koa-session');

testRouter.get('/test', (ctx,

const session = KoaSession({
key: 'sessionid',
5 % 1000,
true,
true,

true

]

I app) ;

testRouter.get('/demo', (ctx,
app.keys = ['hahaha']; const user = ctx.:

. console. log(user);
app.use(session);
= user;
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m JWT4RAITokenBI=2B5348FY :

B header J WT

O alg : RANIMZEX , AR HMAC SHA256 ( HS256 ) , RER—/\Z4A1HT JSON WEB TOKEN
INZEFORRE

O typ:JWT, EEE, BEESHJWTEIA ;
O <$i@idbase64Url &L TR ;

m payload HEADER ! "alg": "HS256",
i i , - . ALGORITHM g | R RS

O &EHa98E , tbanENIT LB AFNidFInamef & payload ; & TOKEN TYPE

O BOAtE&#ETiat (issued at) |, SRRV RATE ; %

O BeAIBRTLARKEISHARTIE : exp ( expiration time ) ; PAYLOAD Crgubrs "1234567890",

O £iBigbase64UrEAHT4RID - | admin’ -
B signature +

O iRE—secretkey , BITERIMNMIEREHEHITHMACSHA25689EZ ;

SIGNATURE N heset {0z iBncode(hender) + *." 4
O HMACSHA256(base64Url(header)+.+base64Url(payload), secretKey); o il SO

O {ERMRsecretkeyREE—HIEERIENER | RAZEMILMEIMAtoken |
e LAfE=token ;
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B3R, EESCH AT, AT BEFERE— 1 EXRSA : jsonwebtoken ;

testRouter.get('/test', (ctx,
const user = { 1id: 110, e: 'why'}

const token = jwt.sign(user, "aaa",

ctx.body = token;

testRouter.get('/demo', (ctx,

try {
const authorization = ctx.headers.authorization;
const token = authorization.replace('Bearer ', '');
const result = jwt.verify(token, 'aaa');
ctx.body = result;

catch (error) {

console.log(error);

ctx.boi = error.m
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O tWNESHARREF , 8 FRERFEHFSZIRNEEA ;

O AZZXNEREXNFRAEALULHBI BT LAGIESHE ;

O EERNT—EXFERSFKR  SliIREEEWIEShHIEENMEILLT ;
B XAMHEFATTRT LAGERBAEXIFRINE , RS256 :

O A8 ( private key ) : BT &AM ;

O 58 (public key ) : FBFIRIESHE ;
B BT LAERopenssISEAER—RIFASEFINGA

O MacE#ZEERterminal&imRIa] ;

O WindowsEARIcmdRimE A sEER(ER , BINEE(ERgit bashim ;

openssl

> genrsa -out private.key 1024
> rsa -in private.key -pubout -out public.key
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(ctx,
const user = { 1id: 110,

console. log(process.cwd());

const privateKey = fs.readFileSync('src/sharekeys/private.key');

const token = jwt.sign(user, privateKey, { expiresIn: 10,

= token;

testRouter.get('/demo’',
try {

const authorization

ctx.

'RS256' });

)

const token = authorization.replace('Bearer ', '');

const publicKey = fs.readFileSync(path.join(__dirname,
const result = jwt.verify(token, publicKey, { algorithms:

ctx.body = result;
catch (error) {

console.log(error);

'./sharekeys/public.key'));
['RS256'] });

ctx.body = "tokenIHAT ,IEERER"
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async login(ctx,

const { id, name }

const token = jwt.sign({ id, name }, PRIVATE_KEY, {
'RS256"', | sin: 60*%x60%x24
s

ctx.body = { id, name, token };

const verifyAuth = async (ctx, next)

console. log('IiFE M middleware~") ;

|

const authorization = ctx.hs rs.at )| -

const token = authorization.replace('Bearer ', '');

const result = jwt.verify(token, PUBLIC_KEY);
ctx.u: = result;

await next();
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