
cookie

: A   : ( )

Cookie HTTP Headers

Cookie 4kb

cookie

HTTP Cookie

int func(int x)

ARM

0000016A                 PUSH    {LR}

0000016C                 MOVS    R3, #1

0000016E                 ADDS    R1, R3, #0

00000170 loc_170

00000170                 CMP     R0, #0

00000172                 BLE     loc_184

00000174                 MOVS    R2, R0

00000176                 MULS    R2, R3

00000178                 ADDS    R3, R2, #1

0000017A                 TST     R0, R1

0000017C                 BEQ     loc_180

0000017E                 ADDS    R3, R2, #0

00000180 loc_180

00000180                 SUBS    R0, #1

00000182                 B       loc_170

00000184 loc_184

00000184                 MOVS    R0, R3

00000186                 POP     {PC}

func(3)

: C   : ( )
5

6

7

8

9

10

App fork

: C : ( )

init

loc_180loc_180

R3, R2, #0R3, R2, #0

                SUBS                    SUBS    

BB

00000184 loc_18400000184 loc_184

00000184 00000184 

00000186 00000186 

R0, R3R0, R3

PP {PC}{PC}

func(3)func(3)

)



system_server

zygote

kthreadd

mmap

: C   : ( )

mmap

mmap

: B   : ( )

tcpdump

wvs

wireshark

sniffit

: C   : ( )

RC4

RSA

MD5

DES

Android 

: D : ( )

Android

Android

Android

Android

Android private int func()

smali

.method private func()I

00000000 const-string            v2, "Didichuxing"

00000004 const/4                 v0, 0

00000006 const/4                 v1, 0

00000008 invoke-virtual          String->length()I, v2

Android Android 

: D (

Android

Android



0000000E move-result v3

00000010 if-ge                   v1, v3, :2E

00000014 const/16                v3, 0x0069

00000018 invoke-virtual          String->charAt(I)C, v2, v1

0000001E move-result             v4

00000020 if-ne                   v3, v4, :28

00000024 add-int/lit8            v0, v0, 0x01

00000028 add-int/lit8            v1, v1, 0x01

0000002C goto                    :8

0000002E return                  v0

.end method

smali

: C   : ( )
1

2

3

4

5

Caesar) 26

"Didi Family" "Nsns PkwsvI" k

: A   : ( )

10

11

13

15

HTTPS 

: D   : ( )

CN

, IP , ,

? 

: B   : ( )

ARP

"Didi Family""Didi Family"

(

2626

"Nsns PkwsvI""Nsns PkwsvI"

)



DNS

 RSA , ? 

: D   : ( )

RSA

RSA  AES 

RSA

TLS/SSL RSA 128 256

A B B

: D   : ( )

: B   : ( )

SELINUX

nProtect

DEP

ASLR

: C : ( )

DES

RC5

ECDH

AES

aaa rw-r--r--,

: A D   : ( )

chmod a+x g+w aaa

chmod 764 aaa

chmod o+x g+w aaa

chmod 775 aaa

: C (



aaa

1001:1

1002:2

1003:1

1004:2

aaa

1001

1003

: C D : ( )
grep "1$" aaa | awk -d: '{print $1}'

grep "1$" aaa | cut -d: -f0 

sed '/:2/d' aaa | sed 's/:1//g'

awk -F: '{if ($2==1){print $1}}' aaa

SSL

: A B C   : ( )

SSL

.SSL ,

SSL SSL SSL

SSL

: A C D   : ( )

C/C++

GS

: C   : ( )

RSA 512

AES ECB 128

AES CBC 128

DES

Linux

: C D   : ( )

: A C D 

SSL

)

GS



"-rwxrw-r-x" 754

"drw-rw-rw-" 'd'

723

744

: B D   : ( )

stack

data section

register set

file fd

: A C D : ( )

<?php

...

$sql = "select * from admin where id=".$_GET['id'];

$result = mysql_query($sql);

...

<?php

$username = $_GET['name'];

echo  htmlspecialchars($username);

...

<?php

...

$file = $_GET['file'];

echo file_get_contents($file);

...

<?php

$string = $_GET['text'];

$pattern = '/(\w+) (\d+), (\d+)/ie'; 

$replacement = '${1}1,$3';

echo preg_replace($pattern, $replacement, $string);

?>

: A B   : ( )

md5

sha1

des

rsa

$sql = "select * from admin where id=".$_GET['id'];

echo  htmlspecialchars($username);

= $_GET['file'];

echo file_get_contents($file);echo file_get_contents($file);

$string = $_GET['text'];

\ d+), (\d+)/ie'; 

$replacement = '${1}1,$3';

echo preg_replace($pattern, $replacement, $string);



https

: A B C D   : ( )

? 

: A B C : ( )

wcscpy

vsprintf

scanf

strcat_s

iOS Hook : 

: D   : ( )

Xposed

Intent Fuzz

Drozer

Substrate

: A B C   : ( )

XSS

CSRF

app

: C D   : ( )

baksmali

ddms

IDA

gdb

Android HTTPS

: A B C   : ( )

SSL

SSL

appapp

)



WIFI


