
IT

1985 (Trusted 

Computer System Evaluation Criteria TCSEC) TCSEC C2
B3

GB 17859



IP
IP

Windows Linux



Windows

Linux boot.log acct/pacct

lastlog su sulog utmp wtmp
maillog messages

IP IP

IT

IT

(Port Mirroring) (Network 
Tap) Hub

A B

(TAP)



Libpcap Library for Packet Capture Libpcap

(1) Linux eth0
(2) Libpcap
(3) Libpcap Libpcap

Libpcap Winpcap Windows Windump Winpcap

Tcpdump Libpcap
Linux

Wireshark

1
grep grep   [ options ]    [ regexp ]    [ filename ]
regexp
2
3

4. 

5

KPI



1

2

3

4
5 Hash

Syslog Snmptrap NetFlow Telnet SSH WMI FTP SFTP SCP JDBC

U



1

2

3 Agent (Agent) Agent

Agent

1
2

(1) SMTP POP3

(2) (HTTP ) Web

(3) NetBios

(4) FTP FTP FTP

(5) Telnet FTP Telnet

(6) DNS DNS DNS



IT

Telnet FTP

SSH tftp HTTP

(1) SSH Telnet
IP IP

(2) RDP VNC HTTP/HTTPS
IP IP

(3) Oracle MS SQL Server IBM DB2 PostgreSQL
IP IP

(4) FTP SFTP
IP IP

(5)



IT

DDoS

IP IP




