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<metric name>{<label name>=<label value>, ...}

~l: api_http_requests_total{method="POST", handler="/messages"}
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S S FRONTENL (Job)

scrape_configs:
- job_name: 'prometheus’
static_configs:
- targets: ['localhost:9090']
- job_name: 'node’
static_configs:

- targets: ['192.168.1.10:9090']
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Prometheus 2=

—HH|E3E . https://prometheus.io/docs/prometheus/latest/getting started/

Docker#iZ : https://prometheus.io/docs/prometheus/latest/installation/

7 7] Web: http://localhost:9090

it & Prometheus 535 & & .

scrape_configs:

- job_name: 'prometheus’
scrape_interval: 5s
static_configs:

- targets: ['localhost:9090']



https://prometheus.io/docs/prometheus/latest/getting_started/
https://prometheus.io/docs/prometheus/latest/installation/
http://localhost:9090/

5 4 & BEBENHSZUUIGEE

. ZREEXH
scrape configs
relabel configs

. BFXHEHRIRS IR

P won oo



ZREBEXMH

global:
| scrape_interval: <duration: | default = 1m ]
| scrape_timeout: <duration: | default = 10s ]
. evaluation_interval: <duration: | default = 1m ]
external labels:
[ <labelname:>: <labelvalue:> ... ]

rule files:
[ - <filepath _glob> ... ]

scrape_configs:
[ - <scrape_config> ... ]

alerting:
alert _relabel configs:
[ - <relabel config> ... ]
alertmanagers:
[ - <alertmanager config> ... ]

remote write:

[ - <remote_write> ... ]
remote read:

[ - <remote _read:> ... ]

https://prometheus.io/docs/prometheus/latest/configuration/configuration/
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scrape configs

job_name: <job_name:

[ scrape_interval: <duration: | default = <global config.scrape_interval: ]
[ scrape_timeout: <duration: | default = <global config.scrape_ timeout: ]
[ metrics path: <path> | default = /metrics ]
[ honor_labels: <boolean: | default = false ]
[ scheme: <scheme> | default = http ]
params:
[ <string>: [<string>, ...] ]

basic_auth:
[ username: <string> ]
[ password: <secret: ]
[ password file: <string> ]
[ bearer_token: <secret: ]
[ bearer_token_file: /path/to/bearer/token/file ]
tls _config:
[ <tls_config> ]
[ proxy_url: <string> ]

consul_sd_contigs:

[ - <consul_sd config> ... ]
dns_sd configs:

[ - <dns_sd _config> ... ]
file sd configs:

[ - <file_sd config> ... ]
kubernetes sd configs:

[ - <kubernetes sd _config> ... ]

static_configs:

[ - <static _config> ... ]
relabel configs:

[ - <relabel config> ... ]
metric_relabel configs:

[ - <relabel config> ... ]

[ sample limit: <int> | default = @ ]
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relabel_configs : VAL KSR Z B RAEAT H bp e HAR 22 AT 15 24

RS = N ?
o HTHAIEE
o MHERIRES
e JUYE */J\‘




relabel configs

relabel configs:
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source_labels:

‘[" <labelname> [, ...

Z N IRAT R BT IEIE AT 57 PR T

separator: <string> | default = ; ]

Imh
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%arget_label: <labelname: ]
IEN FR iR A LB R ir & 6918

regex: <regex>

| default = (.*) ]

modulus: <uintéd:> ]

R v =Y

LECEHY 7 2H, 4r2H 5| F

$1,%$2,%3,...

replacement: <string> | default = $i ]
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action: <relabel action: | default = replace ]
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relabel configs

action: E|EFIFETE

replace: B\, 1BidregexPLtidsource labelfy{E, {FEreplacement3s|BFRIAT ILERYSH
keep: ffiBRregexSiEZEALLELRIB TR source labels
« drop: flfRregex5iE=ILERIB TR source labels

- labeldrop: fifRregexPLECRVFRES

abelkeep: ffifRregexAILECAIIRES

nashmod: ig&&target labelAmodulusiEiEfIng#{Esource labels

abelmap: [LEcregexfiBiragfR. AEEHILEREREHITSE, replacement485(H (${1},%{2}....) &R
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e azure_sd configs
 consul _sd_configs
 dns_sd_configs

e ec2_sd _configs

e openstack sd configs
* file_sd configs

 gce sd configs

e kubernetes sd configs
* marathon_sd configs
* nerve_sd_configs

* serverset _sd configs
e triton_sd configs
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node_exporter: HT*NIXRZA N, [HHGoIEE %5 KIS

19 CAY:  https://prometheus.io/docs/guides/node-exporter/
GitHub: https://github.com/prometheus/node_exporter
exporterdl|%: https://prometheus.io/docs/instrumenting/exporters/
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CPUf{sR=::

100 - (avg(irate(node cpu seconds total{mode="idle"}[5m])) by (instance) * 100)
REF(REE

100 - (node memory MemFree bytes+node memory Cached bytes+node memory Buffers bytes) / node memory MemTotal bytes * 100

AR ER=R

100 - (node filesystem free bytes{mountpoint="/"fstype=~"ext4|xfs"} / node filesystem size bytes{mountpoint="/" fstype=~"ext4|xfs"} * 100)



node exporter --collector.systemd --collector.systemd.unit-whitelist=(docker|sshd|nginx).service
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cAdvisor (Container Advisor) F T Uk£

https://github.com/google/cadvisor

https://grafana.com/dashboards/193
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af=Alertmanager

Huhk1: https://prometheus.io/download/
-2: https://github.com/prometheus/alertmanager/releases

1. #53& Alertmanager

2. it B Prometheus 5 Alertmanagerifl
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groups:
— name: example
rules:

# Alert for any instance that is unreachable for >5 minutes.
— alert: InstanceDown

expr: up == 0
for: om
labels:
severity: page
annotations:
summary: ~Instance {{ $labels. instance }} down”

description: “{{ $labels. instance }} of job {{ $labels. job }} has been down for more than 5 minutes.”

https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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route:
receiver: ~default-receiver’
group walt: 30s
group interval: bm
repeat interval: 4h
group by: [cluster, alertname]
routes:
— receiver: database—pager’
group walt: 10s
match re:
service: mysql |cassandra
— receiver: frontend—-pager’
group by: |[product, environment ]
match:
team: frontend
recelvers:
— name: ‘database—pager’
email configs:
- to: zhenliang369@163. com’
— name: ‘frontend-pager’
email configs:
- to: ' zhenliang369@163. com’




o AEFR

UI[" www.ctnrs.com

SZIE (24, &, )

s pe— e
Alert Generators Dispatcher Notification Pipeline
(Frometheus) o -
¢ Suhscribe ggregate
Gossip
— Gruup@ ' Settle
—>» Group() v
APl : ' | Inhibitor
_}. +
stare Silence »  Silencer
Frosder : +
: Fouter
Silences i ¢ ¢
\ E ‘ Vit ‘ Wait ‘
Cluster Already v v
senty
-t — I otify —»  Dedup Dedup
M otification Provider .
Logs \ v
Fetry Fetry
Receiver Receiver
Wehhook E-Mail
] SetMotifies  SetMNotifies

High Availability mode




SIS (DA, WE, B

248 (group) : FRUUMERRIEHRD /IR MEA]

0Bl (Inhibition) : ZEiRAMfE, FIEESAKXHINENRS | RRIETER

Ak (Silences) : E—MiaRAYTERT B EIREEATH ]




Prometheus—RZEEZE A4 RY?

LA EE

2 Eh
=]

Alertmanager

________

S Bl

[ www.ctnrs.com




RS =N

ZN Ik

groups:
— name: example
rules:

# Alert for any instance that is unreachable for >5 minutes.
— alert: InstanceDown

expr: up ==
for: om
labels:
severity: page
annotations:
summary: ~Instance {{ $labels. instance }} down”

description: “{{ $labels. instance }} of job {{ $labels. job }} has been down for more than 5 minutes.”
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/#tkubernetes sd_config
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https://github.com/kubernetes/kubernetes/tree/master/cluster/addons/prometheus
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node_exporter: HT*NIXRZA N, [HHGoIEE %5 KIS

19 CAY:  https://prometheus.io/docs/guides/node-exporter/
GitHub: https://github.com/prometheus/node_exporter
exporterdl|%: https://prometheus.io/docs/instrumenting/exporters/
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kube-state-metrics K2 | k8sH & Fh B YR X R HIIRASAE B -
kube_daemonset *

kube deployment *

kube job *
kube_namespace *

kube node *
kube_persistentvolumeclaim_*
kube pod_ container_ *

kube _pod *

kube_ replicaset *

kube service *

kube_ statefulset *

https://github.com/kubernetes/kube-state-metrics
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