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This option provides a way for hosts to send security,

compartmentation, handling restrictions, and TCC (closed user

group) parameters.

3.1. Internet Header Format

A summary of the contents of the internet header follows:

0 1 2 3
0123456789 0123456789012345678901
totatatatatatatatatatatatatatatatatatatatatatatatatatatatatatatat
|Version IHL |Type of Service| Total Length |
tetetatatatetatatatatatatatatatatatatatatatatatatatatatatatatatat

[ Identification |Flags| Fragment Offset
e S S s s S S S 0 ¥
Protocol [ Header Checksum

00000000
11110001
01111000
10111100
01011110
10101111
11010111
01101011
00110101
10011010
01001101
00100100
00010011
10001001
11000100
11100010

| Time to Live |
tetetatateteteteatateatateteteteatatatatatetatatatatatatatatatatatas
[ Source Address |
totetatatatatatatatatatatatatatatatatatatatatatatatatatatatatatat

[ Destination Address
s S S ST SRS S ST S S SR SIS S S S S SRS S S S

[ Options Padding
o o o o A A o - -

Example Internet Datagram Header

Figure 4.

RFC791

Security (S field):

00000000
00110101
10011010
01001101
00100110
00010011
10001000
11000101
11100010
11110001
01111000
10111101
01011110
10101111
11010110
01101011

16 bits

use).

Unclassified
Confidential

EFTO
MMMM
PROG

Restricted

Secret

Top Secret

(Reserved
(Reserved
(Reserved
(Reserved
(Reserved
(Reserved
(Reserved
(Reserved

future
future
future
future
future
future
future
future

The format for this option is as follows:

o o Voo [ [t [ [t [ [ oo [ [ b
|10000010|00001011|SSS SSS|CCC CCC|HHH HHH|
o o bmme [ [mmmt e [ [t [ [ oo o [ [ b
Type=130 Length=11

TcC |

Specifies one of 16 levels of security (eight of which are
reserved for future
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case IPOPT_CIPSO:
if ((!skb && !ns_capable(net->user_ns, CAP_NET_RAW)) || opt->cipso) {
pp_ptr = optptr;
goto error;

}

opt->cipso = optptr - iph;

if (cipso_v4_validate(skb, &optptr)) {
pp_ptr = optptr;
goto error;

}

break;
case IPOPT_SEC:
case IPOPT_SID:
default:
if (!skb && !ns_capable(net->user_ns, CAP_NET_RAW)) {
pp_ptr = optptr;
goto error;

}

break;



i Kubernetes

o Simple Docker Network




DA

Replicg¥ed Replicated

A LA NG

Lo

g

=

i il Yo B gl Rl £ Faciath hplats L e ‘ 4 T A T e
RS Rl d T e / AR R R L X NP R SN SRS & Sy A -

wy




o IfIRE
‘%ET%AF_
- BuildPkg

- TR H®
> /\—:F'T-ﬁ%

e IFH A&7







