KubernetestE 1t PRIz E1Z FF
NEIEL R

— WEZ= £%&

CNUTCon2016 Geekbang>. [nfoQ
Cnut

ERBFHARARKE RS 2



A\ s

om

tenxcloud.c

Agenda

« Why Enterprise need Private PaaS?

« What Enterprise Cares about

e Network

Storage
Cl/CD

Application Package and Deployment

Configuration Management

o Secret Data

 How to Manage Your PaaS
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Why Enterprise Need Private PaaS? D WiEs

Hybrid Cloud Cloud Enablement of Existing

and New Applications
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Requirements for Private PaaS?

Ease of deployment and management

5*’5'%

Integration with Legacy Systems

Extensibility

W ET

Data layer separation

Kubernetes Cluster

[Node

Node

Node |
-
[cHcll

f
Shared Volume & ¥ Unshared Volume

* nfs + emptyDir

* hostPath * hostPath

« glusterfs « gcePersistentDisk

« flocker + awsElasticBlockStore
« cephfs * iscsi

« secret * rbd

« vsphereVirtualDisk + azureFileVolume

Portability through Standards

Windows ‘_ Y ,‘
Azure Cloud *~~ S 801

i OpenStack

Windows
Azure Pack

On-premises
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What Enterprise Cares about?

e Network

« Storage

« CI/CD

« Application Package and Deployment
« Configuration Management

o Secret Data

 Monitor and Alert

Connect Container Community ONUT
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Network - Docker Bridge

-

Docker Container
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Host

Docker Container

EE2t £ 0200

dockerQ 172.17.42.1/16

iptable NAT rule

o\ ouiE

.com

Host

Docker Container Docker Container

172.17.0.1/16 172.17.0.1216

docker0 172.17.42.1/16

iptable NAT rule
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Network - Calico
Host1 PVLAN Host2
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Private Network 192.168.24.1/24 Calico Settings in Etcd l Private Network 192.168.25.1/24
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Calico/Etcd/Global policy
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Isolated Group
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Storage - Extensible Volume Support

« Easy to add customized
plugin to use other
storage backend following
volume interface

b
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NS

Kubernetes Cluster

~

Node

icicl

Node

28

Node

JUIRT
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Various volume plugins

Shared Volume ifg

i'ﬁ Unshared Volume

-

N

nfs
hostPath
glusterfs
flocker
cephfs
secret
vsphereVirtualDisk

emptyDir
hostPath

gcePersistentDisk
awsElasticBlockStore

iscsi
rbd

azureFileVolume

/
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Storage - Add your volume plugin

1. Register in kubelet entry

kubelet/app/plugins.go
allPlugins = append(allPlugins, customizedPlugin.ProbeVolumePlugins()...)

2. Implement it in the package below:
pkg/volume/<your_plugin>, interface can refer to volume.go

e ProbeVolumePlugins

v B nfs ° In.lt
[5) doc.go
O nfs.go « CanSupport
[@ nfs_test.go o SetUp
[B OWNERS e TearDown

3. Update API Spec

Connect Container Community Ok gfgﬁUﬁngnﬁglg



o5 —
CI/CD - Typical A\ Y

Development Env. Testing Env. Production Env.

O

c . Auto/Manual Create/Upgrade
ode analysis,
UT coverage Dev/Test Env .
Rolling upgrade
. Compile Build docker Deployment
Gitlab Project Images Service

®

Deployment
Service

Manual
Approve @

.

[ SonarQube ] Share files

»

Sync Release Ready Images

Dev. Docker Registry Pro. Docker Registry

. Manage-
Operatlon [Monitor Platformj

Connect Container Community
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Cl/CD - Example

Home @
ONECMDB-APPLET-TOOLKIT PROJECTS

REOEAEE TR ® Eha Mk K& BUGS WA i Bfia
2.7% 100.0% .
® ([ onecmdb-applet-toolkit 21.0 502 3 0 42 10:00
2:‘5‘2* gg;ﬁ* (5)‘(»5{ :)MA ':hj( ® () onecmdb-core 21.0 34,189 110 191 4,826 10:00
. ® () onecmdb-desktop 210 34,510 100 172 4,425 10:02
?::“S‘] @ (5 onecmadb-gwt-toolkit 0.0.1 9,761 2 46 1,283 10:03
@ (O onecmdb-itil Maven Webapp 1.4.0 1,809 6 1 216 10:03
@ (5 onecmdb-modeller Maven Webapp 1.4.0 1,788 0 6 220 10:03 _ a
ONECMiB U ] ® (5 onecmdb-nagios-utils 1.0 1,048 5 7 209 10:01 te nXCI O u d/to m Cat base ) 8 : 0
REEER TR @ (O onecmdb-rest-graph 21.0 5,588 53 2 851 10:01 *
1.7% 33.3% S ST S R ADD *.war /tomcat/webapps/
THRE FHEEER M WR MR MR
1.5% 2.3% 0 2 8
HhiTRdia PROJECTS *
2sec

Size: R&§{78 Color: WM E

Share war files|to final image

Compile to
» | generate war files

itil.war

onecmdb-Hitil-1.4.0.war No source code in final images
onecmdb-modeller.war :

ROOT war Only compiled code

Connect Container Community Ok gfgﬁlgggﬁnﬁglg




Application Package and Deployment

Common Deployment Approach

« B

FROM tomcat:8.0
Add v1.war /tomcat/
webapps

FROM tomcat:8.0
Add v2.war /tomcat/
debapps

« N

/

/

FROM tomcat:8.0
Add v3.war /tomcat/
debapps

\

/

FROM tomcat:7.0
Add v1.war /tomcat/
webapps

FROM tomcat:7.0
Add v2.war /tomcat/
webapps

FROM tomcat:7.0
Add v3.war /tomcat/
webapps

M * N number of images

)/ Y

Deploy using Pod Orchestration Approach

user_app:v1

tomcat:8.0

Slel ser app:v2

tomcat:7.0

user_app:v3

M + N number of images

CNUTCon2016
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CI/CD - Example Y

sonarqube k&~ OE #%

Home
ONECMDB-APPLET-TOOLKIT PROJECTS
R TR & Eha ik /B BUGS WA oA i
2.7% 100.0% "
® ([ onecmdb-applet-toolkit 21.0 502 3 0 42 10:00
;’:;* ég‘:’i* :A& :)Hu Tﬁ: @ (O onecmdb-core 21.0 34,189 110 191 4,826 10:00
‘ ® (5 onecmdb-desktop 210 34,510 100 172 4,425 10:02
?:2:] @ (5 onecmdb-gwt-toolkit 0.0.1 9,761 23 46 1,283 10:03
@ ([ onecmdb-itil Maven Webapp 1.4.0 1,809 6 1 216 10:03
i ® (5 onecmdb-modeller Maven Webapp 140 1,788 0 6 220 10:03 /b b
ONECHDB TS @ (3 onecmdb-nagios-utils 1.0 1,048 5 7 209 10:01 te nXCI O u d u Sy OX
RIBEHR ST AL @ (O onecmdb-rest-graph 21.0 5,588 53 2 851 10:01 AD D * Wa r /a d i r
1.7% 33.3% e T S T S e : PP_
THRE  FHERR KW R W MR
1.5% 2.3% 0 2 8 *
hiTReiE PROJECTS
2sec

Size: #3178  Color. MM %

Share war files|to final image

Compile to
» | generate war files

itil.war

onecmdb-Hitil-1.4.0.war No source code in final images
onecmdb-modeller.war :

ROOT war Only compiled code

CNUTCon2016
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Configuration Management

Centralized and cluster level configuration
management

.

A Features:
\/ » Decouple config from image content

</ * Support environment variables,

o, € A ' command-line arguments or as a
volume

\/ » Update associated application node
automatically with new config once

u, G updated

Connect Container Community Ou ggﬁlgggnﬁg]g



)/ Y

Secret Data

Pod

e —

&

! Volume|or Env

ServiceAccounts o’
----- Secret Data - _
- “x{ kubelet ]4—

[kube-apiserver]

4 \
Using secrets (Container)—-
<

Private Registry

Connect Container Community Ou gf&%ngnﬂ?g]g
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Agenda

« Why Enterprise need Private PaaS?

« What Enterprise Cares about

» Network

« Storage

« CI/CD

« Application Package and Deployment
« Configuration Management

« Secret Data

e Monitor and Alert

Connect Container Community Ok gggungggn;gglg
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Monitor and Alert

e Platform e CPU
« Kubernete Cluster- Components e Memory
e Node e Disk
e Service e QPS

Node Problem Detector
- A DaemonSet detects node problems and reports them to APIServer.

Notify to API server
Node

:(> :(> ( Apiserver )
Node Problem Detector

SubobjectPath Type

NodeNotReady Node 192.168.1.189 status is now: NodeNotReady
{kubelet 192.168.1.189} Norm NodeHasSufficientDisk Node 192.168.1.189 status is now:

{kubelet 192.168.1.189} r NodeReady Node 192.168.1.189 status is now:
{kernel-monitor 192.168.1.189} Warning askHung task docker:20744 blocked for more

Connect Container Community Ok gfgﬁUﬁngﬁnﬂ?glg
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Operation
KUBECTL KOPS
» Debug Clusters operation tool
o kubectl create/get/describe/delete
(type name) —namespace=<ns_name> ° kOpS create cluster
« Node maintenance « kops update cluster

 kops get cluster
» kops delete cluster

e kubectl drain/uncordon <node>

e kubectl patch
e kubectl patch (type name) -p PATCH

e Resource annotation )

o kubectl annotate (type name) key=value kubernetes

 kubectl label A
o kubectl annotate (type name) key=value

e y’ ;:, A
JA )

Connect Container Community Ok gggungggn;gglg
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U pg rade tenxcloud.com
[ v0.17.x ] vibeta3 « Kubernetes Version Definition
! | « X.Y.Z: X=>major, Y=>minor, Z=>patch

+ API vX[betaY]
[ v0.19.x ] Both vibeta3 and v1 - Upgrade

update-storage-objects ? / Upgrade from 1.x to any other 1.x
release as rolling upgrade

& Update _
- Master first and then each node

[ v1.X ] V1 v/ Run latest patch releases of a given
minor release

X Upgrade more than two minor
+/ No hard breaking changes

over version boundaries

Connect Container Community Ok gfgﬁUﬁngnﬁglg

releases at a time



ttttttttttttt

THANKS!



