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» [B bin
» |9 coreplugins
» [ doc
% jeb_linux.sh
% jeb_macos.sh
jeb_wincon.bat
M nfo_viewer.exe

1R18H 09:01 1KB  Shell Script
1R18H 09:01 1KB  Shell Seript
TH18H 09:01 TKB  Sublim...ext 3#
3A18H 23:44 214KB Al

roentgen.nfo 3A19H 01:00 4KB
» [ scripts K 23114 --
» [0 siglibs 23114
» [0 typelibs FX 23114
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3. THARE

¥ (= [Users/CQC/Downloads/demo.apk.jdb 2
¥ @ demo.apk
¥ [ com.goldze.mvvmhabit
%] Manifest
&= Certificate
&= Certificate #2 (v2)
Bytecode
P (= Resources

Bytecode/Disassembly 23

# Dalvik Disassembly (6886 classes, 45279 methods, 39121 fields)

# Package: com.goldze.mvvmhabit

# Application: com.goldze.mvvmhabit.app.AppApplication [debuggable] (AppApplication)
# (5 activities, 2 services, 3 providers, @ receiver)

# ! Main Activity: com.goldze.mvvmhabit.ui.MainActivity (MainActivity)

# ! Dangerous Permission: STORAGE

.class public final R
.super Object

.method private constructor <init>()V
.registers 1

Bytecode/Ei#& 23

» £ android
¥ £ androidx
v 3 core
¥ 4 graphics
» £ drawable
v i internal
@ package-info
v i3 media
¥ (@ AudioAttributesCompatParcelizi
» (3 AudioAttributesimplApi21Parce
¥ (@ AudioAttributesimplBaseParceli
E} versionedparcelable
» (3 CustomVersienedParcelable
O NonParcelField
> @ ParcelField
» (3 Parcelimpl
» (@ ParcelUtils
> @R
» (9 VersionedParcel
» (@ VersionedParcelParcel
¥ (@ VersionedParcelStream
D versionedParcelable
» € versionedParcelize
v H3 com
¥ {1 afollestad
¥ 3 materialdialogs
> H3 color
¥ i commens
» (3 BuildConfia

4

00000000 invoke-direct Object—><init=()V, po@
return-void
.end method

.class final ArchTaskExecutor$l
.super Object

.implements Executor

.annotation system EnclosingClass
value = ArchTaskExecutor

.end annotation

.annotation system InnerClass
accessFlags = 0x8
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System: Mac 05 X 10.15.4 (x86_64) zh_CN

Java: Oracle Corporation 1.8.0_144

Plugin loaded: com.pnf.plugin.oat.0ATPlugin

Plugin loaded: com.pnf.androsig.gen.AndroidSigGenPlugin

Plugin loaded: com.pnf.androsig.apply.andsig.AndroidSigApplyPlugin
Plugin loaded: com.pnf.plugin.pdf.PdfPlugin
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Creating a new project (primary file: /Users/CQC/Downloads/demo.apk)
Adding artifact to project: /Users/CQC/Downloads/demo.apk

{demo.apk > demo.apk}: 319 resource files were adjusted

{demo.apk > demo.apk > Bytecode}: FRHIDEXEH (FHHAE 43 23 EC 56 A@ 98 D9 3F 3E F3 7F F7 3A @B 27 B5 8@ C3 Ce 7D ,3EER({EX81 31 E9 6E 97 D9
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.field public static final indexPath:String = "/api/movie"
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IXIEIRATAT LA B AT 8, L PRARNTIA T, IXiS JEB A AT LA HE AT A7 2 Java fRESHI A BIAE T o




.class public abstract interface MovieApiService

.super Object

.field public static final indexPath:Strina = !/ani/mauial

.method public abstract index(I,
.annotation system Sign
value

}

.end annotation
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3 E-ﬁ] &= Terminal |

ql B8

lava: Oracle Corporation 1.8.0_144
"lugin loaded: com.pnf.plugin.oat.0ATPlugin

"luain loaded:

com.nnf.androsia.aen.AndrnidSiaGenPluain

X ARBA T AT LUE BB 2 1 R DU -

[ ] [ ] JEB3 Beta - /Users/CQC/Downloads/demo.apk
EH&F s @ e i
. Iﬁmﬁiii] Bytecode/Disassembly [D MovieApiService/Source 53 ]

v E},'UserstQCfannIoadstemo.apk.jdh:
¥ @ demo.apk
¥ [ com.goldze. myvmhabit

[¥] Manifest
&= Certificate
&= Certificate #2 (v2)

P 1 Bytecode

P (= Resources

Q

Bytecode/B&k 2

» £ android
¥ £ androidx
¥ 3 core
¥ 3 graphics
» i drawable
¥ H internal
@ package-info
v £ media
¥ (3 AudioAttributesCompatParcelizi
> (3 AudioAttributesimplApi21Parce
» (3 AudioAttributesimplBaseParceli
i versionedparcelable
¥ (9 CustomVersionedParcelable
O NonParcelField
» O ParcelField
» (@ Parcelimpl
» (@ ParcelUtils
@R
» (@ VersionedParcel
» (9 VersionedParcelParcel
» (3 VersionedParcelStream
© versionedParcelable
» € VersionedParcelize
v 3 com
v {3 afollestad
¥ 3 materialdialogs
> H color
¥ {4 commens
P (A BuildConfia

v

Q

package com.goldze.mvvmhabit.data.source.http.service;
import io.reactivex.Observable;

import retrofit2.http.GET;

import retrofit2.http.Query;

public interface MovieApiService {
public static final String indexPath = "/api/movie";

@GET(value="/api/movie") Observable index{@Query(value="offset") int argl, @uery(value="limit") int arg2, @Query(value="token")

3 | source

=] EIE] E—lTermmal|

Java: Oracle Corporation 1.8.0_144

Plugin loaded: com.pnf.plugin.oat.0ATPlugin

Plugin loaded: com.pnf.androsig.gen.AndroidSigGenPlugin

Plugin loaded: com.pnf.androsig.apply.andsig.AndroidSigApplyPlugin

Plugin loaded: com.pnf.plugin.pdf.PdfPlugin

WEEHP. . .

HWEEMHE

Creating a new project (primary file: /Users/CQC/Downloads/demo.apk)

Adding artifact to project: /Users/CQC/Downloads/demo.apk

{demo.apk > demo.apk}: 319 resource files were adjusted

{demo.apk > demo.apk > Bytecode}: FRHKIDEXEE (FHHAE 43 23 EC 56 A@ 98 D9 3F 3E F3 7F F7 3A @B 27 B5 8@ C3 C@ 7D ,3LEr{iA81 31 E9 6E 97 D9
Decompiling at Lcom/goldze/mvvmhabit/data/source/http/service/MovieApiService;->indexPath:Ljava/lang/String;

coord: ? | addr: ? | loc: ?
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import io.reactivex.Observable;
import retrofit2.http.GET;
import retrofit2.http.Query;

public interface MovieApiService {
public static final String indexPath = "/api/movie";

@GET (value="/api/movie") Observable infd

} ET TR Tab 1, @Query
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[ JoN ] JEB3 Beta - /Users/CQC/Downloads/demo.apk
EEHF @ 0 @1 i3 *
% IEME%E] Bytecode/Disassembly ‘ [J] MovieApiServi [@ HttpD: 23}
¥ [ JUsers/CQC/Downloads/demo.apk.jdb? HttpDataSourceImpl. INSTANCE = new HttpDataSourceImpl{arg2);
v @ demo.apk }
¥ [ com.goldze.mvvmhabit monitor exit(vd);
|X| Manifest pa— - '
&= Certificate gotol label_14;
&= Certificate #2 (v2) label_12: it v0):
» 7 Bytecode ' __monitor_exit(ve);
» & Resources catch{Throwable v1) {
goto label_12;
a throw vi1;
Bytecode/E&h 53 ¥
label_14:
:g::::z::x N return HttpDataSourceImpl.INSTANCE;
¥ 4 core
v i graphics public Observable index(int arg6, int arg7) {
> i drawable ArrayList v2 = new ArraylList();
¥ Hinternal ((List)v2).add("/api/movie”);
@ O package-info return this.apiService.index({argé - 1) * arg7, arg7, Encrypt.encrypt(({List)v2)));
¥ B3 media
» GAudicmtnbutescampalparca\iz- }
» (3 AudioAttributesimplApi21Parce
> (3 AudioAttributesimplBaseParceli
¥ H versionedparcelable BE Scurcel
» (3 CustomVersionedParcelable
© NonParcelField [=] EI.E] ;El-rsrminal|
:g::z::r:; Java: Oracle Corporation 1.8.0_144
b @ Parcalutils Plugin loaded: com.pnf.plugin.oat.0ATPlugin
» @R Plugin loaded: com.pnf.androsig.gen.AndroidSigGenPlugin
b (9 VersionedParcel Plugin loaded: com.pnf.androsig.apply.andsig.AndroidSigApplyPlugin
’8“’5"’"“”&'“"’!'“' Plugin loaded: com.pnf.plugin.pdf.PdfPlugin
¥ (9 VersionedParcelStream
@ versionedParcelable WEEHE, . .
» @ VersionedParcelize ‘QEH&"Q
¥ & com Creating a new project (primary file: /Users/CQC/Downloads/demo.apk)
¥ H3 afollestad Adding artifact to project: /Users/CQC/Downloads/demo.apk
¥ £ materialdialogs {demo.apk > demo.apk}: 319 resource files were adjusted
:33'”"" {demo.apk > demo.apk > Bytecode}: FHAIDEXZE (FMHAE 43 23 EC 56 A@ 90 D9 3F 3E F3 7F F7 3A @B 27 B5 80 C3 CO 7D ,3LAR{AX81 31 E9 6E 97 D9
?g’;:f:sﬂnm Decompiling at Lcom/goldze/mvvmhabit/data/source/http/service/MovieApiService;->indexPath:Ljava/lang/5tring;
Q
coord: (0,53,0) | addr: Lcom i a/HttpD. index(ll)Lie/reactivex/Observable;+30h | loc: ? 928.4M &
XL index J7 VA SN :

public Observable index(int arg6, int arg7) {



ArraylList v2 = new ArrayList();

((List)v2) .add("/api/movie");

return this.apiService.index((arg6 - 1) * arg7, arg7, Encrypt.encrypt(((List)v2)));
}

AR SR I — AN encrypt (19777, ARFME 0S8, HBH0R V2, 10 V2 32—~ AmayList, €& —/JTH, #i2 /apimovie X fFH .
TXIN A FATT 8 i 22 S5 IR E] Encrypt (1958 ¢, B 510 B R AL .-

[ ] [ ] JEB3 Beta - /Users/CQC/Downloads/demo.apk
e &L @ e & ;] **
% Iﬁfﬂﬁi‘i] Bytecode/Disassembly ‘ [¥] MovieApiService/Source ‘ HttpDataSourcelmpl{Source [I] Encrypt/Source 53
¥ [ Users/CQC/Downloads/demo.apk.jdb super();
v @ demo.apk }
v 2 com.goldze.mvvmhabit
| Manifest public static St Lng bytes2Hex(bytel[] arg5) {
&= Certificate St;mg ve =
- int v2;
&= Certificate #2 (v2
_C_'E:{s'c::: 2l for(v2 = 8; v2 < arg5.length; ++v2) {
String vl = Integer.toHexString(arg5[v2] & OxFF);

P (= Resources

if(v1i.length()
vl = vl +

1) {

vl = v@ + vl;

=} }
Bytecode/BR 32 ) return ve;
» Hi android
¥ [ androidx public static String encrypt(List arg?) {
v i core String vl = String.valueOf(new Timestamp(System.currentTimeMillis()).getTime() / 1000);
v 3 graphics arg7.add(v1);
» B drawable String v2 = Encrypt.shaEncrypt(TextUtils.join(",", ({(Iterable)arg7)});
¥ g internal Arraylist v3 = new ArraylList();

((List)v3).add(v2);

v Bamedoi:acuge-wo ((List)v3).add(vl);
b @ AudioAttributesCompatParceliz N return Base64.encodeToString(TextUtils.join(",”, ((Iterable)v3)).getBytes(), @);
» (3 AudioAttributesimplApi21Parce
> @ AudioAttributesimplBaseParceli public static String shaEncrypt(String arg5) {
¥ i versionedparcelable byte[] v2 = arg5.getBytes();
» (9 CustomVersionedParcelable try {
@ NonParcelField MessageDigest v@ = MessageDigest.getInstance("SHA-1");
» © parcelField v@.update(v2);
b (@ Parcelimpl return Encrypt.bytes2Hex(v@.digest(});
» (@ ParcelUtils }
> @R catch(NoSuchAlgorithmException v3) {
» (3 VersionedParcel return null;
¥ (9 VersionedParcelParcel
¥ (3 VersionedParcelStream ¥
© VersionedParcelable }
» & VersionedParcelize o
&
v i com il Scurcel
¥ i afollestad [=] EEI @Te,minall
¥ £ materialdialogs SySiem: Tt US A 10:13:9 (RGO 047 ZI_UN
¥ B color Java: Oracle Corporation 1.8.0_144
'?S"E'ﬂ:’d"swig Plugin loaded: com.pnf.plugin.oat.0ATPlugin
» @R Plugin loaded: com.pnf.androsig.gen.AndroidSigGenPlugin
» 3 folderselector Plugin loaded: com.pnf.androsig.apply.andsig.AndroidSigApplyPlugin
b H internal Plugin loaded: com.pnf.plugin.pdf.PdfPlugin
a b et WEEHH, . .
B WEEMHE
coord: (0,41,36) | addr: Leom/goldze/mvvmhabit/utils/Encrypt;->shaEncrypt (Ljava/lang/String;)Liava/lang/String; +4h | loc: ? 449.4M
A

% HLAT LUR B encrypt B 77 92 BLEN F -

public static String encrypt(List arg7) {

String vl = String.valueOf (new Timestamp (System.currentTimeMillis()).getTime() / 1000);
arg7.add (v1);
String v2 = Encrypt.shaEncrypt (TextUtils.join(",", ((Iterable)arg?)));

ArrayList v3 = new ArrayList();

((List)v3) .add(v2);

((List)v3) .add(vl);

return Base64.encodeToString (TextUtils.join(",", ((Iterable)v3)).getBytes(), 0);
}
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import hashlib

import time

import base64

from typing import List, Any

import requests

INDEX URL = 'https://app5.scrape.cuigingcai.com/api/movie?limit={limit}&offset={offset}&token={token}"
LIMIT = 10

OFFSET = 0

def get_token(args: List[Any]):

timestamp = str(int (time.time()))
args.append (timestamp)

sign = hashlib.shal(','.join(args) .encode ('utf-8"')) .hexdigest ()
return base64.b64encode (', '.join([sign, timestamp]).encode ('utf-8')) .decode ('utf-8')
args = ['/api/movie']

token = get_token(args=args)

index_url = INDEX URL.format (1limit=LIMIT, offset=OFFSET, token=token)
response = requests.get (index url)

print ('response', response.json())

IX BB R HE I token /R HGERR, FRATIRE ST A get_token iR, MEfAR 1B B ETRIARIL ) Py 2%
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response {'count': 100, 'results': [{'id': 1, 'name': ' THIfE', 'alias': 'Farewell My Concubine', 'cover': 'https://p0.meituan.net/movie/ce4da3e03e655b5b88ed31b5cd7896cf62472. jpgR464w.
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